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Hubl OSCA( confi g) #crypto pki server cisco

&Ll pwl Gy pi WX 03D 9.65lgill ologles xaxil issuer-name e 8l ;o Hluol @8 .2
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i® 290 98 LaS (C) aldl jo,9 (ST) alAlg (L) duboslly (CN)

Hubl OSCA(cs- server) #issuer-name CN=iosca.cisco.com L=RTP ST=NC C=US

3 Jrasll 63lgis iay Llaki 0S 315 pgs, ] 04® _d.grant LoVl luol, o

Hubl OSCA( cs- server) #grant auto

10S CA o35 (S no shutdown ,o¥1 laol, pé .4

Hubl OSCA( cs-server) #no shut

.39)>J| ] &9.>_) Jzol 9 uolle 2 lizoll iolos e oJus J351 .CA 65lgiv clis] as,
: Password
: Re-enter password

[ Generating 1024 bit RSA keys, keys will be non-exportable...[K

.. Exporting Certificate Server signing certificate and keys

.Certificate Server enabled

aJl il 10S CA o5 e a9slaall

0315 85lgi TrustPoint ¢y . awdl Lusi Lilal ®9Lis| o5 TrustPoint _le Loyl oblgidl 255 soix
TrustPoint Jad i «ololgid] pal5 6slgi o) TrustPoint plasiw] ey ail azgall Sy ol a2y .olblgad]
Lghasi (S Y

A slacly 0id® il dass clisy crypto pki trustPoint LoVl o] cliSoy (oblgidl o5 (955 Jid
65lgiv ,9gi5 ¥ rala>Mo. (rsakeypair joVl plaziwl) L RSA xulas 295 vaxs <l zui 1329.Loy
ag>l9 Sl wis ol o U .oblgid]l 33 5le> a9e) Wilalk sLinall whslgidl psls 63lgisg TrustPoint
CA J TrustPoint x> aolasuiuw] piy s3I (ip http secure-trustPoint oY Jio (CLI) ,olgl Jlow
leioSs ai adSlo| TrustPoint J| Jwoell as 3l JLaiVl eslgis e a9skanlly whlgidl e Jgaxl
o0 32219 RSA zsilio 219l pasioy ald sy ohblgi 035 el b5 B3loblgill e jle> le
plaziw] oblaiol e & jia0l §uasll @2 0l 63lgi Soix .Lild dedg0 65lgi cliny s, 3V & lowl
Joawi pi ] 0d® 9(CRL) 65lgid] ele)] daild doMeoslginl doMeuad JI gudgill:al auilaoll
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Hubl OSCA( confi g) #crypto pki trustpoint iosca

2 i® zo90 8 oS« Jizuuill URL glgic J3ol

Hubl OSCA( ca-t rust poi nt ) #enrollment url http://1.1.1.1:80

CRL Jlay| 0 éxill aiy ¥ sl 03® 9

Hubl OSCA( ca-trust poi nt ) #revocation-check none

il 6slgadl pMiwY crypto ca authentication iosca oVl ,laol 09 .3

Hubl OSCA(confi g) #crypto ca authenticate iosca

olawdl 030 e 65lgidl seix
Fi ngerprint MD5: 441446A1 CA3C32B6 3B680204 452A00B2
Fi ngerprint SHAl: 6CO9E064 E4B09087 DDFFADCD 2E9C6853 1669BF39

Do you accept this certificate? [yes/no]: yes
.Trustpoint CA certificate accepted

.y9e)l 65l _Je Jo.a=ll crypto ca login iosca oVl jlusol 09 .4



...Start certificate enroll ment
Create a chall enge password. You need to verbally provide this

.password to the CA Administrator in order to revoke your certificate

. For security reasons, your password is not saved in the configuration
. Pl ease nake a note of it

: Passwor d
: Re-enter password

The subject name in the certificate includes: Hubl OSCA. ci sco. com

Include the router serial number in the subject name? [yes/no]: no

Include an I P address in the subject nanme? [no]: no

Request certificate from CA? [yes/no]: yes

Certificate request sent to Certificate Authority

. The show crypto ca certificate iosca verbose command shows the fingerprint

whblgidl cuis oo éxill show crypto pki cert oVl jlasol 09 .5

Hubl OSCA#show crypto pki cert

Certificate
Status: Avail able
Certificate Serial Nunber: 02
Certificate Usage: Ceneral Purpose
.|l ssuer
cn=i osca. ci sco. com L\ =RTP ST\ =NC C\ =US
: Subj ect
Name: Hubl OSCA. ci sco. com
host nanme=Hubl OSCA. ci sco. com
:Validity Date
start date: 19:11:55 UTC Aug 11 2006
end date: 19:11:55 UTC Aug 11 2007
Associ ated Trustpoints: iosca

CA Certificate
Status: Avail able
Certificate Serial Nunber: 01
Certificate Usage: Signature
.|l ssuer
cn=i osca. ci sco. com L\ =RTP ST\ =NC C\ =US
: Subj ect
cn=i osca. ci sco. com L\ =RTP ST\ =NC C\ =US
:Validity Date
start date: 19:01:54 UTC Aug 11 2006
end date: 19:01:54 UTC Aug 10 2009
Associ ated Trustpoints: iosca cisco

CA o315 J Jszawilly @85Laall JI £ 500)l a>g0 glixy (IPSec jubs Loyl 68 CA 0315 oY Lk tdla>Vs
.aus; a>gall e 39>g0ll

gisall eSS

version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane Hubl OSCA

!

boot - st art - mar ker

boot - end- mar ker




!

| oggi ng buffered 4096 debuggi ng
!

no aaa new node

!

resource policy

!

ip cef

!

no i p domain | ookup
i p donai n name ci sco.com

!

voi ce-card O

no dspfarm

!

crypto pki server cisco

i ssuer-nanme CN=i osca. ci sco. com L=RTP ST=NC C=US
grant auto

crypto pki trustpoint cisco !

revocation-check crl
rsakeypair cisco

!

crypto pki trustpoint iosca !
enrol I ment url http://1.1.1.1:80
revocati on-check none

Configure a certificate map that will be used !--- --- !
in the ISAKMP profile. crypto pki certificate map
certmap 1 issuer-nane co cisco.com! crypto pk
certificate chain cisco certificate ca 01 /--- Root
certificate created when the IOS CA Server !--- 1is
enabled. 3082022F 30820198 A0030201 02020101 300D0609
2A864886 F70D0101 04050030 2B312930 27060355 04031320
696F7363 612E6369 73636F2E 636F6D20 4C3D5254 ..... OB1DAECA
FE7388B8 D2B1EFF9 B1269F90 C418BCD1 CA5A1B64 99C1A400
99897C7D 9720A789 A374E8D1 E117CEE5 CDO0OF678 98ECFD46
7DF3C029 58B85899 74D34A52 B489A610 8DEDG6FA7 7012D13B
1B822EB9 7F65BA quit crypto pki certificate chain iosca
certificate 02 !--- Identity certificate received from
the IOS CA !--- after trustpoint enrollment. 30820213
3082017C A0030201 02020102 300D0609 2A864886 F70D0101
04050030 2B312930 27060355 04031320 696F7363 612E6369
73636F2E 636F6D20 4C3D5254 50205354 3D4E4320 433D5553
301E170D 30363038 31313139 31313535 5A170D30 37303831
31313931 3135355A 30233121 301F0609 2A864886 F70D0109
02161248 7562494F 5343412E 63697363 6F2E636F 6D30819F
300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100B811 AD3AABA8 3EC63A04 40E4B3ED 1C783C22 20065122
6E560D22 2731CAD5 2CC56CBD 554C69FF 4AE3EA1B CAB25918
B249D32A A7861362 7E4257F3 855BD60F FBA8D33D 15F925C5
746B9144 97DCFFEE 4CD81070 43C9343F 92C645BC 37EOEF26
5E04394B 67CC536E BFD920DE 52DC977D 830B3C60 D3CB7003
578BB681 D307FF4F 629F0203 010001A3 4F304D30 0B060355
1D0F0404 030205A0 301F0603 551D2304 18301680 14AC041C
685BDA03 4E71B7FB 59BAEOA3 5422F759 1E301D06 03551DOE
04160414 6A60490F 5CC612A3 EA661102 9D645413 41F9236F
300D0609 2A864886 F70D0101 04050003 818100BA 2DDC2DOA
5F7B4B3D 8C8C770D 34AC1A17 EE91A89A 46FD5B9B 8550B2C5
8B8D31EC 29D8AC3A 8F4B1A96 4C733B9D FDO98BF42 2FDFC6B1
E1D762E1 3D4470BD CFC73DF8 E55D7CO0A 871159C5 544319B9
1DEC6563 75403B97 7567A81D 27F2688C E955CED7 6E9BCI0F
7D3CAC94 81EDA619 835AF696 8E4A8BF3 C54A242D 8DB5DES9
E5B37E quit certificate ca 01 /--- Root certificate
received from the IOS CA !--- after trustpoint




authentication. 3082022F 30820198 A0030201 02020101
300D0609 2A864886 F70D0101 04050030 2B312930 27060355
04031320 696F7363 612E6369 73636F2E 636F6D20 4C3D5254
50205354 3D4E4320 433D5553 301E170D 30363038 31313139
30313534 5A170D30 39303831 30313930 3135345A 302B3129
30270603 55040313 20696F73 63612E63 6973636F 2E636F6D
204C3D52 54502053 543D4E43 20433D55 5330819F 300D0609
2A864886 F70D0101 01050003 818D0030 81890281 8100C368
246CFD63 86BA2F7C 626160C6 37EDC62F 3293B6B3 AO06ED81
9038D4F3 2A20577D C8D88BEF FD5E427A 5D5B3471 EAD3EDF9
9EBC51C7 1768BD45 7D2E90BO 059F72AE 35F7E4E5 15AE3233
A50F2A8E 950A34D4 1620C98C 20FFB14B DF446F5E 4612F6EC
5B457D9B AB9BD937 B29691F9 FDBCBF21 860323FF 1A1C9D7B
39A41C4B 13310203 010001A3 63306130 0F060355 1D130101
FF040530 030101FF 300E0603 551D0F01 01FF0404 03020186
301F0603 551D2304 18301680 14AC041C 685BDA03 4E71B7FB
59BAEOA3 5422F759 1E301D06 03551DOE 04160414 AC041C68
5BDA034E 71B7FB59 BAE0OA354 22F7591E 300D0609 2A864886
F70D0101 04050003 81810099 256FCF71 084766ED BDES8F6D3
F158BDF0 D1875BOA 57A3FBB8 DDS8EF9AD E5BB3E95 3A65893B
B11DBE9A 6E593701 OB1DAECA FE7388B8 D2BlEFF9 B1269F90
C418BCD1 C45A1B64 99C1A400 99897C7D 9720A789 A374E8D1
E117CEE5 CDO0OF678 98ECFD46 7DF3C029 58B85899 74D34A52

B489A610 8DEDG6FA7 7012D13B 1B822EB9 7F65BA quit !---
Configure IPSEC phase 1 parameters. crypto isaknp policy

10 hash md5 ! /--- Configure ISAKMP profile for the

dynamic !--- LAN to LAN tunnel. crypto isaknp profile

I 2l vpn ca trust-point iosca match certificate certnap !
crypto i psec transformset strong ah-nmd5-hnac esp-des !
!--- Configure dynamic crypto map. Crypto dynam c-nmap
dynmap 10 set transformset strong set isakmp-profile

| 2l vpn !--- Configure crypto map that will be applied on
!--- the physical interface. crypto map nymap 10 i psec-

i saknp dynanmic dynnap ! interface G gabitEthernet0/0 ip
address 14.1.21.199 255.255.252.0 dupl ex auto speed auto
no keepalive !--- Apply crypto map to the physical
interface. interface G gabitEthernet0/1 ip address
1.1.1.1 255.255.255. 0 dupl ex auto speed auto crypto map

nymap ! interface FastEthernet0/2/0 ! interface
Fast Et hernet0/2/1 ! interface FastEthernet0/2/2
interface FastEthernet0/2/3 ! interface Ml anl ip address

10.1.1.254 255.255.255.0 ! ip route 0.0.0.0 0.0.0.0
G gabitEthernet0/1 ! ip http server no ip http secure-

server ! control-plane ! Iine con O line aux O line vty
0 4 login ! scheduler allocate 20000 1000 ! webvpn
context Default_context ssl authenticate verify all ! no

inservice ! End

a Sazil pi s eSI

a Sl o5 SVl el

version 12.3

no service pad

service tinmestanps debug datetinme nsec
service tinmestanps |og datetime nmsec
no service password-encryption

|

host nane Spoke

|

boot - st art - mar ker




boot - end- mar ker
|
no aaa new node
|
resource policy
|
i p subnet-zero
ip cef
|
no i p dhcp use vrf connected
|
i p donai n name ci sco.com
no ip ips deny-action ips-interface
Configure a trustpoint that this router will use !- ---!
-- to authenticate and enroll to the IOS CA Server.
crypto pki trustpoint iosca enrollnment ur
http://1.1.1.1:80 revocation-check none ! !--- Configure
a certificate map that will be !--- used in the ISAKMP
profile. crypto pki certificate nap certmap 1 issuer-
nane co cisco.com! crypto pki certificate chain iosca
certificate 03 30820210 30820179 A0030201 02020103
300D0609 2A864886 F70D0101 04050030 2B312930 27060355
04031320 696F7363 612E6369 73636F2E 636F6D20 4C3D5254
50205354 3D4E4320 433D5553 301E170D 30363038 31313139
31373137 5A170D30 37303831 31313931 3731375A 3020311E
30100609 2A864886 F70D0109 02160F53 706F6B65 2E636973
636F2E63 6F6D3081 9F300D06 092A8648 86F70D01 01010500
03818D00 30818902 818100A3 98320490 640B33E8 85E3920C
DOBF30F0 038BCFFF 64F1AD1A 7AA1DC92 9D4C160B 905B7FED
FA68AC3C 32B5F09B 38DC714E 8ADB227F 7E779259 CC54EDAl
D3CFDDCC 3EB707E3 E5C44059 2097773C 80011AD3 C65CA3BB
82656432 0A305CF4 13D6E3E2 918377EC 0299C91A 87D99287
B44CBDB8 A482F138 5FC365FD 0853D869 A9260302 03010001
A34F304D 300B0603 551D0F04 04030205 A0301F06 03551D23
04183016 8014AC04 1C685BDA 034E71B7 FB59BAEQ0 A35422F7
591E301D 0603551D OE041604 14F4DCDO 90A2DB61 7C70F86B
496D3213 592F94D3 9D300D06 092A8648 86F70D01 01040500
03818100 300D3A37 94A561E1 CB38CA9F BBBOD19B C2AE09E4
7DFAAABC 53B53DBB CBE39BCB 903262C9 06AEBESO 2DEE1SEE
F343D93A 77D94A24 4BCLEC72 28CE386B B2D9A124 64031AD5
0C8DCO7F 76792024 702CB49E 13B8CF21 A303FF5B C41EF2B7
77B31117 ED514324 EF8242B7 548E36A6 391540C9 2D913570
6D103F49 DEOCCl4C 49C404FF quit certificate ca 01
3082022F 30820198 A0030201 02020101 300D0609 2A864886
F70D0101 04050030 2B312930 27060355 04031320 696F7363
612E6369 73636F2E 636F6D20 4C3D5254 50205354 3D4E4320
433D5553 301E170D 30363038 31313139 30313534 5A170D30
39303831 30313930 3135345A 302B3129 30270603 55040313
20696F73 63612E63 6973636F 2E636F6D 204C3D52 54502053
543D4E43 20433D55 5330819F 300D0609 2A864886 F70D0101
01050003 818D0030 81890281 8100C368 246CFD63 86BA2F7C
626160C6 37EDC62F 3293B6B3 AOQ06ED81 9038D4F3 2A20577D
C8D88BEF FD5E427A 5D5B3471 E4D3EDF9 9EBC51C7 1768BD45
7D2E90BO 059F72AE 35F7E4E5 15AE3233 A50F2A8E 950A34D4
1620C98C 20FFB14B DF446F5E 4612F6EC 5B457D9B AB9BD937
B29691F9 FDBCBF21 860323FF 1A1COD/B 39A41C4B 13310203
010001A3 63306130 0F060355 1D130101 FF040530 030101FF
300E0603 551D0F01 01FF0404 03020186 301F0603 551D2304
18301680 14AC041C 685BDA03 4E71B7FB 59BAEOA3 5422F759
1E301D06 03551DOE 04160414 AC041C68 5BDA034E 71B7FB59
BAEOA354 22F7591E 300D0609 2A864886 F70D0101 04050003
81810099 256FCF71 084766ED BDESF6D8 F158BDF0 D1875B0A
57A3FBB8 DDSEF9AD ES5BB3E95 3A65893B B11DBE9A 6E593701
OB1DAECA FE7388B8 D2BlEFF9 B1269F90 C418BCD1 C45A1B64




99C1A400 99897C7D 9720A789 A374E8D1 E117CEE5 CDO0F678
98ECFD46 7DF3C029 58B85899 74D34A52 B489A610 8DEDGFA7
7012D13B 1B822EB9 7F65BA quit usernanme cisco password O

WW !--- Configure IPSEC phase 1 parameters. Crypto
i sakmp policy 10 hash md5 !--- Configure ISAKMP profile
for the !--- LAN 2 LAN tunnel. crypto isaknmp profile

I 2l vpn ca trust-point iosca match certificate certnap !
crypto ipsec transformset strong ah-nd5-hmac esp-des !-
-- Configure crypto map that will pull !--- the ISAKMP
profile created. crypto map nymap 10 ipsec-isaknp set
peer 1.1.1.1 set transformset strong set isaknmp-profile
I 2l vpn match address 100 ! interface FastEthernetO
interface FastEthernetl ! interface FastEthernet2
interface FastEthernet3 !--- Apply LAN to LAN crypto map
on the !--- physical interface. interface FastEthernet4
ip address 1.1.1.2 255.255.255.0 no ip proxy-arp ip
rout e-cache flow dupl ex auto speed auto crypto map nmynap
I interface Dot 11Radi 00 no i p address shutdown speed
basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0
18.0 24.0 36.0 48.0 54.0 station-role root ! interface
VI anl ip address 10.1.2.254 255.255.255.0 ! ip classless
ip route 0.0.0.0 0.0.0.0 FastEthernet4 ! no ip http
server no ip http secure-server ! access-list 100 permt
ip 10.1.2.0 0.0.0.255 10.1.1.0 0.0.0.255 ! control -pl ane
! line con 0 no nodem enable line aux 0 line vty 0 4
login ! schedul er max-task-tine 5000 end

onsSIl 13D a0 oo B8l ez | W 229, Y
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# Router(config)#interface type [slot_#/]lport
Rout er (config-if)#ip mtu MTU_size_ in bytes

do old ol
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