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10.1.1.0/24

| 10.48.67.181

Llaazdll puw )l 13D 5 auogall dSuidl slac] riuall 13D pasiu,

10.2.2.0/24

IP address
assigned by
DHCP

Spoke

YPH Client

olueSil
W1 aSidl slae] aiuall 13D pastiuy

£ j !|' gn.
a Saxill o5 S (eSUl -

gigell (eSS

version 12.3

service timestanps debug dateti ne nsec

service tinmestanps |og datetime nsec

servi ce password-encryption

1
host nane Hub

!

no | oggi ng on

1

usernane gfull age password 7 0201024E070AO0E2649
aaa new- nodel

!

!

aaa authentication login clientauth local

aaa authorization network groupauthor local

aaa session-id common

i p subnet-zero

!

!

no i p domain | ookup

1

Keyring that defines wildcard pre-shared key. ---! |
crypto keyring spokes

pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
1

crypto isakmp policy 10

encr 3des

authentication pre-share

group 2




VPN Client configuration for group "testgroup" ---! |
!-—— (this name is configured in the VPN Client). crypto
isakmp client configuration group testgroup
key cisco321
dns 1.1.1.1 2.2.2.2
wins 3.3.3.3 4.4.4.4
domain cisco.com
pool ippool
1
Profile for LAN-to-LAN connection, that references ---!
!--- the wildcard pre-shared key and a wildcard !---
identity (this is what is broken in !--- Cisco bug ID
CSCea77140) and no Xauth. crypto isakmp profile L2L
description LAN-to-LAN for spoke router(s) connection
keyring spokes
match identity address 0.0.0.0 /--- Profile for VPN
Client connections, that matches !--- the "testgroup"
group and defines the Xauth properties. crypto isakmp
profile VPNclient
description VPN clients profile
match identity group testgroup
client authentication list clientauth
isakmp authorization list groupauthor
client configuration address respond
1
1
crypto ipsec transform-set myset esp-3des esp-sha-hmac
1
Two instances of the dynamic crypto map !--- —---!
reference the two previous IPsec profiles. crypto
dynamic-map dynmap 5
set transform-set myset
set isakmp-profile VPNclient
crypto dynamic-map dynmap 10
set transform-set myset
set isakmp-profile L2L
1
1
Crypto-map only references the two !--- instances ---!
of the previous dynamic crypto map. crypto map mymap 10
ipsec-isakmp dynamic dynmap
1
1
1
interface FastEthernet0/0
description Qutside interface
i p address 10.48.67.181 255. 255. 255. 224
no i p nroute-cache
dupl ex auto
speed auto
crypto map mymap
1
interface FastEthernet0O/1
description Inside interface
ip address 10.1.1.1 255.255.254.0

dupl ex auto
speed auto
no keepalive
!
ip local pool ippool 10.5.5.1 10.5.5.254
no ip http server
no ip http secure-server
ip classless




ip route 0.0.0.0 0.0.0.0 10.48.66.181

!

!

call rsvp-sync

!

!

di al - peer cor custom
!

!

line con O
exec-timeout 0 O
escape-character 27
line aux O

line vty 0 4
password 7 121A0C041104
!

!

end

a &l i Sl (el

version 12.2
service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

1
host nane Spoke

!
no | oggi ng on

1
i p subnet-zero
no i p domain | ookup

1

ip cef

!

!
crypto isakmp policy 10

encr 3des

authentication pre-share

group 2
crypto isakmp key ciscol23 address 10.48.67.181
1

1
crypto ipsec transform-set myset esp-3des esp-sha-hmac
1

Standard crypto map on the spoke router !--- that ---!
references the known hub IP address. crypto map mymap 10
ipsec-isakmp

set peer 10.48.67.181

set transform-set myset

match address 100

1

1

controller ISA5/1

!

!

interface FastEthernet0/0

description CQutside interface

ip address dhcp
dupl ex auto
speed auto




crypto map mymap
|
interface FastEthernet0O/1
description Inside interface
i p address 10.2.2.2 255.255.255.0
dupl ex auto
speed auto
no keepalive
|
interface ATML/O
no i p address
shut down
no atmilm-keepalive
|
ip classless
ip route 0.0.0.0 0.0.0.0 10.100.2.3
no ip http server
no ip http secure-server
|
1
Standard access-list that references traffic to be ---!
!--- encrypted. This is the only thing that needs !---
to be changed between different spoke routers. access-
list 100 permit ip 10.2.0.0 0.0.255.255 10.1.0.0
0.0.255.255
!
!
call rsvp-sync
|
1
nmgcp profile default
|
1
line con O
exec-timeout 0 O
line aux O
line vty 0 4
password ci sco
| ogin
!
!
end
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# ¥PN Client | Properties for “10.66.79.103" — x|

Connection Entry: | to_hub_router

Diescrphion:

Host: | 10.48.67.181

Authentication ITranspnrt I Backup Servers | Dial-Up |

" Group Authentication

M arne: Itestgrn:uup

Fazzward: AR

I:Drlﬁ[m PEESWDrd: Prrprpeee

" Certificate Authentication

[ ame:; I :]

[T Send Ca Certificate Chain

Eraze lUzer Pazswaord | Cave Canicel

2o JSuiy oueSil Jac 4T puusl] 138 paciuwl

Jsoe oVlasV axzall ololzall gl & 590)l azg0 e Lhsiv piy il elasVl g yoll 2555 ol Say
TALK g VPN

o) (OIT) 213Vl o> io 8Dl paziwl .Show Lolol Lass (1add usuua)leVasl)) z1,3V1 o> is ol)l PEX
. show oVl CJ}" k=i

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles  JI &)l rda>Ve

axiy Sl azgall azgall JI P gloic (=i Lo ,2, —show ip interface -

Lle IPsec ey, 65621 ow Bslae] pi il JKE SAs olSuis Lo ,2, —show crypto isakmp sa detail -
£590l 2909 VPN aSuis Jsocy ay Szl oy sl azgall (Jliadl Jyuw

Juw e IPsec ex, 63621 o Wslac] a5 Ll APsec SAs oS o2, —show crypto ipSec sa -
.£j90ll a2909 VPN aSuis Jac9 @ waxill piy SVl azgall (Jliall

.(Internet Key Exchange (IKE &la>l Jg> Jilw, Lo _=:—debug crypto isakmp -

IPsec ola>l o ,2,—debug crypto ipSec -
aiiill J e Slasl o ,2,—debug crypto engine -

.show ip interface f0/0 ,oV| 0 2, 50ll 6 13D
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spoke#show ip interface £0/0

Fast Et hernet0/1 is up, line protocol is up
Internet address is 10.100.2.102/24
Broadcast address is 255.255. 255. 255
Address determined by DHCP

.show crypto isakmp sa detail ,oV| z 50 o 13D

hub#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa
X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

.Cid Local Renot e | - VRF Encr Hash Auth DH Lifetine Cap
3des sha psk 2  04:15:43 10. 100. 2. 102 10. 48.67. 181 1
3des sha 2 05:31:58 CX 10. 51. 82. 100 10. 48.67. 181 2

.show crypto ipSec sa oVl z 50 92 13D

hub#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: nymap, |ocal addr. 10.48.67.181

:protected vrf

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(remote ident (addr/mask/prot/port): (10.5.5.1/255.255.255.255/0/0
current _peer: 10.51. 82.100: 500

{}=PERM T, fl ags

pkts encaps: 8, #pkts encrypt: 8, #pkts digest 8#

pkts decaps: 189, #pkts decrypt: 189, #pkts verify 189%#
pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 10.48.67.181, renote crypto endpt.: 10.51.82.100
path ntu 1500, ip ntu 1500
current outbound spi: BOCOF4AC

:inbound esp sas
(spi: Ox7A1ABBF3(2048571635
, transform esp-3des esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 2004, flow.id: 5, crypto map: nynap
(sa timng: remaining key lifetime (k/sec): (4602415/3169
IV size: 8 bytes
replay detection support: Y



:inbound ah sas
;i nbound pcp sas

toutbound esp sas

(spi: OxBOCOF4AC(2965435564

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2005, flow.id: 6, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4602445/3169
IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound pcp sas

:protected vrf

(local ident (addr/mask/prot/port): (10.1.0.0/255.255.0.0/0/0
(remote ident (addr/mask/prot/port): (10.2.0.0/255.255.0.0/0/0
current _peer: 10.100. 2.102: 500

{}=PERM T, fl ags

pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19#

pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#

send errors 0, #recv errors O#

| ocal crypto endpt.: 10.48.67.181, renote crypto endpt.: 10.100.2.102
path mu 1500, ip ntu 1500
current outbound spi: 5FBE5408

:inbound esp sas

(spi: 0x9CD7288C(2631346316

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2002, flow.id: 3, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4569060/2071
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

toutbound esp sas

(spi: Ox5FBE5408(1606308872

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2003, flow.id: 4, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4569060/ 2070
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

dingiy 4 Sl i S azgoll azgall azgall pgiy boaie (g 90ll azgo e 13D cllasVl puzas 2l,5] guoxi o
IPsec SAs g IKE

| SAKMP (0:0): received packet from 10.100.2.102 dport 500 sport 500



G obal (N) NEW SA
| SAKMP: | ocal port 500, remote port 500
| SAKMP: insert sa successfully sa = 63D5BEOC
| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH
| SAKMP (0:1): Od State = | KE_READY New State = | KE_LR_ MML

| SAKMP (0:1): processing SA payl oad. nmessage ID =0
| SAKMP: Looking for a matching key for 10.100.2.102 in default
ISAKMP: Looking for a matching key for 10.100.2.102 in spokes : success
ISARKMP (0:1): found peer pre-shared key matching 10.100.2.102
| SAKMP (0:1) l|ocal preshared key found
| SAKMP : Scanning profiles for xauth ... L2L VPNclient
| SAKMP (0:1) Authentication by xauth preshared
| SAKMP (0:1): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP:  encryption 3DES- CBC
| SAKMP:  hash SHA
| SAKMP: default group 2
| SAKMP: auth pre-share
| SAKMP: |ife type in seconds
| SAKMP: life duration (VPI) of O0x0 Ox1 Ox51 0x80
ISAKMP (0:1): atts are acceptable. Next payload is 0
Crypt oEngi ne0: generate al g paraneter
CRYPTO ENG NE: Dh phase 1 status: O
CRYPTO ENG NE: Dh phase 1 status: O
| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCODE
| SAKMP (0:1): Od State = IKE_LR MML New State = | KE_LR MML

| SAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port
R) MM _SA SETUP) 500
| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE
| SAKMP (0:1): Od State = IKE_LR MML New State = | KE_LR_ MW

| SAKMP (0:1): received packet from 10.100. 2.102 dport 500 sport 500
d obal (R) MM _SA SETUP

| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH

| SAKMP (0:1): Od State = IKE_LR M2 New State = | KE_.R_ MVB

| SAKMP (0:1): processing KE payl oad. nmessage ID =0

Crypt oEngi ne0: generate al g paraneter

| SAKMP (0:1): processing NONCE payl oad. nessage ID =0

| SAKMP: Looking for a matching key for 10.100.2.102 in default
| SAKMP:  Looking for a matching key for 10.100.2.102 in spokes : success
| SAKMP (0:1): found peer pre-shared key matching 10.100. 2. 102
Crypt oEngi ne0: create | SAKMP SKEYID for conn id 1

| SAKMP (0:1): SKEYID state generated

| SAKMP (0:1): processing vendor id payl oad

I'l SAKMP (0:1): speaking to another |OS box
| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCDE
| SAKMP (0:1): Od State = IKE_LR MVMB New State = | KE_R_ MVB

| SAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port 500
R) MM _KEY_EXCH)

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE

| SAKMP (0:1): Od State = IKE_LR MVMB New State = | KE_.R M4

| SAKMP (0:1): received packet from 10.100. 2. 102 dport 500 sport 500
d obal (R) MM _KEY_EXCH

| SAKMP (0:1): Input = | KE_LMESG FROM PEER, | KE_MM EXCH

| SAKMP (0:1): Od State = IKE_LR MV New State = | KE_R_ Mb

| SAKMP (0:1): processing | D payl oad. nmessage ID =0
| SAKMP (0:1): ID payl oad

next - payl oad : 8

type : 1



address : 10.100. 2.102

protocol : 17
port : 500
length : 12

ISAKMP (0:1): peer matches L2L profile

| SAKMP: Looking for a matching key for 10.100.2.102 in default

| SAKMP: Looking for a matching key for 10.100.2.102 in spokes : success
ISARKMP (0:1): Found ADDRESS key in keyring spokes

| SAKMP (0:1): processing HASH payl oad. nessage ID =0

Crypt oEngi ne0: generate hmac context for conn id 1

ISARKMP (0:1): SA authentication status: authenticated

ISAKMP (0:1): SA has been authenticated with 10.100.2.102

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCDE

| SAKMP (0:1): Od State = IKE_LR MVb New State = | KE_R_ MVb

| SAKMP (0:1): SA is doing pre-shared key authentication using id type | D_| Pv4_ADDR

| SAKMP (0:1): ID payl oad

next - payl oad : 8

type : 1

address : 10.48.67.181

protocol : 17

port : 500

length : 12

| SAKMP (1): Total payload Iength: 12

Crypt oEngi ne0: generate hmac context for conn id 1

Crypt oEngi ne0: cl ear dh nunmber for conn id 1

| SAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port 500
R) MM _KEY_EXCH)

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COVPLETE

| SAKMP (0:1): Od State = | KELR MVb New State = | KE_P1_COWLETE

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PHASEL COWPLETE
| SAKMP (0:1): Od State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE

IKE phase 1 is complete. | SAKMP (0:1): received packet from 10.100.2.102 dport 500 sport ---!
500 dobal (R QVLIDLE | SAKMP: set new node 904613356 to QM | DLE Crypt oEngi ne0: generate hmac
context for conn id 1 | SAKMP (0:1): processing HASH payl oad. nmessage | D = 904613356 | SAKMP
(0:1): processing SA payl oad. nessage | D = 904613356 | SAKMP (0: 1): Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES | SAKMP: attributes in transform |SAKMP: encaps is 1 (Tunnel)

| SAKMP: SA life type in seconds | SAKMP: SA |ife duration (basic) of 3600 | SAKMP: SA life type in
kil obytes | SAKMP: SA |ife duration (VPI) of 0Ox0 0x46 0x50 O0xO0 | SAKMP: authenticator is HVAC SHA
.Crypt oEngi ne0: val i date proposal ISAKMP (0:1): atts are acceptable

, | PSEC(val i dat e_proposal _request): proposal part #1

, key eng. msg.) | NBOUND | ocal = 10.48.67.181, renote= 10.100. 2. 102)

s (local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4

s (remote_proxy= 10.2.0.0/255.255.0.0/0/0 (type=4

; (protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

Crypt oEngi ne0: val i date proposal request

= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf

= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf

| SAKMP (0:1): processi ng NONCE payl oad. nessage | D = 904613356
| SAKMP (0:1): processing | D payl oad. nessage |D = 904613356

| SAKMP (0:1): processing | D payl oad. nessage | D = 904613356

| SAKMP (0:1): asking for 1 spis fromi psec
| SAKMP (0:1): Node 904613356, Input = | KE_MESG FROM PEER, |KE_QM EXCH
| SAKMP (0:1): Od State = | KE_LQVI READY New State = | KE_QMV SPI _STARVE

... I PSEC(key_engi ne): got a queue event
| PSEC(spi _response): getting spi 4172528328 for SA from 10.48.67.181 to

for prot 3 10.100.2.102

(I SAKMP: received ke nmessage (2/1
Crypt oEngi ne0: generate hmac context for conn id 1
| SAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port 500 (R} QM. IDLE



| SAKMP (0:1): Node 904613356, |nput = | KE_MESG FROM | PSEC, |KE_SPI _REPLY
| SAKMP (0:1): Od State = | KE_LQVL.SPI _STARVE New State = | KELQM R QW
| SAKMP (0:1): received packet from 10.100. 2.102 dport 500 sport 500 d obal
R) QMVLIDLE)
Crypt oEngi ne0: generate hmac context for conn id 1
Crypt oEngi ne0: ipsec allocate flow
Crypt oEngi ne0: ipsec allocate flow
ISARMP (0:1): Creating IPSec SAs
inbound SA from 10.100.2.102 to 10.48.67.181 (£/i) 0/ O
(proxy 10.2.0.0 to 10.1.0.0)
has spi OxF8B3BAC8 and conn_id 2000 and flags 2
lifetine of 3600 seconds
lifetinme of 4608000 kil obytes
has client flags 0x0
outbound SA from 10.48.67.181 to 10.100.2.102 (£/i) 0/ O
( proxy 10.1.0.0 to 10.2.0.0)
has spi 1757151497 and conn_id 2001 and flags A
lifetine of 3600 seconds
lifetinme of 4608000 kil obytes
has client flags 0x0
"(1 SAKMP (0:1): deleting node 904613356 error FALSE reason "quick node done (await
| SAKMP (0:1): Node 904613356, Input = | KE_MESG FROM PEER, |KE_QM EXCH
| SAKMP (0:1): Od State = IKEEQMR QW New State = | KE_QM PHASE2_COWPLETE
... I PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas
, key eng. msg.) | NBOUND | ocal = 10.48.67.181, renpote= 10.100. 2. 102)
, (local _proxy= 10.1.0.0/255.255.0.0/0/0 (type=4
, (renote_proxy= 10. 2. 0.0/ 255.255.0.0/0/0 (type=4
, (protocol = ESP, transfornr esp-3des esp-sha-hmac (Tunnel
,1ifedur= 3600s and 4608000kb
spi = OxF8B3BAC8(4172528328), conn_i d= 2000, keysize= 0, flags= 0x2
, (IPSEC(initialize_sas
,key eng. nsg.) OUTBOUND | ocal = 10. 48. 67.181, renpte= 10.100. 2. 102)
, (local _proxy= 10.1.0.0/255.255.0.0/0/0 (type=4
, (renote_proxy= 10. 2. 0.0/ 255.255.0.0/0/0 (type=4
, (protocol = ESP, transfornr esp-3des esp-sha-hmac (Tunnel
,1ifedur= 3600s and 4608000kb
spi = 0x68BC0109(1757151497), conn_i d= 2001, keysize= 0, flags= OxA
= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf
= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf
| PSEC(add mtree): src 10.1.0.0, dest 10.2.0.0, dest_port O

+IPSEC(create_sa): sa created

,sa) sa_dest= 10.48.67.181, sa_prot= 50)

, (sa_spi = OxF8B3BAC8(4172528328

sa_trans= esp-3des esp-sha-hmac , sa_conn_i d= 2000
+IPSEC(create_sa): sa created

,sa) sa_dest= 10.100. 2.102, sa_prot= 50)

, (sa_spi = 0x68BC0109( 1757151497

sa_trans= esp-3des esp-sha-hmac , sa_conn_id= 2001

IPsec SAs 9 IKE digiy VPN Jsac poiy losic <& joall azgo e 138 cllas Yl aumai 2,51 gazs po

| SAKMP (0:0): received packet from 10.51.82.100 dport 500 sport 500 d oba
N) NEW SA)

| SAKMP: | ocal port 500, rempte port 500

| SAKMP: insert sa successfully sa = 63D3D804

| SAKMP (0:2): processing SA payload. nmessage ID =0

| SAKMP (0:2): processing | D payl oad. nmessage ID =0

| SAKMP (0:2): |ID payl oad

next - payl oad : 13

type : 11

group id : testgroup



protocol : 17

port : 500

length : 17

ISARKMP (0:2): peer matches VPNclient profile

| SAKMP: Looking for a matching key for 10.51.82.100 in default

| SAKMP: Looking for a matching key for 10.51.82.100 in spokes : success

| SAKMP: Created a peer struct for 10.51.82.100, peer port 500

| SAKMP: Locki ng peer struct Ox644AFC7C, |KE refcount 1 for
crypto_i knp_config_initialize_sa

| SAKMP (0:2): Setting client config settings 644AFCF8

ISARKMP (0:2): (Re)Setting client xauth list and state

| SAKMP (0:2): processing vendor id payl oad

| SAKMP (0:2): vendor |ID seenms Unity/DPD but major 215 m smatch

| SAKMP (0:2): vendor IDis Xauth

| SAKMP (0:2): processing vendor id payl oad

| SAKMP (0:2): vendor IDis DPD

| SAKMP (0:2): processing vendor id payl oad

| SAKMP (0:2): vendor |ID seenms Unity/DPD but major 123 mi smatch

| SAKMP (0:2): vendor IDis NAT-T v2

| SAKMP (0:2): processing vendor id payl oad

| SAKMP (0:2): vendor |ID seenms Unity/DPD but major 194 m smatch

| SAKMP (0:2): processing vendor id payl oad

| SAKMP (0:2): vendor IDis Unity

| SAKMP (0:2) Authentication by xauth preshared

Check of ISAKMP transforms against the configured ISAKMP policy. | SAKMP (0:2): Checking ---!
| SAKMP transform 9 against priority 10 policy | SAKMP: encryption 3DES-CBC | SAKMP: hash SHA

| SAKMP: default group 2 | SAKMP: auth XAUTHI nitPreShared | SAKMP: |ife type in seconds | SAKMP:
life duration (VPI) of 0x0 0x20 OxC4 0x9B | SAKMP (0:2): atts are acceptable. Next payload is 3
Crypt oEngi ne0: generate al g paraneter

CRYPTO ENG NE: Dh phase 1 status: O

CRYPTO ENG NE: Dh phase 1 status: O

| SAKMP (0:2): processing KE payl oad. nmessage ID =0

Crypt oEngi ne0: generate al g paraneter

| SAKMP (0:2): processing NONCE payl oad. nessage ID =0

| SAKMP (0:2): vendor IDis NAT-T v2

| SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_AM EXCH

| SAKMP (0:2): Od State = | KE_READY New State = | KE_R_AM AAA AWAI T

| SAKMP: got cal | back 1

Crypt oEngi ne0: create | SAKMP SKEYID for conn id 2

| SAKMP (0:2): SKEYID state generated

| SAKMP (0:2): constructed NAT-T vendor-02 ID

| SAKMP (0:2): SA is doing pre-shared key authentication plus XAUTH
using id type | D_| PVA_ADDR

| SAKMP (0:2): |ID payl oad

next - payl oad : 10

type : 1

address : 10.48.67.181

protocol : 17

port : O

length : 12

| SAKMP (2): Total payload Iength: 12

Crypt oEngi ne0: generate hmac context for conn id 2

| SAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500
R) AG_I NI T_EXCH)

| SAKMP (0:2): Input = | KE_MESG FROM AAA, PRESHARED_KEY_REPLY

| SAKMP (0:2): AOd State = | KE_LR AM AAA AWAIT New State = | KE_LR AM2

| SAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500 d obal
R) AG_I NI T_EXCH)
| SAKMP (0:2): processing HASH payl oad. nessage ID =0
Crypt oEngi ne0: generate hmac context for conn id 2
| SAKMP (0:2): processing NOTIFY | NI TI AL_CONTACT protocol 1



spi 0, nmessage ID = 0, sa = 63D3D804

| SAKMP (0:2): SA authentication status: authenticated

, | SAKMP (0:2): Process initial contact

bring down existing phase 1 and 2 SA's with | ocal 10.48.67.181 renote
renote port 500 10.51.82.100

| SAKMP (0:2): returning | P addr to the address pool

... I PSEC(key_engi ne): got a queue event

| SAKVP: r ecei ved payl oad type 17

| SAKVP: r ecei ved payl oad type 17

ISAKMP (0:2): SA authentication status: authenticated

ISAKMP (0:2): SA has been authenticated with 10.51.82.100

Crypt oEngi ne0: cl ear dh nunmber for conn id 1

, /1 SAKMP: Trying to insert a peer 10.48.67.181/10.51. 82.100/500
.and inserted successfully

| SAKMP: set new node 1257790711 to CONF_XAUTH

Crypt oEngi ne0: generate hmac context for conn id 2

| SAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500 (R} QM. IDLE

| SAKMP (0:2): purging node 1257790711

| SAKMP:  Sendi ng phase 1 responder lifetine 86400

| SAKMP (0:2): Input = | KE MESG FROM PEER, | KE_AM EXCH
| SAKMP (0:2): Od State = IKE R AM® New State = | KE_P1_COVPLETE

| SAKMP (0:2): Need XAUTH
| SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PHASEL COWPLETE
| SAKMP (0:2): Od State = | KE_P1_COVPLETE New State = | KE_XAUTH AAA START LOG N AVAI T

| SAKMP: got cal | back 1
| SAKMP: set new node 955647754 to CONF_XAUTH

Extended authentication begins. ISAKMP/xauth: request attribute XAUTH_ USER_NAME V2 ---/
ISAKMP/xauth: request attribute XAUTH_USER_PASSWORD_V2
Crypt oEngi ne0: generate hmac context for conn id 2
| SAKMP (0:2): initiating peer config to 10.51.82.100. |ID = 955647754
| SAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500
R) CONF_XAUTH)
| SAKMP (0:2): Input = | KE_MESG FROM AAA, | KE_AAA START_LOG N
= | SAKMP (0:2): Od State = | KE_XAUTH AAA START_LOG N_AVWAI T New St ate
| KE_XAUTH_REQ SENT

| SAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500 d obal
R) CONF_XAUTH)
| SAKMP (0:2): processing transaction payload from 10.51. 82. 100. nessage
I D = 955647754
Crypt oEngi ne0: generate hmac context for conn id 2
| SAKMP: Config payl oad REPLY

Username/password received from the VPN Client. ISAKMP/xauth: reply attribute ---!
XAUTH _USER_NAME_V2
ISAKMP/xauth: reply attribute XAUTH_USER_PASSWORD_V2
| SAKMP (0:2): deleting node 955647754 error FALSE reason "done with
"xauth request/reply exchange

| SAKMP (0:2): Input = | KE_MESG FROM PEER, |KE_CFG REPLY
= | SAKMP (0:2): Od State = | KE_XAUTH REQ SENT New St at e

| KE_XAUTH_AAA_CONT_LOA N_AWAI T

| SAKMP: got cal | back 1
| SAKMP: set new node -1118110738 to CONF_XAUTH
Crypt oEngi ne0: generate hmac context for conn id 2
| SAKMP (0:2): initiating peer config to 10.51.82.100. ID = -1118110738
| SAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port
R) CONF_XAUTH) 500
| SAKMP (0:2): Input = | KE_MESG FROM AAA, | KE_AAA CONT_LOG N
= |SAKMP (0:2): Od State = | KE_XAUTH AAA CONT_LOA N_AWAI T New St ate



| KE_XAUTH_SET_SENT

| SAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500 d obal
R) CONF_XAUTH)

| SAKMP (0:2): processing transaction payload from 10.51. 82. 100. nessage
ID = -1118110738

Crypt oEngi ne0: generate hmac context for conn id 2

Success | SAKMP: Config payl oad ACK ISARMP (0:2): XAUTH ACK Processed ---!
"I SAKMP (0:2): deleting node -1118110738 error FALSE reason "done with transaction
| SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_CFG ACK
| SAKMP (0:2): Od State = | KE_XAUTH _SET_SENT New State = | KE_P1_COWPLETE

| SAKMP (0:2): Input = | KE_MESG | NTERNAL, |KE_PHASEL COWPLETE
| SAKMP (0:2): Od State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE

| SAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500
G obal (R QV.IDLE

| SAKMP: set new node -798495444 to QM| DLE

| SAKMP (0:2): processing transaction payload from 10.51. 82. 100. nessage
I D = -798495444

Crypt oEngi ne0: generate hmac context for conn id 2

| SAKMP: Config payl oad REQUEST

1 SAKMP (0:2): checking request

| SAKMP: | P4_ADDRESS

| SAKMP: | P4_NETMASK

| SAKMP: | P4_DNS

| SAKMP: | P4_NBNS

| SAKMP:  ADDRESS_EXPI RY

| SAKMP:  UNKNOWN Unknown Attr: 0x7000

| SAKMP:  UNKNOMWN Unknown Attr: 0x7001

| SAKMP:  DEFAULT_DOVAI N

| SAKMP:  SPLI T_I NCLUDE

| SAKMP:  UNKNOMWN Unknown Attr: 0x7003

| SAKMP:  UNKNOWN Unknown Attr: 0x7007

| SAKMP:  UNKNOWN Unknown Attr: 0x7009

| SAKMP:  APPL| CATI ON_VERSI ON

| SAKMP:  UNKNOMWN Unknown Attr: 0x7008

| SAKMP:  UNKNOMN Unknown Attr: Ox700A

| SAKMP:  UNKNOMWN Unknown Attr: 0x7005

| SAKMP (0:2): Input = | KE_MESG FROM PEER, |KE_CFG REQUEST

| SAKMP (0:2): Od State = | KE_LP1_COWLETE New State = | KE_CONFI G_AUTHOR_AAA AVAI T

| SAKMP: got cal | back 1

1 SAKMP (0:2): attributes sent in nmessage

Address: 0.2.0.0

ISARMP (0:2): allocating address 10.5.5.1

ISAKMP: Sending private address: 10

ISAKMP: Sending IP4_DNS server address: 1

ISAKMP: Sending IP4_DNS server address: 2

ISAKMP: Sending IP4_NBNS server address: 3

ISAKMP: Sending IP4_NBNS server address: 4

| SAKMP:  Sendi ng ADDRESS EXPI RY seconds |eft to use the address: 86386

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7000

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7001

| SAKMP:  Sendi ng DEFAULT_DOMAI N default domain name: cisco.com

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7003

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7007

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7009

| SAKMP:  Sendi ng APPLI CATI ON_VERSI ON string: Cisco Internetwork Operating
Syst em Sof t war e

(10s (tnm) 7200 Software (C7200-1K9S-M, Version 12.3(6a), RELEASE SOFTWARE (fc4

. Copyright (c) 1986-2004 by cisco Systens, Inc

Conpil ed Fri 02-Apr-04 15:52 by kellythw

.5.5.
.1.1.
.2.2.
.3.3.
.4.4.

B W N R PR



(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7008

(I SAKMP (0/2): Unknown Attr: UNKNOAN (0x700A

(I SAKMP (0/2): Unknown Attr: UNKNOM (0x7005

Crypt oEngi ne0: generate hmac context for conn id 2

| SAKMP (0:2): responding to peer config from 10.51.82.100. I D = -798495444

| SAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500 (R) CONF_ADDR
"" | SAKMP (0:2): deleting node -798495444 error FALSE reason

| SAKMP (0:2): Input = | KE_MESG FROM AAA, | KE_AAA GROUP_ATTR

| SAKMP (0:2): Od State = | KE_CONFI G_ AUTHOR_AAA AWAI T New State = | KE_P1_COWPLETE

| SAKMP (0:2): Input = | KE_MESG | NTERNAL, |KE_PHASEL COWPLETE
| SAKMP (0:2): Od State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE

IKE phase 1 and Config Mode complete. !--- Check of IPsec proposals against configured ---!
transform set(s). | SAKMP (0:2): Checking | PSec proposal 12 | SAKMP: transform 1, ESP_3DES | SAKVP:
attributes in transform | SAKMP: authenticator is HVAC- SHA | SAKMP: encaps is 1 (Tunnel) | SAKVP:

SAlife type in seconds | SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B Crypt oEngi neO:

val i date proposal | SAKMP (0:2): atts are acceptable. | PSEC(validate_proposal _request): proposal
part #1, (key eng. msg.) | NBOUND | ocal = 10.48.67.181, renote= 10.51.82.100, |ocal _proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), rempte_proxy= 10.5.5.1/255. 255. 255. 255/0/0 (type=1), protocol =
ESP, transforme esp-3des esp-sha-hmac (Tunnel), lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0,
keysi ze= 0, flags= 0x2 CryptoEngi ne0: validate proposal request |PSEC(kei _proxy): head = nynap,
map->ivrf =, kei->vrf = | PSEC(kei _proxy): head = nmymap, map->ivrf =, kei->vrf = | SAKMP

(0:2): processi ng NONCE payl oad. nmessage | D = 381726614 | SAKMP (0:2): processing |ID payl oad.
nmessage | D = 381726614 | SAKMP (0:2): processing | D payl oad. nessage I D = 381726614 | SAKMP (0: 2):

asking for 1 spis fromipsec | SAKMP (0:2): Node 381726614, I|nput = | KE_MESG FROM PEER,
| KELQMLEXCH | SAKMP (0:2): O d State = | KE_.QV READY New State = | KE_QM SPI _STARVE
| PSEC(key_engi ne): got a queue event... |PSEC(spi_response): getting spi 2048571635 for SA from

10.48.67.181 to 10.51.82.100 for prot 3 | SAKMP: received ke nessage (2/1) CryptoEngi neO:
generate hmac context for conn id 2 | SAKMP (0:2): sending packet to 10.51.82.100 ny_port 500
peer_port 500 (R) QVL.IDLE | SAKMP (0:2): Node 381726614, |nput = | KE_MESG FROM | PSEC,

| KE_SPI _REPLY | SAKMP (0:2): Od State = | KE_ QML SPI _STARVE New State = | KE. QM R QW | SAKMP (0: 2):
recei ved packet from 10.51.82.100 dport 500 sport 500 d obal (R) QW IDLE CryptoEngi ne0: generate
hmac context for conn id 2 CryptoEngi ne0: ipsec allocate flow CryptoEngi neO: ipsec allocate flow
| SAKMP: Locki ng peer struct Ox644AFC7C, | PSEC refcount 1 for for stuff_ke | SAKMP (0:2): Creating
| PSec SAs inbound SA from 10.51.82.100 to 10.48.67.181 (f/i) 0/ O (proxy 10.5.5.1 to 0.0.0.0)
has spi 0x7A1AB8F3 and conn_id 2004 and flags 2 lifetime of 2147483 seconds has client flags 0x0
out bound SA from 10.48.67.181 to 10.51.82.100 (f/i) 0/ O (proxy 0.0.0.0 to 10.5.5.1 ) has spi -
1329531732 and conn_id 2005 and flags A lifetinme of 2147483 seconds has client flags 0x0 | SAKMP
(0:2): deleting node 381726614 error FALSE reason "qui ck nmode done (await)" | SAKMP (0:2): Node
381726614, |nput = | KE_MESG FROM PEER, |KE_QMV EXCH | SAKMP (0:2): O d State = |KEEQM R QW2 New
State = | KE_QV PHASE2 COVPLETE | PSEC(key_engi ne): got a queue event... |IPSEC(initialize_sas): ,
, (key eng. msg.) INBOUND |ocal = 10.48.67.181, renote= 10.51.82.100

s (local_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

s (remote_proxy= 10.5.5.1/0.0.0.0/0/0 (type=1

, (protocol = ESP, transfornr esp-3des esp-sha-hmac (Tunnel

,1ifedur= 2147483s and Okb

spi = Ox7A1AB8F3(2048571635), conn_i d= 2004, keysize= 0, flags= 0x2

, (IPSEC(initialize_sas

,key eng. msg.) OUTBOUND | ocal = 10.48.67.181, renote= 10.51. 82. 100)

, (local_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (remote_proxy= 10.5.5.1/0.0.0.0/0/0 (type=1

, (protocol = ESP, transfornr esp-3des esp-sha-hmac (Tunnel

,1ifedur= 2147483s and Okb

spi = OxBOCOF4AC(2965435564), conn_i d= 2005, keysize= 0, flags= OxA

= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf

= | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf

| PSEC(add ntree): src 0.0.0.0, dest 10.5.5.1, dest_port O

I PSEC(create_sa): sa created

,sa) sa_dest= 10.48.67.181, sa_prot= 50)

, (sa_spi = Ox7A1AB8F3(2048571635

sa_trans= esp-3des esp-sha-hmac , sa_conn_i d= 2004
I PSEC(create_sa): sa created



,sa) sa_dest= 10.51.82.100, sa_prot= 50)
, (sa_spi = OxBOCOF4AC(2965435564
sa_trans= esp-3des esp-sha-hmac , sa_conn_i d= 2005

paiill blasia) dduwdbuill o8 V1 o  géxill

o iglel) pgo idull dla,s SV] wwi Ol g aitadll day,s e (S,ml9 @bl el (S5 e 13|
151 .3V Wl il day,s SYB] ga> oo el aSiol )l il dlay,s J5Y Cluludl 63,1 098, ol
S oLV el go oYLVl OB o Ssolidl JSaall oo el dad o @il M aall cals

JEyl ol 1> . Saolins 3209 el S50 e Soi s JSuin dad jo s da,s e Jlio Ld
adlo| al Y| @8loY 48,2l O w48 awly Llulus @8, el e gy _Suoli|

crypto dynani c-map dynmap 20

set transformset nyset

crypto map nynmap 10 i psec-i saknmp

mat ch address 100

set peer 172.16.77.10

set transformset nyset

crypto map mymap 60000 ipsec-isakmp dynamic dynmap
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