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Checkpoint NG

wbMaol

Olaiiwall oMawl Jo> wlogleall o 10 e Jaaxl dusill Cisco wluali o bWMawl g1,

PIX (1055
il 13D (9 axiogall olisall (oS5 logles pumall 13id <l pad,

PIX 2055

(PI'X Version 6.2(1

nanei f ethernetO0 outside security0
nanmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed
host nane Pl XRTPVPN

donmi n- name ci sco. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol snmtp 25
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fixup protocol sqglnet 1521
fixup protocol sip 5060
fixup protocol skinny 2000
nanmes
Interesting traffic to be encrypted to the ---!
Checkpoint™ NG. access-list 101 permit ip 192.168.10.0
255.255.255.0 10.32.0.0 255.255.128.0
Do not perform Network Address Translation (NAT) on ---!
traffic to the Checkpoint™ NG. access-list nonat permit
ip 192.168.10.0 255.255.255.0 10.32.0.0 255.255.128.0
pager lines 24

interface ethernet0 1Obaset

interface ethernetl 10ful
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 158 255. 255. 255.0
i p address inside 192.168.10.1 255. 255.255.0
ip audit info action alarm
ip audit attack action alarm
pdm hi story enabl e
arp tineout 14400
gl obal (outside) 1 interface
Do not perform NAT on traffic to the Checkpoint™ ---1!
NG. nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.00 0
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00

h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca
no snnp-server |ocation

no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
Permit all inbound IPsec authenticated cipher ---!
sessions. sysopt connection permit-ipsec

no sysopt route dnat
Defines IPsec encryption and authentication ---!
algorithms. crypto ipsec transform-set rtptac esp-3des
esp-md5-hmac
Defines crypto map. crypto map rtprules 10 ipsec- ---!
isakmp
crypto map rtprules 10 match address 101
crypto map rtprules 10 set peer 172.18.124.157
crypto map rtprules 10 set transform-set rtptac
Apply crypto map on the outside interface. crypto ---!
map rtprules interface outside
isakmp enable outside
Defines pre-shared secret used for IKE —---!
authentication. isakmp key ******** address
172.18.124.157 netmask 255.255.255.255
Defines ISAKMP policy. isakmp policy 1 ---!
authentication pre-share
isakmp policy 1 encryption 3des
isakmp policy 1 hash md5
isakmp policy 1 group 2
isakmp policy 1 lifetime 86400
telnet tineout 5
ssh timeout 5




termnal w dth 80

Crypt ochecksum 089b038c8e0dbc38d8ce5ca72cf 920a5
end :

VPN -68i dsleiall duwludl pgsa) CNECKPONTM NG o 11c1989 dSuid] olS oz pi
(‘f‘;heckpomtﬁdlJ ChecﬁpomtTM 3 _____ 5
NG wil> JSY NG Q@ U0 Ip|.).2uul.: (}g..” 3D cuwis ld asy oy .o3lac|

oSl

90l &> uaiiy poi Ll PIX dla> ,la> dSuing il dlnss dSai aSaidl ilS clisl, 8 .1
5 cdpwlioll @il ologles 5] . aSutll < 32> 33> a5 @Sqddl GBS < 6505 s3> iy plall.6aaall
CheckpointTM 3¢5 Js15) CP_Inside _oums éSail o ilS (o dCgaxo dlioVl 01D glai. 39lgn o ail
aSuw J>15) Pixinside 9 (NG

Metwork Properties - CP_inside x|

General I MAT |

Mame: EF‘ ihzide

IFP Address: |10.32.0.0

Met Mazk: [255.255128.0

Comment;  |CPINSIDE

Calar: R - |

|' Broadcast address:

* Inchuded " Mot included

aFk. Cancel Help

(PIX




Network Properties - PIXINSIDE X|

General I MAT |

M ame:

IP &ddress: [192.168.10.0

Met Mask: [255.255.255.0

Comment:  |Fixingide

Calar: I -
Broadcast address:
|7'f:' Inziuded i Mot included
aF. Cancel Help

< 322 < @l osls < 6,)b] >a> Wiy plall PIX 9 CheckpointTM N5 J Josll d SllS olis] 2
shae] sl 0glis! g sV HPONTMNG Jasll dlazo IS plastia] liSay ail 2>, Jasll o
S99 Lail @5 il Jseitil) o8 VPN lgz9 alosS Jasll ddazo sl ol sa> . JoVI CheckpointTM
,laz) PIX 9 (CiscoCCP (CheckpointTM NG o Lill o degaxo dlioVl 018 Lglns. §8lg0
(PIX



i Topology
— MAT
VPN
— Authentication
i Management
|_ Advanced

Workstation Properties - ciscocp

m General

Marne: |-:isu:n:p

IP addiess:  |17218.124.157 Get address |

Comment; IEhEH:kpuint Extemnal IP

Color: I- -rl

Type: ™ Hozt & Gateway
Check Point Products
¥ Check ot products installed *.r'ars'rmING “"I E=) "-.:’E'sinr“l
iwWPM-1 & Firg' a1 i’
[w|FloadGate-1
[ Policy Server
[] Primary b anagement Station ;I
Qbject b anagement

% Managed by this M anagement Senver [Intemal]

£ Menaged by anothen M anagement Sever [Extemal]

Secune |nternal Communication

Eomrnunicatiarn,.. | [ Innmp_mgrrt,n-nienmp..pvzfna

[T Intercnenstle VPN Device

1]8 Cancel

Help




Workstation Properties - PIX

T opalogy

- NAT
VFM
i Advanced

m General

Marne: IFIH

IP &ddiess:  |17218.124.158 Get address

Comment: |1 Firewsal

Colar: I- -rl

Type: I Hozt © Gateway

Check Point Products

[T Check Point products installed Version ING "'I Ej= UF':inrl
[C1WPH-1 & Firgtwf a1 H
[CJFlsadGate-1

[JPolicy Server

[(Managemnent Station :J
Qbject b anagement

€ Wanaped by this (Management Senver Intemnal]

r Menaged By ancthern Menagement Server [Extenal]

W Interoperable VPN Device

oK Carcel |

Help |

CheckpointTM NG Workstation J Jo=ll dlaxe Lailas 6390 qis) jyyms<dSuidl olisls<é)l] >a> .3
aSauidl 32> 25 B30I o Yl sl e 639200l Ll o lalazall 33> (Jlall 13D 9 (CiscoP
wasbas sl Juy26 899 jasl B uakin piw il

ag>lgl



E x
General Topology
- Topology
LWAT Get Interfaces |
z; o Hame [ IPAddess . | Metwork Mask .. | IP Addiesses behine
W =" ar'i” E100B0 10.32.50.50 2552551280  CP_inside
- Managems E100B1 17218124157 2552552550  Eslemdl
[+ Advanced
|
Bemowve Show |
Show al IPs behind Gateway |
YPM Domain
* AP Addresses behind G atewap based on T opology Shaw
informatian =
™ Marusally Defined j S
[T Exportable for Secul emate
ok | Cacel |  Heb |

:3.0K (869 sly .cawliall IP Glsic 53> @5 3l Jac dlaxaS Jas)l dlaxe cusi Lol L3 50> 4
1o dxiogall lalasall olayass cass SNEHPINTMNG I o a1l aSuinll 98 cp_inside  JSuiw 3o
J959i9,18 wlgiell saxi9 adsy Joc daxoS Josll dlaxs



Interface Properties x|

General TDD'J'DEI.'r'II]DS I

Topology

" External [leads out to the internet]

IP &ddrezzes behind this interface:
™ Mot Defined

™ Metwork defined by the interface IP and Net Mazk
{* Specific: LL P inside j

A nbi-5poafing
v Perform Anti-5 poofing bazed on interface topology

Spoof Tracking: € Mone % Log ¢ Alett

ak. Cancel Help

CP_Inside
U 5385 Ll NG CeckpointTM: 16 4505 gall iyl dgloll 33> " Josl daxs Lailas" 6396 oo .5
il pi o) lalaseS lalasall Gueil HUl >a> Ldg>lell Laslas ousil "Edit $od Lail a5 ccunYl




Interface Properties x|

General T'I'F"I'h:'EL'r'IE!n:uS I

i Internal [leads ta the local network)
|F &ddreszes Bebind this mtertace;
" hotDefined
 hetwork defined by the interface [P and et ki ask

| Specific: j

A nk-5poafing
v Perform Anti-Spoofing bazed on interface topalogy

Spoof Tracking: € Mone & Log € Alert

] I Cancel Help

_ B9loo 999
Wl e 63920a)l oL Ll oo VPN 52> CMECKPONTTM NG e ool dlaxe (aslas 6386 (0 .6
oailas 05 2 §od Lail .a9skaally el oo jylex) IKE olales 33> o6 638U (oo Yl
IKE




Workstation Properties - ciscocp 3 x|

General YPN
NAT Encryption schemes

st default [EE properties

Authentication
i Management O & Fwiz

E Advanced

Edit... |

Certificate List
Mickname | DN | Cetificate Authodity
1| | i

Add... it | Hemove |

ok | Cacel |  Heb |

isakmp policy # oVl go @adlgio IKE Lailas e85 cuxy 3DES uauid HLl 5> IKE Lailas (686 .7
crypto isakmp policy # oVl go @adlgio IKE Lailas e85 > MD5 J Ll sa>.encryption 3des



IKE Propetrties Xl

General I
— Support key exchange encivyplion with: - — Suppart data inkegrity with; —
L1 =] oes 2 & mos
O E casT -
[T SHa1
— Support authentication rethods:
IV Pre-shared Secret Edit Secrets...
[ Public Key Signatures Specii.

I WERA & Firewd sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

k. I Cancel Help |

hash MD5

e e Jiinall plicall ueid JLuwl 56§99 Lail o5 Lbwus &S uiall )L @8slaall ,Ls 52> .8
3 ol aslasb .aSuill gid auidl gld wlsie) ISAKMP gliso olgic PIX 50l go (§91gio il

{dcgo0 dalnalbbg Ld piogo ¢® LaS > lias

Shared Secret |
— Shared Secrets List:
Feer Mame Shared Secret
Flll'}{: MMM Edlt
Remove
Erter secret: ICiSCDrtd Set
OF. Cancel | Help
ok

xc 39lgo (999 Liil.dse i)l oluil) peall plise Jobid HLsl 32> J3laiall giogll



Advanced IKE properties

™ Use UDP encapsulation

UDP /PR IPSEC_encaps. j

Suppaort Diffie-Hellman groups

[ JGroup 1 (768 bit]

W Group 2 [1024 bit
[Group 5 [1536 bit

Hekeying Parameters

Misc

Renegotiate IKE secunty aszociations

Renegotiate IPSEC Securty azzociations every

[ Renegotiate IPSEC Secunty associations every

1440 = Minutes

300 = Seconds

50000 = KBytes

[~ Support aggresive mode

Ok,

[ Support IP compression for SecureClient

v Support key exchange for subnets

Cancel

Help

elgoVl

Ll o kzglggel 33> PIX J Jaz)l daxe aslas 6380 aua) 5 < aSyidl olsls < 6)l] 52> .10

Pixinside w25 iy oSl 13D (8.493 VPN Jbro Gayyed) 638WI o junVl ilxdl e 839290l
Jbw al e (PIX aSui J31)

VPN



Workstation Properties - PTX

x|
General Topology
T|:||:||:|||:||_:!,l
L WAT ﬁﬂh"ﬂ:ﬂifﬂm |
VPN Name [ IPAddess | Network Mask ... |
i Advanced
Add... Edit, Eletrcwe Show

Shiow &l | Ps Bebid Gateway

YPH Domain

" 4l |P Addresses behind Gateway baged on Topology Show
infarmation. R —

(& Manually Defined |J.|.Lp|}{..15||:f j Show

I~ Ezportable for Seculemate

oK Cancel |  Hep |

899 il st lalaxaS IKE 33> o5 638Ul o ¥l coldl e 635>gall bl o VPN 33> .11

AKE



Workstation Properties - PIX : x|

General ¥PN
i Tapol
| Niﬁ.mg‘l'l Encruption schemes

B —

Edit... |

oK Cancel | Hep |

&o aadlgio IKE Laslas oS cux BDES uaiid HL 50>:d auoge 98 WS IKE Laslas (oS o8 .12
oIl go @adlgin IKE Laslas o986 > MD5 J L1 >a>.isakmp policy # encryption 3des ,o0VI
crypto isakmp policy # hash




IKE Properties Xl

General |

— Support key exchange enciyption with: 7 — Support data inkegrity with; —

O & cast
[~ SHa1
— Support authentication rmethods;
IV Fre-shared Secret Edit Secrets...
[ Public Key Signatures Fatehing Critera...

[ YPH- & Firew sl authentication for Secul emate (Hubnd Made]

Advanced ... |

O Cancel Help |

MD5
lasano &) yiisad] 2l sl HLuwY] 0,55 God Ll a5 lise & juiall LM @slaall s sa> .13
699 il a5 wloliae JI55Y 1,50 §e9 il .aSuinl gl aSubdl gl oloic pliae PIX ol go  §3lgiaS

Shared Secret EI
— Shared Secrets Lizt:
Feer Mame Shared Secret
CIZCOCP e E di
Remove
............ EIK E— Hel

Diffie- dcgazo >a>.oblacYl 0i® Lui 099 ...dvadie Ol e &l IKE Lailas 6390 0 .14
pcill 2o oL ,Ll sa>. B haiall giogll pe> LS naxs clll p8.IKE Lailaz) dauliall Hellman
xie 38lgo (3990 993 ,ails.due,all oSl



Advanced IKE properties x|

¥ Lze UDF encapsulation

UDP /PR _IFSEC_encaps. j

Suppaort Diffie-Hellman aroups

|:|Er|:|u|:u 1 [¥E3 bit)

[w]Group 2 [10:24 bit)
[ |Group 5 [1536 bit)
Rekeying Farameters
Renegotiate |KE secunty aszociations 1440 :I Minutes

Fienegotiate IPSEC Security azzociations every | 2000 :I Seconds
[~ Renegotiate IPSEC Security associations every | 50000 :I K.Butes

Pz
[T Support [P compression for, SecureClient
[~ Support aggresive mode
v Support key exchange for subnets

ak. Cancel Help

clsVl

Jnaay 628 2ok o9 el =0 6380 9. peill Jusuiill aclgd 495 Top<aclgd adlo|<aclgd >a> .15
sa0cl o JS e (PIX aSais J51) Pixinside s (M NG sl dlais 0 &Suiv J513) CP_Inside
b 86Ul o ool = slasally i = olrl gl = doxall b st 05 gl ynaal
056 5355 £L,2V1 689 ol Luslodl i il eaclall oo il ol

askasll
‘e LISCOCP - Check Point Policy Editor - Standsed E =101.x|
Fis Edt Wow Hatage Rules Polty Topology Dmaich Window Help
He YOm (&8ss @ | AFFala THA @
@ =t el | [ha BB N B B
Za | |2 @B | & |@ |Ta | [EE Secuhy - Standad |2 address Tramdation. - Starvdand | i} @95 - Standard | TE] Dedtop Securty - Sl-rd-dl
= B hstwork Gt - -
M e S i
[ , EEC e .l'l.
T i | | OB e @ e
- Hetwork . —
At P _nside n#-wm ® Any % Ay @ e (] Gatewerr:
e N
!.l 75 Devicn '“
18] Erbedded Device @ et
B Group AN wser A
] Lovpcal Server ) oot Ao
JE] address Rarge 4| |
(8] Gatevasy Cloter E'SHII‘IAIII
1 vmamic Chipect Pasre | B [ Conment ) Encrvt
!- 4 CRETER k-8 RFLNLHS lwl;ml'.‘.mmlamm
] PIx LTZ. 08024, 158 PLx Fremall
Clear (uary’

Ll 0jluly IKE 3o go .16



Encryption Properties El

General I

— Enciyption zchemes defined: —

REe

O [Fag Pz

Edt. |

(] % I Cancel | Help |

HIR
crypto ipSec ol 5 PIX IPsec oy go (§9loi Laslasll jusi 08 (dKE Laslas 838 le .17

2oouall aadl dlg; Gusio MDB I bl JolSs usig 3DES J| sl dgoiylos cusio (ESP)
§od Lily (D PIX awl, 489 ,2all) a1l PIX dilg, dilaal L,

IKE Properties il
General |

Tranzform
{* Encreption + Data Integrity [ESP)
" Data Integrity Only [&H)
E nereption Algorithm: ADES (.
D ata [ntegrity MDA -
LCompression method: Mane j
Allowed Peer Gateway:

[ Use Perfect Forward Secrecy
Use DH Group: IGTDUD 11752 bit] -

[~ Perfarm [P Poal HAT

aFk. I Cancel Help
OK

Install < agill 51>9 agll Jaas| CMECKPONTM NG g5 1, 18



" CISCOCP - Chantk Posind Pagdacy Edibor - Stamdard A .Inl!l
(He ihm | e || VAN | W
Faim =" 18080 || all iz
ﬂlhlﬁ|@|ﬂ|ﬁ|@ Pl aickess Translabon - I.-i-dlinu'l- wlﬂn-hpm t-ﬂ-il
Bnstall Ukers Diskabuse. ..
T e e
Ime =
ﬂu h ﬁhﬂm iﬁn:P B o B cosemerny
- A
ke P Ak P e * Ay * Any |Emﬂ =] top [ ceaterwmy:
ek pRaNSIDE
ﬁ[lmm
| OE Device
8| Embeddsd Device
T Group
Y] Locdl Serven
JE] adaress R il i I
B Gatoway Cunter
T Dymamic Chject l® | Somenare |
I72.18,184.157  Chwckpont Esternal IP
72 18,124,158 FIE Frowesl
AR 00 OFMEIDE
1501601000 Pronsde

2l Loz elsl pasill olax>Vo cuiidl 6390 Lo =i

Install Policy EI
Standard.\w: Secunty Policy Scrpt generated into Standard. pf :I
Standard:

Compiled OF..

l.A.kD_)J




Install Policy |

Standard. W Security Policy Scrpt generated into Standard. pf ﬂ
Standard:

Compiled OF.

Inztalling YPH-1Firetwfall-1 policy On: cizcocp ...

WEMN-1Firetaall-1 policy installed successfully on ciscocp. ..

YPM-1/Firetwall-1 policy Installation for all modules was succeszstul

K&

el,>VI

- " . _ ..I
PIX 0055 (0 il

2o JSuiy oueSil Jac ST punsl] 138 paciuwl

2,2 (OIT) 21,3Vl 20 6151 paziwl .Show olol Jas (ladé uuualleNasl)) 21,3V o> 4o 1l pcas

dst

. Show oVl 2550 il
w0l uSaid] Gy JLasVlHLisY s,3 Y a3l asSuill Jl dvldl oSl sasl oo Jlail Hlis] e,

CheckpontT™ NG g L5 1l asiiadl I (PIX (192.168.10.2 wil> o Jasl LS| Jlal p5 oSl 13
.((10.32.50.51

b 9 AN IKE ol ga> Lo 2, —show crypto isakmp sa -

show crypto isakmp sa

Tot al 1
Enbryonic : 0
src state pendi ng created
QM_IDLE 0 1 172.18. 124. 158 172.18. 124. 157

A=l SAs S o doaziuall olblae¥l Lo ,2,—show crypto ipSec -
Pl X501A#show cry ipsec sa

i nterface: outside
Crypto map tag: rtprules, |ocal addr. 172.18.124.158

(local ident (addr/nmask/prot/port): (192.168.10.0/255.255.255.0/0/0
(renpte ident (addr/nmask/prot/port): (10.32.0.0/255.255.128.0/0/0
current_peer: 172.18.124.157
{,PERM T, flags={origin_is_acl
pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19#
pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19#
pkts conpressed: 0, #pkts deconpressed: O0#
pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: O#
send errors 1, #recv errors O#


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

| ocal crypto endpt.: 172.18.124.158, renote crypto endpt.: 172.18.124. 157
path mu 1500, ipsec overhead 56, nedia mu 1500
current outbound spi: 6bl5a355

:inbound esp sas
(spi: Oxced238c7(3469883591
, transform: esp-3des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 3, crypto map: rtprules
(sa timng: remaining key lifetine (k/sec): (4607998/27019
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
:inbound pcp sas

toutbound esp sas
(spi: 0x6b15a355(1796580181
, transform: esp-3des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 4, crypto map: rtprules
(sa timng: remaining key lifetine (k/sec): (4607998/27019
IV size: 8 bytes
repl ay detection support: Y

:out bound ah sas

:out bound pcp sas

Il alass _le saill > o,e

el > Loyl pllbill dl> < 63806 >a>9 "aell j,=0" JI Jaul

T CISCOCP - Check Point System Status
File YWiew Modules Producks Tools Window Help

D G| [T R R S ®(RP

Modules IP &ddress WPM-1 Detals
=43 oiscace Status: Ok
Elﬁ Clzcoch 21812057 | oo oets
58 Firehwfall-1 Encrypted: 20
-} FloodG ate-1 Decrypted: 20
..... M t
# Managemen Errars

----- g, SN Foundation .
%“_ PN Encryption errors:
. Cecryption errors: 0

[KE events errors: 1]

Hardware
Hw Yendor Mame: none
HWw Status: norne




Le>Molg cllas VI BLiSswl

Le>Mol9 PIX (0S5 slias] OLaSiwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,51 p> is 6131 ac
. Show oVl 2,50 Jul>

.debug ol9l plaziw| J:8 zaxaill olol Jo> dngo wlogles JI gl tdla>Vo

PIX dgla> oz e elasVl gunas (uSoid) 4olgV] 0i® paciwl
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VPN Peer: | SAKMP: Added new peer: ip:172.18.124.157 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:172.18.124.157 Ref cnt increnented to:1 Total VPN Peers:1
| SAKMP (0): beginning Main Mode exchange

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158

QAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 1 policy

| SAKMP: encryption 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0x0 Ox1 Ox51 0x80

| SAKMP (0): atts are acceptable. Next payload is 0

| SAKMP (0): SA is doing pre-shared key authentication using id type |D_| PV4_ADDR
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158

QAK_MM exchange

| SAKMP (0): processing KE payload. nessage ID = 0

| SAKMP (0): processing NONCE payl oad. nessage ID =0

| SAKMP (0): | D payl oad

next - payl oad : 8

type : 1

protocol : 17

port : 500

length : 8

| SAKMP (0): Total payload |ength: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158

QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): SA has been authenticated

| SAKMP (0): beginning Quick Mde exchange, M I D of 322868148: 133e93b4 | PSEC(key_engine): got a
...Qqueue event

| PSEC(spi _response): getting spi Oxced238c7(3469883591) for SA
from 172.18. 124. 157 to 172.18.124.158 for prot 3

return status is | KMP_NO ERROR

| SAKMP (0): sending | N TI AL_CONTACT notify

| SAKMP (0): sendi ng NOTI FY nessage 24578 protocol 1

| SAKMP (0): sending | N TI AL_CONTACT notify

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158
QAK_QM exchange
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: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 322868148

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES

: I SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (basic) of 28800

| SAKMP: SA [ife type in kil obytes

| SAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0xO

| SAKMP: aut henticator is HVAC MD5

, | SAKMP (0): atts are acceptable. | PSEC(validate_proposal _request): proposal part #1
, key eng. msg.) dest= 172.18.124. 157, src= 172.18.124.158)

, (dest _proxy= 10. 32. 0. 0/ 255. 255. 128.0/0/0 (type=4

, (src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, protocol = ESP, transfornr esp-3des esp-nd5- hnac

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nessage | D = 322868148

| SAKMP (0): processing | D payl oad. nessage | D = 322868148

| SAKMP (0): processing | D payl oad. nessage | D = 322868148

| SAKMP (0): processing NOTIFY payl oad 24576 protocol 3

spi 3469883591, nessage | D = 322868148

| SAKMP (0): processing responder lifetine

| SAKMP (0): processing NOTIFY payl oad 24576 protocol 3

spi 3469883591, nessage | D = 322868148

| SAKMP (0): processing responder lifetine

| SAKMP (0): Creating | PSec SAs

(i nbound SA from 172.18.124.157 to 172.18.124.158 (proxy 10.32.0.0 to 192.168.10.0
has spi 3469883591 and conn_id 3 and fl ags 4

lifetine of 28800 seconds

lifetinme of 4608000 kil obytes

(out bound SA from 172.18.124.158 to 172.18.124. 157 (proxy 192.168.10.0 to 10.32.0.0
has spi 1796580181 and conn_id 4 and flags 4

lifetine of 28800 seconds

...lifetime of 4608000 kil obytesl PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas

, key eng. msg.) dest= 172.18.124.158, src= 172.18. 124. 157)
, (dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (src_proxy= 10.32. 0. 0/ 255. 255.128.0/0/0 (type=4

, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,|1ifedur= 28800s and 4608000kb

Oxced238c7(3469883591), conn_id= 3, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas

,key eng. msg.) src= 172.18.124.158, dest= 172.18.124. 157)
, (src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (dest _proxy= 10. 32. 0. 0/ 255. 255. 128.0/0/0 (type=4

, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,|1ifedur= 28800s and 4608000kb

spi = 0x6b15a355(1796580181), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: | PSEC. Peer ip:172.18.124.157 Ref cnt incremented to:2 Total VPN Peers:1
VPN Peer: | PSEC: Peer ip:172.18.124.157 Ref cnt incremented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR
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