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a2 iwall & bgSoll

o>l dplall elisSally poldl elluol Il ximuall 138 3 63,lg)l &logleall situs

YB4(5)12.1 ,luoYl Cisco 827 -
T8(5)12.1 oYl .Cisco 3600 -
DC1(1)12.1 51231 .Cisco 6400 -

o_,€.>§l| o> ul.b 405 ddoso diy 9 639>90ll 656>V o diwall 13D 9 doriall Ologleall clisl pi

S5l clagh (o 215 6 dslio &S S Jass oS 131 (Lol i8) gouan ¢Sy Aitwall 138 9 doxtisal|
ol sl S ol sV ool
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192.168.100.% 20.20.20.20 30.30.30.30 192.168.200.x
PPPoE l
Intemsal Intemet Intermsal
Cisco 827 (CPE) Router Light

Router to Rowter IPSec WPH Tunnel
<l oSl
oLl axigall o liygSil dituall 13D oy

(Cisco 827 (CPE -

a>goll cqo -
eMozl)) 1oloVl ey 6151 pastiuwl iuall 138 (8 doasimall 4olgVl Jg> @dlo] wlogles lo gicll tdas>Vo
(laad ol

(Cisco 827 (CPE

version 12.1

no service single-slot-rel oad-enabl e
no service pad

service tinestanps debug uptine
service tinmestanps | og uptine

no service password-encryption
|
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host nane 827

!

logging rate-limt console 10 except errors
!

i p subnet-zero

no ip finger

!

no i p dhcp-client network-di scovery

vpdn enabl e

no vpdn | oggi ng
!
vpdn- group pppoe
request-dialin
prot ocol pppoe
!
!
!
crypto i saknp policy 20
encr 3des
aut henti cation pre-share
group 2
crypto i saknp key sharedkey address 30.30.30. 30
!
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hnac
!
crypto map test 10 ipsec-isaknp
set peer 30.30.30.30
set transformset dsltest
mat ch address 101
!
interface EthernetO
i p address 192. 168. 100. 100 255. 255. 255.0
ip nat inside
!
interface ATM
no i p address
no atmilm-keepalive
bundl e- enabl e
dsl operating-node ansi-dnt
|

interface ATMD. 1 poi nt-to-point

pvc 0/ 33

This is usually provided by the ISP. protocol pppoe ---!
pppoe-client dial-pool-nunber 1! I interface Dialerl ip
address 20.20.20. 20 255.255.255.0 !--- This is provided
by the ISP. !--- Another variation is ip address
. negotiated

ip mu 1492

i p Nat outside
encapsul ati on ppp
no i p route-cache

no i p nroute-cache

di al er pool 1

ppp aut hentication chap callin

ppp chap hostnane testuser

ppp chap password 7 00071A1507545A545C
crypto map test

|
ip classless
iproute 0.0.0.0 0.0.0.0 Dialer1
no ip http server




!
ip Nat inside source route-nap nonat interface Dialerl

overl oad

access-list 1 permt 192.168.100.0 0.0.0.255
access-list 101 permt ip 192.168.100.0 0.0.0.255
192. 168. 200. 0 0.0.0. 255

access-list 105 deny ip 192.168.100.0 0.0.0.255
192. 168. 200. 0 0.0.0. 255

access-list 105 permit ip 192.168.100.0 0.0.0.255 any

|

route-map nonat permt 10
match i p address 105

|

!

line con O

transport input none
stopbits 1

line vty 0 4

| ogin

!

schedul er max-task-tinme 5000
end

a>g0ll cgi0

version 12.1
no service single-slot-rel oad-enabl e
service tinmestanps debug uptine
service tinestanps | og uptinme
no service password-encryption

!

host nane |i ght

!
boot system fl ash: c3660-j k2s-ne. 121-5. T8. bin
| oggi ng buffered 4096 debuggi ng
logging rate-linmt console 10 except errors
!
i p subnet-zero

!

no ip finger

!

ip cef

!
crypto i saknp policy 20

encr 3des

aut henti cation pre-share

group 2
crypto i saknp key sharedkey address 20.20.20. 20
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hmac
!
crypto map test 10 ipsec-isaknmp

set peer 20.20.20.20

set transformset dsltest

mat ch address 101

!
call rsvp-sync

cns event-service server

!

!

|

controller E1 2/0
!




1
i nterface FastEthernet0/0
i p address 192. 168. 200. 200 255. 255. 255.0
ip Nat inside

dupl ex auto

speed auto

!
interface FastEthernet0/1
i p address 30.30.30.30 255.255.255.0
i p Nat outside

dupl ex auto

speed auto

crypto map test

!
interface Serial1/0

no i p address

shut down

!
interface Seriall/1l

no i p address

shut down

!
interface Serial 1/2

no i p address

shut down

!
interface Serial 1/3

no i p address

shut down

!
interface BRI 4/0

no i p address

shut down

!
interface BRI 4/1

no i p address

shut down

!
interface BRI 4/2

no i p address

shut down

!
interface BRI 4/3

no i p address

shut down

!
i p kerberos source-interface any
ip Nat inside source route-map nonat interface
Fast Et hernet 0/ 1 overl oad
ip classless
iproute 0.0.0.0 0.0.0.0 30.30.30.1

ip http server
!

access-list 101 permt ip 192.168.200.0 0.0.0.255
192. 168.100. 0 0.0.0. 255

access-list 105 deny ip 192.168.200.0 0.0.0.255
192. 168.100. 0 0.0.0. 255

access-list 105 permit ip 192.168.200.0 0.0.0.255 any

!

route-map nonat permt 10
match i p address 105

!

!

di al - peer cor custom




|

!

line con O
exec-timeout 0 O
transport input none
line 97 108

line aux O

line vty 0 4

| ogin

!

end

2o JSuin Jogy ousSil ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl e el puiiillo (laad elxuall eMawll) 21,3V o> o 613l dlawlyy o2l Jolol Lo, pcs aiy
ol ol 21,31

28 - le>Vuolg IP olol ellasi SlisSiwl  JI go> )l (> ddxy alll o )l ol9l al] uisi Lo pgal :ala>Vo
Leolaziwlg clasVl auxai olgl

sl (ISAKMP) (SA) co iVl ool oLidl 6,151 JgSeig wlel wlLidl Lo .=, - Show crypto isakmp sa -
el u oglin] pi

LSV L o9lis] o5 sAl IPSec SA Lo ,=, - show crypto ipSec -

.alw ol H930ll S > Hlago9 cuiy SA 2 d> 0 JS Lo, - ShOW crypto engine connections active -

Router IPSec al o2l 50l

a>g0ll cq.0(show crypto isakmp saCisco 827 (CPE -
a>g0ll cq0(show crypto engine connections activeCisco 827 (CPE -
show crypto ipsec sa -

827#show crypto ipsec sa

interface: Dialerl
Crypto map tag: test, local addr. 20.20.20.20

(local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0
current _peer: 30.30.30.30

{,PERM T, flags={origin_is_acl

pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208#

pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0#
send errors 2, #recv errors 0#

| ocal crypto endpt.: 20.20.20.20, renote crypto endpt.: 30.30.30.30
path mu 1500, nedia ntu 1500
current outbound spi: 4FE59EF2

;i nbound esp sas
(spi: 0x3491ACD6(881962198
, transform esp-3des esp-nd5-hmac
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{ ,in use settings ={Tunnel

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

(sa timng: remaining key lifetime (k/sec): (4607840/3301
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: Ox4FE59EF2(1340448498

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

(sa timng: remaining key lifetime (k/sec): (4607837/3301
IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound pcp sas

interface: Virtual - Accessl
Crypto map tag: test, local addr. 20.20.20.20

(local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0
current _peer: 30.30.30.30

{,PERM T, flags={origin_is_acl

pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208#

pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0#
send errors 2, #recv errors O0#

| ocal crypto endpt.: 20.20.20.20, rempte crypto endpt.: 30.30.30.30
path mu 1500, nedia ntu 1500
current outbound spi: 4FE59EF2

;i nbound esp sas

(spi: 0x3491ACD6(881962198

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

(sa timng: remaining key lifetime (k/sec): (4607840/3301
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: Ox4FE59EF2(1340448498

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

(sa timng: remaining key lifetime (k/sec): (4607837/3301
IV size: 8 bytes

replay detection support: Y

:out bound ah sas



:out bound pcp sas

Le>Moly clas VI BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

Le>Nolg a3Vl BliSiwl ol
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Leolaziuwlg elasV xuzuai 1ol9l pgd - Le>Nwolg IP olol elas Bliiwlg

.2 d>all IPSec wlogles o, -debug crypto ipSec -

1 d> ol ISAKMP wlioglas o 42, -debug crypto isakmp -

B uein o (il oLl j9,0 4S,> Lo 4=, - debug crypto Engine -

.shows debug olgl go oLidYL aslasiuw] ,Soy9 VPN g5 NS o0 JLasVl Lo,=, - ping -

827#ping

:[Protocol [ip

Target | P address: 192.168.200.200

Repeat count [5]: 100

Dat agram si ze [100]: 1600

:[Timeout in seconds [2

Ext ended commands [n]: y

Source address or interface: 192.168.100.100
:[Type of service [0

:[Set DF bit in IP header? [no

:[Validate reply data? [no

:[Data pattern [ OXABCD

:[Loose, Strict, Record, Tinmestanp, Verbose[none
;[ Sweep range of sizes [n

. Type escape sequence to abort

: Sendi ng 100, 1600-byte | CMP Echos to 192.168. 200. 200, timeout is 2 seconds
{1 T T A R R A A A A R AR A A |

Success rate is 100 percent (100/100), round-trip mn/avg/ max = 264/ 266/ 276 s
do old ologleo

IPSec pe> wlraw -

IP a>gi po> Ol2buo -

IPSeC juhisi 4& dobo -

Le>Moolg Cisco 827 azgall clas BLisiuwi -
Cisco Systems - _gall acall -
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