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"ol2J|" 2B-3640 a>g0ll -
"o JI" 6A-3640 a>qall -

"ol2JI" 2B-3640 a>gall

r p- 3640- 2b#show running config
...Building configuration

:Current configuration

!

version 12.3

service tinmestanps debug uptine
service tinestanps |og uptinmnme
no service password-encryption
!

host nane rp-3640-2b

!

i p subnet-zero
!

!
Defines the Internet Key Exchange (IKE) policies. ---!
crypto isakmp policy 1

Defines an IKE policy. Use the crypto isakmp policy ---!
l--- conmand in global configuration node. |IKE policies
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l--- define a set of paraneters !--- that are used
.during the | KE phase | negotiation

hash md5
authentication pre-share

Specifies preshared keys as the authentication ---!
method. crypto isakmp key ciscol23 address 95.95.95.2

Configures a preshared authentication key, used in ---!
!-—- global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

Defines a transform-set. This i1s an acceptable !--- ---1!
combination of security protocols and algorithms, !---
which has to be matched on the peer router. ! crypto map
rtp 1 ipsec-isakmp

Indicates that IKE is used to !--- establish the ---!
IPSec security associations (SAs) that protect !--- the
traffic specified by this crypto map entry. set peer
95.95.95.2

Sets the IP address of the remote end. set ---!
transform-set rtpset

Configures IPSec to use the transform-set !--- ---!
"rtpset" defined earlier. match address 115

This is used to assign an extended access list to a ---!

!--- crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto
protection. ! interface Ethernet0/0 ip address

98.98.98.1 255.255.255.0 no ip directed-broadcast !
interface Ethernet0/1

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

no ip route-cache

Enable process switching for !--- IPSec to encrypt ---!
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

Configures the interface to use !--- the crypto map ---!
"rtp" for IPSec. ! . . !--- Output suppressed. . . ip
cl assl ess ip route 0.0.0.0 0.0.0.0 99.99.99.1

Default route to the next hop address. no ip http ---!
server ! access-list 115 permit ip 98.98.98.0 0.0.0.255
10.103.1.0 0.0.0.255

This access-1ist option causes all IP traffic !--- ---1!
that matches the specified conditions to be !---
protected by IPSec using the policy described by !---

. the corresponding crypto map command st atenents

access-list 115 deny ip 98.98.98.0 0.0.0.255 any

line con O
transport input none




line aux O
line vty 0 4
| ogin

!

end

"wolJI" 6A-3640 a>gall

r p- 3640- 6a#show running config
...Building configuration

:Current configuration

!

version 12.3

service tinmestanps debug uptine
service tinestanps |og uptinmnme
no service password-encryption
!

host nane rp-3640- 6a
!

!
i p subnet-zero

Defines the IKE policies. ! crypto isakmp policy 1 ---!
Defines an IKE policy. !--- Use the crypto isakmp ---!
policy !--- comand in global configuration node. |KE
policies !--- define a set of paraneters !--- that are

.used during the | KE phase | negotiation

hash md5
authentication pre-share

Specifies preshared keys as the authentication ---!
method. crypto isakmp key ciscol23 address 99.99.99.2

Configures a preshared authentication key, !--- ---1!
used in global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

Defines a transform-set. This is an !--- acceptable ---!
combination of security protocols and algorithms, !---
which has to be matched on the peer router. crypto map

rtp 1 ipsec-isakmp

Indicates that IKE is used to establish !--- the ---!
IPSec SAs that protect the traffic !--- specified by
this crypto map entry. set peer 99.99.99.2

Sets the IP address of the remote end. set ---!
transform-set rtpset

Configures IPSec to use the transform-set !--- ---!
"rtpset" defined earlier. match address 115

Used to assign an extended access list to a !--- —---!
crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto




protection. . . !--- Output suppressed. . . ! interface
Et hernet3/0 ip address 95.95.95.2 255.255.255.0 no ip
di rect ed- broadcast ip nat outside

Indicates that the interface is !--- connected to ---!
the outside network. no ip route-cache

Enable process switching for !--- IPSec to encrypt ---!
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

Configures the interface to use the !--- crypto map ---!
"rtp" for IPSec. ! interface Ethernet3/2 ip address

10. 103. 1. 75 255.255.255.0 no ip directed-broadcast ip
nat inside

Indicates that the interface is connected to !--- ---!
the inside network (the network subject to NAT
translation). ! ip mnat pool FE30 95.95.95.10 95.95.95.10
netmask 255.255.255.0

Used to define a pool of IP addresses for !--- NAT. ---!

Use the ip nat pool command in !--- global configuration
. mode

ip nat inside source route-map nonat pool FE30 overload

Used to enable NAT of !--- the inside source ---!
address. Use the ip nat inside source !--- comand in
gl obal configuration node. !--- The 'overload' option
enabl es the router to use one global !--- address for

.many | ocal addresses

ip classless
ip route 0.0.0.0 0.0.0.0 95.95.95.1

Default route to the next hop address. no ip http ---!
server ! access-list 110 deny ip 10.103.1.0 0.0.0.255
98.98.98.0 0.0.0.255

access-list 110 permit ip 10.103.1.0 0.0.0.255 any

Addresses that match this ACL are NATed while !--- ---!
they access the Internet. They are not NATed !--- if
they access the 98.98.98.0 network. access-list 115
permit ip 10.103.1.0 0.0.0.255 98.98.98.0 0.0.0.255

This access-1ist option causes all IP traffic that ---!
!--—- matches the specified conditions to be !---
protected by IPSec using the policy described !--- by

. the corresponding crypto map command st atenents

access-list 115 deny ip 10.103.1.0 0.0.0.255 any

route-map nonat permit 10

match ip address 110
!

|
line con O
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2o JSuin Jogy ousSil ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl o se el puiiillo (laad elxuall eMawll) 21,3V o> o 613l dlawlyy o2l Jolol Jasy pcs aiy
ol ol 21,31

98.98.98.1 plall azgall e e Yl dgaly I angall

Sl Ll Jlasdl o) pasiw,— ping -

r p- 3640- 6a#tping

:[Protocol [ip

Target | P address: 98.98.98.1

:[ Repeat count [5

: [ Dat agram si ze [ 100

:[Timeout in seconds [2

Ext ended comands [n]: vy

Source address or interface: 10.103.1.75

:[Type of service [0

:[Set DF bit in IP header? [no

:[Validate reply data? [no

:[Data pattern [ OXABCD

:[Loose, Strict, Record, Tinestanp, Verbose[none
;[ Sweep range of sizes [n

. Type escape sequence to abort

:Sending 5, 100-byte |ICWP Echos to 98.98.98.1, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 64/ 64/ 68 s

.aJI=JI (SAs (IPSec 8 (o doaziuwall whblacyl o 2, — show crypto ipSec -

o 9 I IKE ol gua> o2 — show crypto isakmp sa -

show crypto Lol paziwl sl oS3l (uoSill wloglea) Lazle o2, — show crypto engine -
ol3lioYl s> EXEC gio9 9 engine

&0l azg0 le )5Lall show crypto ipSec sa oVl o 2 ,50ll 13D

r p- 3640- 6a#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 95.95.95.2

:protected vrf
(local ident (addr/mask/prot/port): (10.103.1.0/255.255.255.0/0/0
(renpte ident (addr/nmask/prot/port): (98.98.98.0/255.255.255.0/0/0
current_peer: 99.99.99. 2: 500
{,PERM T, flags={origin_is_acl
pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5#
pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14#
pkts conpressed: 0, #pkts deconpressed: O#
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pkts not compressed: 0, #pkts conpr. failed: O#
pkts not deconpressed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

local crypto endpt.: 95.95.95.2, remote crypto endpt.: 99.99.99.2
path mtu 1500, nedia ntu 1500
current outbound spi: 75B6D4D7

:inbound esp sas
(spi: Ox71E709E8(1910966760
, transform esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp
(sa timng: remaining key lifetime (k/sec): (4576308/3300
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
:inbound pcp sas

. outbound esp sas
(spi: 0Ox75B6D4D7(1974916311
, transform esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
(sa timng: remaining key lifetime (k/sec): (4576310/3300
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas
995.95.95.2 -, yadinall il clis] piy 01OVl u B9Lis] a5 L)l IPSec SAs Jilw, oVl 13D Lo ,=,
emasaill Glol dga>9 4,9, liSo, .10.103.1.0 9 98.98.98.0 oSl o Jiii il 49,0l &, 99.99.99.2
0a2) Ll (AH) adskaall Lulyy awolzdl SA cloul plaziwl piy ¥ Lz, B9 Wl BjLisl a5 il ESP) SAs)
AHs @i 39>9

Le>MNolg eliasVl OLiSwl
Le>Mooly Sl ellas] Blisiwy Lol sl iSay closles pmill 13® 9,

Le>Moolg el BliSiwl ool
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sV acnas yolol 8 dagall wlogleall le gMbYI >, elasVl aeas jolol jlas] )b jalas> Vo
2 dl> 0l a3l IPSec wliogles e eMbW paziuwy, —debug crypto ipSec sa -

1 > ,0ll dolJI ISAKMP wlioglas e eMbW paziuws —debug crypto isakmp sa -
6 0iunll Sl o ,e) paxiuw—debug crypto engine -

dlo old ol
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