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CAl CA2
E0/O EQ/O
192.168.0.3/24 192.168.0.4/24
Jwitch lo0: 192.168.200.1/24
lo0: 192.168.100.1/24 e 168.200.1/
E0/0: 192,168.0.1/24 EQ/D: 192.168.0.2/24
TunO: 10.0.0.1/24 Tun: 10.0.0.2/24
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crypto isakmp policy 10
encr 3des

hash md5

group 2

crypto isakmp profile profl
self-identity fqgdn
ca trust-point IOSCAl
match identity host R2.cisco.com
!
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profl
set transform-set TS
set isakmp-profile profl
1
interface Loopback0
description Simulate LAN
ip address 192.168.100.1 255.255.255.0
!
interface Tunnell
ip address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profl
1
interface Ethernet0/0
ip address 192.168.0.1 255.255.255.0

ip route 192.168.200.0 255.255.255.0 10.0.0.2
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crypto isakmp policy 10
encr 3des

hash md5

group 2

crypto isakmp profile profl
self-identity fqgdn
match identity host Rl.cisco.com
!
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profl
set transform-set TS
set isakmp-profile profl
|
interface Loopback0
ip address 192.168.200.1 255.255.255.0
!
interface Tunnell
ip address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profl
|
interface Ethernet0/0
ip address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

10SCA2 aslil painsy IOSCAT 1Blx>] pasins 1ais _idais le R1 oz (Jball 131D 5

crypto pki trustpoint IOSCAl

enrollment url http://192.168.0.3:80
serial-number

fgdn Rl.cisco.com

ip-address 192.168.0.1

subject-name CN=R1,0U=IT,O=cisco,O=com
revocation-check crl

!

crypto pki trustpoint IOSCA2

enrollment url http://192.168.0.4:80
serial-number

fgdn Rl.cisco.com

ip-address 192.168.0.1

subject-name CN=R1,0U=IT,O=cisco,O=com
revocation-check crl

1IOSCA2 paziws aslillg IOSCAT pasis 82519 :oulass e Loyl R2 sgixy (Jlall 13D 9

crypto pki trustpoint IOSCAl

enrollment url http://192.168.0.3:80
serial-number

fgdn R2.cisco.com

ip-address 192.168.0.2

subject-name CN=R2,0U=IT,O=cisco,O=com
revocation-check crl
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crypto pki trustpoint IOSCA2

enrollment url http://192.168.0.4:80
serial-number

fgdn R2.cisco.com

ip-address 192.168.0.2

subject-name CN=R2,0U=IT,O=cisco,O=com
revocation-check crl

J ca trust-point oYl R1 ISAKMP ;55 Galo pastiay 1o lipeSill 038 8 x>ly i3] dla>Mo pgall (o
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IKEv1 s5LS R1
:R2 9 R1 clgw 2> _lc J ol debugs JI id

R1# debug crypto isakmp -
IPsec_aiv clas] aouas R1# -
R1# debug crypto pki éwo 0 géxill -

Mm3 b 65lgadl Juw 9 saill R ay

Jun 20 13:00:37.609: ISAKMP: (0): SA request profile is profl*

Jun 20 13:00:37.610: ISAKMP (0): constructing CERT REQ for issuer*

cn=CAl, o=cisco, o=com

Jun 20 13:00:37.610: ISAKMP: (0): sending packet to 192.168.0.2*

my_port 500 peer_port 500 (I) MM_SA_SETUP

Jun 20 13:00:37.610: ISAKMP: (0):01d State = IKE_I_MM2 New State = IKE_I_MM3*

Jolw 132 IOSCA1 d&5 dasi, bnad Lols 989 Jasd a>lg 6sleis Llb e soiz dojll ol da>Vo pgall 0
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Mc~ | Time Source Destination IPmtﬂcn|| Lengthl Infio

18 2613-06-20 192,168.8.1 192.168.0,2 ISAKMP 192 Tdentity Protection (Main Mode)
19 2613-06-20 192.168.08.2 192.168.0,1 TSAKMP 132 Tdentity Protection (Main Mode)
20 2613-06-20 192.168.0.1 192.168.0,2 355 Tdentity Protection (Main Mode)

21 20013-86-20 192, 168.6.2 192.168.0.1 TSAKHP 755 Identity Protection (Main Mode)

22 20013-06-20 192.168.0.1 192.168.0.2 TSAKMP 736 Identity Protection (Main Mode)
23 20013-06-20 192.168.0.2 192.168.0.1 TISAKHP 712 Tdentity Protection (Main Mode)
24 20013-06-20 192.168.6.1 192.168.0.2 TISAKHP 192 Quick Hode

52003 -06-20 192 TARE.A.2 192 1RR. 0, TSAKMP 192 tnick Mode
Frame 28: 355 bytes on wire (2848 bits), 355 bytes captured (2848 bits)
Raw packet data
Internet Protocol Yersion 4, Src: 192,168.68.1 (192.168.0.1), Dst: 192.168.6.2 (192.168.0.2)
User Datagram Protocol, Src Port: isakmp (588), Dst Port: isakmp (5688)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a718318c5500119
Responder cookie: G2717993a5ch95ad
Mext payload: Key Exchange (4)
Yersion: 1.0
Exchange type: Identity Protection {(Main Mode) (2)
Flags: ©x00
Message ID: BxEO0O0000O
Length: 327
¢ Type Payload: Key Exchange (4)
¢ Type Payload: Nonce (18)
= Type Payload: Certificate Request (7)
Mext payload: Vendor TID (13)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

4 % v v =

k-4

© rdnSequence: 3 items (id-at-commonMame=CAl,id-at-organizationName=cisco,id-at-organizationName=com)
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: ¥endor ID (13) : Unknown Yendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (2@)

T oT v oW W
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Jun 20 13:00:37.617: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*
Jun 20 13:00:37.617: ISAKMP: (1010): peer wants cert issued*

by cn=CAl,o=cisco, o=com

Jun 20 13:00:37.617: Choosing trustpoint IOSCAl as issuer*

Lo Ssisall dadll blas graz) 63lgill Ll e g (il dojl (D 030 MM4 slacl R2 pgi, w3 a2y9
1855 oo izl aiy o)) b Ssige ple JSuiy 49,20l dsdl bls go> 018 ISAKMP cuzimall 58 R2 ol La,
Lapuo boladl (3L a2 a9 (IOSCA29 IOSCAT) Lo, dadll blis (o culais 313 pi (CA ads dlais

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*

for issuer cn=CAl,o=cisco,o=com

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*

for issuer cn=CA2,o=cisco,o=com

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*
,for issuer ou=Class 3 Public Primary Certification Authority



o=VeriSign, Inc.,c=US

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*
for issuer cn=Cisco SSCA2,o0=Cisco Systems

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*
for issuer cn=Cisco Manufacturing CA,o=Cisco Systems

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*
for issuer cn=Cisco Root CA 2048,0=Cisco Systems

Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ*
for issuer cn=Cisco Root CA M1, o=Cisco

Jun 20 13:00:37.617: ISAKMP: (1010): sending packet to*
my_port 500 peer_port 500 (R) MM_KEY EXCH 192.168.0.1

.Jun 20 13:00:37.617: ISAKMP: (1010) :Sending an IKE IPv4 Packet*
,Jun 20 13:00:37.617: ISAKMP: (1010) :Input = IKE_MESG_INTERNAL*
IKE_PROCESS_COMPLETE

Jun 20 13:00:37.617: ISAKMP: (1010):01d State = IKE_R_MM3*

New State = IKE_R_MM4

63lgidl wlla) S| dsw le R2 (0 MMA4 doj> (sgizs . Wireshark plasiwly doszdl oo il cliSay

Me~ | Time |SGUHE Destination | Protocol| Length| Info

18 2613-06-26 192.168.0,1 192,168.8.2 ISAKMP 192 Identity Protection (Main Mode)
19 2013-06-20 192.168.0,2 192,168.8,1 ISAKMP 132 Identity Protection (Main Mode)
20 2013-06-20 192.168.0,1 192,168.08,2 ISAKMP 355 Identity Protection (Main Mode)
212013-086-20 B.0.2 192,168.0.1 755 Identity Protection

22 2013-06-20 192.168.0,1 192,168.8.2 ISAKMP 736 Identity Protection (Main Mode)
23 2013-96-20 192.168.0,2 192.168.0.1 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-26 192.168.0.1 192.168.6.2 ISAKMP 192 Quick Mode

25 2013-06-28 192.168.0.2 192.168.8.1 TSAKMP 192 Duick Made

- Frame 21: 755 bytes on wire (60640 bits), 755 bytes captured (6040 bits)
Raw packet data
Internet Protocol Version 4, Src: 192,168.8.2 (192.168.6.2), Dst: 192.168.0.1 (192.168.0.1)
User Datagram Protocel, Src Port: isakmp (560), Dst Port: isakmp (500)
Internet Security Association and Key HManagement Protocol
Initiator cookie: 2a710318c¢5500119

d = = =

Responder cookie: 62717993a5ch95ad
Hext payload: Key Exchange (4)
Yersion: 1.8
Exchange type: Identity Protection (Main Mode) (2)
b Flags: 0x88
Message ID: Ox80000000
Length: 727
Type Payload: Key Exchange (4)
Type Payload: Nonce (10)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Yendor ID (13) : CISCO-UNITY 1.6
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (20)

T T T T T T T T T T T T ™ T W



650 whblgh Wb Jga> g0 R2 (0 MM4 JI R1T sl 3 sy

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*

cn=CAl, o=cisco,o=com

Jun 20 13:00:37.623: ISAKMP: Examining profile list for trustpoint IOSCAl*

Jun 20 13:00:37.623: ISAKMP: Found matching profile for IOSCAl*

Jun 20 13:00:37.623: Choosing trustpoint IOSCAl as issuer*

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*
cn=CA2,o0=cisco,o=com

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by ou=Class 3*

Public Primary Certification Authority,o=VeriSign, Inc.,c=US

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*

cn=Cisco SSCA2,o0=Cisco Systems

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*

cn=Cisco Manufacturing CA,o=Cisco Systems

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*

cn=Cisco Root CA 2048,0=Cisco Systems

Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID = 0*
Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert*

Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by*

cn=Cisco Root CA M1, o=Cisco

pxziuy R1 ol 32, 1idg JOSCAT a8 dlnis go JoV 6lgil Lo R1 le _JoVl délaall 61cld 5y las
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=Jun 20 13:00:37.624: ISAKMP (1010): constructing CERT payload for serialNumber*
100+ipaddress=192.168.0.1+hostname=R1l.cisco.com,cn=R1,ou=IT,o=cisco, o=com

Jun 20 13:00:37.624: ISAKMP: (1010): using the IOSCAl trustpoint's*

keypair to sign

oy, ko @S go (R1.CiSCO.cOM) ail a5 sl IKE 5,20 illai, .R2 dlawlg, aixlless MM5 il s,
d850aall 219 daliuall 65lgidl i o izl el az; aiy ISAKMP 1

Jun 20 13:00:37.625: ISAKMP: (1010): processing ID payload. message ID = 0%
Jun 20 13:00:37.625: ISAKMP (1010): ID payload*
next-payload : 6

type : 2
FQDN name : Rl.cisco.com
protocol : 17

port : 500



length : 20
Jun 20 13:00:37.625: ISAKMP: (0):: peer matches profl profile*
Jun 20 13:00:37.626: CRYPTO_PKI: (A0013) Certificate validation succeeded*
:Jun 20 13:00:37.626: ISAKMP: (1010):SA authentication status*
authenticated

10SCA1 o ilasi ,all 65lgidl g0 MMB slacl, R2 poisy 23 2z,

=Jun 20 13:00:37.627: ISAKMP (1010): constructing CERT payload for serialNumber*
101+ipaddress=192.168.0.2+hostname=R2.cisco.com,cn=R2,ou=IT, 0=cisco, o=com

Jun 20 13:00:37.627: ISAKMP: (1010): using the IOSCAl trustpoint's keypair to sign*
Jun 20 13:00:37.632: ISAKMP: (1010): sending packet to 192.168.0.1%*

my_port 500 peer_port 500 (R) MM_KEY_EXCH

:a9>Lanlly 65lgidl 0 R1 a9 (R1 dlawlgs dojxll bl pi

Jun 20 13:00:37.632: ISAKMP (1010): received packet from 192.168.0.2*
dport 500 sport 500 Global (I) MM_KEY_ EXCH
Jun 20 13:00:37.632: ISAKMP: (1010): processing ID payload. message ID = 0*
Jun 20 13:00:37.632: ISAKMP (1010): ID payload*

next-payload : 6

type v

FQDN name : R2.cisco.com
protocol 17

port : 500

length : 20

Jun 20 13:00:37.632: ISAKMP: (0): Creating CERT validation list: IOSCAl*
Jun 20 13:00:37.633: CRYPTO_PKI: (80013) Certificate validation succeeded*

:Jun 20 13:00:37.637: ISAKMP: (1010):SA authentication status*
authenticated

Jun 20 13:00:37.637: ISAKMP: (1010):01d State = IKE_I_MM6*

New State = IKE_Pl_COMPLETE

290ll 855> 4 la> cai9 gl gaill elinl pi slivalS dslll d> 0l Je Joglaill pi 1 dl> y0ll ooy 13D
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Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=CAl,o=cisco,o=com

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=CA2,o0=cisco,o=com

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
,issuer ou=Class 3 Public Primary Certification Authority
o=VeriSign, Inc.,c=US

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=Cisco SSCA2,o0=Cisco Systems

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=Cisco Manufacturing CA,o=Cisco Systems

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=Cisco Root CA 2048,0=Cisco Systems

Jun 17 18:08:44.321: ISAKMP (0): constructing CERT_REQ for*
issuer cn=Cisco Root CA M1l,o=Cisco

Jun 17 18:08:44.321: ISAKMP (0): sending packet to 192.168.0.1*
my port 500 peer port 500 (I) MM_SA_ SETUP

Ll eslgadl sazs _dly JOSCAT s dais llayg 65lginll b plley a6 (R2 (o ol RT iy loxic
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.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

cn=CAl, o=cisco, o=com

Jun 17 18:08:14.321: Choosing trustpoint IOSCAl as issuer*

.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*
cn=CA2,o=cisco,o=com

.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

cn=Cisco SSCA2,o0=Cisco Systems

.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

cn=Cisco Manufacturing CA,o=Cisco Systems

.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

cn=Cisco Root CA 2048,0=Cisco Systems

.Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert*



Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by*

cn=Cisco Root CA M1,o=Cisco
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321: ISAKMP (1099): constructing CERT REQ for issuer*
cn=CA2, 0o=cisco,o=com

321: ISAKMP (1099): constructing CERT REQ for issuer*
cn=CAl, o=cisco,o=com

322: ISAKMP (1099): constructing CERT REQ for issuer*
,ou=Class 3 Public Primary Certification Authority
o=VeriSign, Inc.,c=US

322: ISAKMP (1099): constructing CERT REQ for issuer*
cn=Cisco SSCA2,o0=Cisco Systems

322: ISAKMP (1099): constructing CERT REQ for issuer*
cn=Cisco Manufacturing CA,o=Cisco Systems

322: ISAKMP (1099): constructing CERT REQ for issuer*
cn=Cisco Root CA 2048,o0=Cisco Systems

322: ISAKMP (1099): constructing CERT REQ for issuer*
cn=Cisco Root CA M1,o=Cisco

14.322: ISAKMP: (1099): sending packet to 192.168.0.2*
my_port 500 peer_port 500 (R) MM_KEY_EXCH

:Wireshark aSuiug (EPC) disianll doj=)l bladl plaziwl oMl (0 o>



No. |Time Source Destination | Protacol | Length| Info

22013-06-17 192.168.0.2 192.168.8.1 ISAKMP 192 Identity Protection (Main Mode)
3 2013-06-17 192.168.0.1 192.168.08.2 ISAKMP 132 Identity Protection (Main Mode)
4 2013-06-17 192.168.08.2 192.168.8.1 ISAKMP 735 Identity Protection (Main Mode)
5 2013-06-17 192.168.0.1 192.168.0,2 TISAKMF 755 Tdentity Protection (Main Mode
6 2013-06-17 192,168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
T 2013-06-17 192,.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
8 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
9 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
10 2613-06-17 192.168.08.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
11 26813-06-17 192.168.08.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
12 2613-06-17 192.168.08.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
13 26813-06-17 192.168.08.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)

P Flags: Ox00

Message ID: OxBOOOOBOO

Length: 727

Type Payload: Key Exchange (4)

Type Payload: Nonce (10)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: VYendor ID (13) : CISCO-UNITY 1.0
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Yendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH

Type Payload: NAT-D (RFC 3947) (20)

Type Payload: NAT-D (RFC 3947) (20)

- - - - - - - - - R

bl ollb Jid ol VI ISAKMP oy ,s5 walo 8 (IOSCA1) a>lg ass alaail R1 (055 o0 pe )l e
lnas SJ9 «oslgid]l Ll dga> >axy ISAKMP (a5 alo 8 ca trust-point ol oY 1id &axy .dlw o 63320
ollb o¥ga> o aell Jligd (uxiwall g8 azgall G 15] ISAKMP dwl> 55k 98 a>gall (eSS loaic
aolaziwl piy SUI ISAKMP oy 425 alo a2y B2y Y RT Y ple Sy 63axall daill bolis g olslgid!
IKE Jac dwlx)

w3 a2y IKE O 20 iy SHI9 (MMS oMiw] a2y 33320 ISAKMP Loy 05 aloy 63,l9)l IKE Jac dul> o jili
> WS oz azgall oSau Y lld go9 . will calay IKE dwl> saxall way,sill alo) dy9¢)l ddyllas ol loy
oy S leingSs a5 dalie CA dss dais jol ISAKMP o lawogs o 2asdl JUd e85 28 .oV

ole JSi laisSs o5 Ll sl bolas gaacd 63l o RT s ol oo vl 13g)9
50l ca trust-point J g> 0 109l cl>l

Jaw e aadl dlasd dswlize oliyeSs IKE Glla) wusiuay il a2g0llg IKE 9 [ay sill az90ll 0S5 ol o
bla; a95Laally RSA gi9g5 juduisis poés SVI (IKE J (i)l @29l (9) cuisaall azgall pastiuy 29 (Jliall
40318 a>gall pasiwy 28 U3 o9 .CERT-REQ <Vg0> Jlu,) aic plell oSl 9 leay =i pi il aaill
5oL) ol (0S5 i 131 .65lgaidl o gazill ISAKMP oy ,mi calo (9 leay =i pi Ll JlasVl bléi oo 6040
G ale (9 Ll SU9 wuziamol| a>gal) dolell dnslall L8 Lo a3l sl doss x>g5 65lgis plaziw) (IKE
aadl bl O 2, Jasiddl 1y sl azgoll oS4 o) 131 ol g09) .65lgid] L2, piy cnisuall a>gal) ISAKMP
(-2 63lgiidl @85k (Sand «mimmall a>gall plell oSil 9


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html

oVl 6slgidl Lo dga> BLisY MM4 doj> Juolas oo oY1 i

= Type Payload: Certificate Request (7)
Mext payload: Certificate Request (7)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

- rdnSequence: 3 items (id-at-commonName=CAZ, id-at-organizationName=cisco,id-at-organizationName=com)
r Type Payload: Certificate Request (7)
P Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)

s iy o _J9Y 3lgidl Ll dga> 5 IOSCA2 aadl dais R1 (o Lellu,| piy Ll MM4 doj> ainis
10SCA2 aaidll dais M5 (o JoVI gidsi iy cu> clslgiadl

Rl#sh crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
:Issuer
cn=CA2
o=cisco
o=com
:Subject
Name: Rl.cisco.com
IP Address: 192.168.0.1
Serial Number: 100
serialNumber=100+ipaddress=192.168.0.1l+hostname=R1.cisco.com
cn=R1
ou=IT
o=cisco
o=com
:Validity Date
start date: 13:25:01 CET Jun 17 2013
end date: 13:25:01 CET Jun 17 2014
Associated Trustpoints: IOSCA2

<output omitted, 1 more R1 cert signed by CAl, 2 more CA certs>

oslgidl Llb dga> 9 IOSCA1 ds dass cuauas 3ic R2 o L] piy (il MM3 doj> go di)lao aéc
' 9Vl

R2#sh crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
:Issuer
cn=CAl
o=cisco



o=com
:Subject
Name: R2.cisco.com
IP Address: 192.168.0.2
Serial Number: 101
serialNumber=101+ipaddress=192.168.0.2+hostname=R2.cisco.com
cn=R2
ou=IT
o=cisco
o=com
:Validity Date
start date: 13:23:49 CET Jun 17 2013
end date: 13:23:49 CET Jun 17 2014
Associated Trustpoints: IOSCAL
Storage: nvram:CA1l#2.cer

<output omitted, 1 more R2 cert signed by CA2, 2 more CA certs>

i dass go J9VI 85lgidl Ll dgo> gillais .6slgid] b axlleay layg R1 0 MM4 dojl oV R2 il
:IOSCA2

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=CA2, 0o=cisco,o=com

Jun 17 18:08:44.335: Choosing trustpoint IOSCA2 as issuer*

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=CAl, o=cisco,o=com

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=Cisco SSCA2,o0=Cisco Systems

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=Cisco Manufacturing CA,o=Cisco Systems

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=Cisco Root CA 2048,o0=Cisco Systems

.Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload*
message ID = 0

Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert*
Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by*

cn=Cisco Root CA M1,o=Cisco

10SCA2 a& dlaii, dlag woll 65lginl] pasiuy 618 MM5 dos> jexis R2 poisy Loic



Jun 17 18:08:44.335: ISAKMP: (1100):SA is doing RSA signature authentication*
using id type ID_FQDN
Jun 17 18:08:44.335: ISAKMP (1100): ID payload*

next-payload : 6

type v

FQDN name : R2.cisco.com
protocol 17

port : 500

length : 20

Jun 17 18:08:44.335: ISAKMP: (1100):Total payload length: 20*
Jun 17 18:08:44.335: ISAKMP: (1100): IKE->PKI Get CertificateChain to be sent*
(to peer state (I) MM_KEY_ EXCH (peer 192.168.0.1
Jun 17 18:08:44.335: ISAKMP: (1100): PKI->IKE Got CertificateChain to be sent*
(to peer state (I) MM_KEY_ EXCH (peer 192.168.0.1
Jun 17 18:08:44.336: ISAKMP (1100): comstructing CERT payload for*
,serialNumber=101+ipaddress=192.168.0.2+hostname=R2.cisco.com,cn=R2
ou=IT, o=cisco,o=com
R2#
Jun 17 18:08:44.336: ISAKMP: (1100): using the IOSCA2 trustpoint's*
keypair to sign
Jun 17 18:08:44.336: ISAKMP: (1100): sending packet to 192.168.0.1*
my_port 500 peer_port 500 (I) MM_KEY_EXCH
.Jun 17 18:08:44.336: ISAKMP: (1100) :Sending an IKE IPv4 Packet*

(ISAKMP profi ca,,ss cala)) IOSCAT as alass 5 laad g R1 oY .R1 dawwlsy MM5 éoj> ik o,
63lgadl (o gasdl s,

Jun 17 18:08:44.337: ISAKMP (1100): received packet from 192.168.0.2*

dport 500 sport 500 Global (R) MM_KEY_EXCH

Jun 17 18:08:44.337: ISAKMP: (1100) :Input = IKE_MESG_FROM_PEER, IKE_MM_ EXCH*

Jun 17 18:08:44.337: ISAKMP: (1100):01d State =IKE_R_MM4 New State = IKE_R_MM5*

Jun 17 18:08:44.337: ISAKMP: (1100): processing ID payload. message ID = 0*
Jun 17 18:08:44.337: ISAKMP (1100): ID payload*
next-payload : 6

type v
FQDN name : R2.cisco.com
protocol 17
port : 500
length : 20
Jun 17 18:08:44.337: ISAKMP: (0):: peer matches profl profile*

Jun 17 18:08:44.337: ISAKMP: (1100): processing CERT payload. message ID = 0*

Jun 17 18:08:44.337: ISAKMP: (1100): processing a CT_X509_SIGNATURE cert*

Jun 17 18:08:44.337: ISAKMP: (1100): IKE->PKI Add peer's certificate state*
(R) MM_KEY_EXCH (peer 192.168.0.2)

Jun 17 18:08:44.337: CRYPTO_PKI: (900C5) Adding peer certificate*

Jun 17 18:08:44.337: ISAKMP: (1100): PKI->IKE Added peer's certificate state*
(R) MM_KEY_EXCH (peer 192.168.0.2)

Jun 17 18:08:44.337: ISAKMP: (1100): IKE->PKI Get PeerCertificateChain state*
(R) MM_KEY_EXCH (peer 192.168.0.2)

Jun 17 18:08:44.337: ISAKMP: (1100): PKI->IKE Got PeerCertificateChain state*
(R) MM_KEY_EXCH (peer 192.168.0.2)

Jun 17 18:08:44.337: ISAKMP: (1100): peer's pubkey isn't cached*

Jun 17 18:08:44.337: ISAKMP: (1100):Profile has no keyring, aborting key search*

,Jun 17 18:08:44.337: ISAKMP: (0): Creating CERT validation list: IOSCAl~*

Jun 17 18:08:44.337: ISAKMP: (1100): IKE->PKI Validate certificate chain state*
(R) MM_KEY_EXCH (peer 192.168.0.2)

Jun 17 18:08:44.337: CRYPTO_PKI:ip-ext-val:IP extension validation not required*



Jun 17 18:08:44.341: CRYPTO_PKI: (900C5) Check for identical certs*
Jun 17 18:08:44.341: CRYPTO_PKI: (900C5) Create a list of suitable trustpoints*
Jun 17 18:08:44.341: CRYPTO_PKI: (900C5) No suitable trustpoints found*
Jun 17 18:08:44.341: ISAKMP: (1100): PKI->IKE Validate certificate chain state*
(R) MM_KEY_EXCH (peer 192.168.0.2)
Jun 17 18:08:44.341: %CRYPTO-5-IKMP_INVAL_CERT: Certificate received from*
is bad: unknown error returned in certificate validation 192.168.0.2
R1#
Jun 17 18:08:44.341: ISAKMP: (1100): Unknown error in cert validation, -1*
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crypto ikev2 proposal prop-1
encryption 3des
integrity md>b
group 2
!
crypto ikev2 policy pol-1
match fvrf any
proposal prop-1
1
crypto ikev2 profile profilel
match identity remote address 192.168.0.2 255.255.255.255
identity local address 192.168.0.1
authentication remote rsa-sig
authentication local rsa-sig
pki trustpoint TP1

crypto ipsec transform-set trans esp-3des esp-sha-hmac
mode tunnel

!
crypto ipsec profile profilel

set transform-set trans

set ikev2-profile profilel

1

interface Loopback0

ip address 192.168.100.1 255.255.255.255
1

interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
1

interface Ethernet0/0

ip address 192.168.0.1 255.255.255.0

ip route 192.168.200.1 255.255.255.255 10.0.0.2
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crypto ikev2 proposal prop-1
encryption 3des

integrity mdb

group 2

!
crypto ikev2 policy pol-1

match fvrf any

proposal prop-1

1
crypto ikev2 profile profilel
match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2
authentication remote rsa-sig
authentication local rsa-sig



pki trustpoint TP1

1
crypto ikev2 profile profile2

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

1

crypto ikev2 profile profile3

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

crypto ipsec transform-set trans esp-3des esp-sha-hmac
mode tunnel

!
crypto ipsec profile profilel

set transform-set trans

set ikev2-profile profilel

1

interface Loopback0

ip address 192.168.200.1 255.255.255.255
!

interface Tunnell

ip address 10.0.0.2 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profilel
1

interface Ethernet0/0

ip address 192.168.0.2 255.255.255.0

ip route 192.168.100.1 255.255.255.255 10.0.0.1

Lebiiwl ax Ll dusgll e ely capeill cilo Hlis ] cumimall e wxg @Wl IKEV2 dozdl 5ol
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IKEv2: (SA ID = 1):Searching policy based on peer's identity '192.168.0.1' of
'type 'IPv4 address
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'IKEv2: found matching IKEv2 profile 'profile3
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Jul 17 09:23:48.187: map_db_check_isakmp profile profile d4id not match*
Jul 17 09:23:48.187: map_db_find best did not find matching map*

:(Jul 17 09:23:48.187: IPSEC (ipsec_process_proposal*

proxy identities not supported

Jul 17 09:23:48.187: IKEv2:(SA ID = 1) :There was no*

IPSEC policy found for received TS

:(Jul 17 09:23:48.187: IKEv2:(SA ID = 1*

Jul 17 09:23:48.187: IKEv2:(SA ID = 1):Sending TS unacceptable notify*

oblgadl plaiw] xic IKEV2 393

IV dosl b 6slgidl s dlga> 53U Juw s Y (@dskaall IKEV2 J olslginl plasiw] xic

IKEv2 IKE_SA_INIT Exchange REQUEST

:Payload contents

(SA KE N VID VID NOTIFY (NAT_DETECTION_SOURCE_IP
(NOTIFY (NAT_DETECTION_DESTINATION_IP

calay 49,20 a0 ) cuziamall O §aaall @20l graz9 (aslil dosxl) 63lgadl Ll dgamy cuzimall 5,
oWl Ll logleall e sgizs il ozl Jhuyl pis dl> 0l 03 L9 aolakiwl g sl Ca il

IKEv2 IKE_SA_INIT Exchange RESPONSE
:Payload contents

SA KE N VID VID NOTIFY (NAT_DETECTION_SOURCE_IP) NOTIFY
(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY (HTTP_CERT_LOOKUP_SUPPORTED)

ol Suoall g pall illos 4 i )i do;)l idlas Ul po

IKEv2: (SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from
(received certificate hash(es
'"IKEvV2: (SA ID = 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'TP1

plaziwl Jeall 6,0k doj=ll 03 .6slgid] dga>9 6slgid] b o JS go @il doj=dl W asy oW1 Juw
:(Diffie-Hellman (DH al> ;0 0 o MSJI 65lo

.IKEv2: (SA ID = 1):Building packet for encryption
:Payload contents



VID IDi CERT CERTREQ NOTIFY (HTTP_CERT_LOOKUP_SUPPORTED) AUTH CFG SA TSi
(TSr NOTIFY (INITIAL_CONTACT) NOTIFY (SET_WINDOW_SIZE) NOTIFY (ESP_TFC_NO_SUPPORT
(NOTIFY (NON_FIRST_FRAGS

65lginll @ga> e Jnad seixig oWl Il cuzismall (o syl )l doxl Jlwl ai

IKEv2 IKE_AUTH Exchange RESPONSE

:Payload contents

(VID IDr CERT AUTH SA TSi TSr NOTIFY (SET_WINDOW_SIZE) NOTIFY (ESP_TFC_NO_SUPPORT
(NOTIFY (NON_FIRST_FRAGS

wlo 49,20 U9 LleY éslgidl Ll dgo> wumiuuall Juw s Ol vy IKEVT 3835 1d puogall g8l awiy
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crypto ikev2 profile profilel

match identity remote address 192.168.0.2 255.255.255.255
identity local address 192.168.0.1

authentication remote rsa-sig

authentication local rsa-sig

o> i)l o dylxiwY oiai liws pioge 6 laS 63lgis b @ga> i 9 JoVI dozl Jluw! ai
5ol dlawle, 13 Lk a5 " plell cueSill" @09 5 63332all g Bgisall bladl @15 65lgidl Ll

(Jul 17 17:40:43.183: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s*
(from received certificate hash(es

Jul 17 17:40:43.183: IKEv2: (SA ID = 1):[PKI -> IKEv2] Retrieved*
'trustpoint(s): 'TP1l

()Jul 17 17:40:43.183: CRYPTO_PKI: crypto_pki_get_cert_record_by_ subject*

Jul 17 17:40:43.183: CRYPTO_PKI: Found a subject match*

()Jul 17 17:40:43.183: CRYPTO_PKI: crypto_pki_get_cert_record_by_ subject*

Jul 17 17:40:43.183: CRYPTO_PKI: Found a subject match*

Jul 17 17:40:43.183: CRYPTO_PKI: Trust-Point TPl picked up*

Jul 17 17:40:43.183: CRYPTO_PKI: 1 matching trustpoints found*

(Jul 17 17:40:43.183: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s*
(from received certificate hash(es

Jul 17 17:40:43.183: IKEv2:(SA ID = 1):[PKI -> IKEv2] Retrieved*
'trustpoint(s): 'TP2

Jul 17 17:40:43.183: CRYPTO_PKI: Trust-Point TP2 picked up*

()Jul 17 17:40:43.183: CRYPTO_PKI: crypto_pki_get_cert_record_by_ subject*

Jul 17 17:40:43.183: CRYPTO_PKI: Found a subject match*

()Jul 17 17:40:43.183: CRYPTO_PKI: crypto_pki_get_cert_record_by_ subject*

Jul 17 17:40:43.183: CRYPTO_PKI: Found a subject match*

Jul 17 17:40:43.183: CRYPTO_PKI: 1 matching trustpoints found*



Jul 17 17:40:43.183: IKEv2:(SA ID = 1):Failed to build certificate payload*

oYl IKEV2 s )lio xie s Il 5,401 o8 1389 .gadoill lgolastia] ooy Ll dadll ddass 5oLl 2,
5L e calo o lginsSs i il dadll dlnss le IKEV2 5ol seizy of ey oVl JsSei9 oo JoYI
TKEV2 cuisusad L9, ud 13D oS IKEV2

oYl &> ,0 o alnise LD

i o Baxill 0B LoVl eyl ol IKEV2 (a2 Ghlo (oS5 S im0t dais 3929 pac Al>
pledl oSl S $3axall daill bolis guax plaskiwl 8lgddl

aas; s Y daxdl cgud Laall o il aslise 5,319 gdeill 62519 caslize ass bla yaxs o Soall oo
JSLiall JS IKEV2 a5 calo (poi LoinsSs pi il dwol Y aaill

IKEV2 sols R2

IKEV2 55k 68 R2 . Jlall 13D 9

crypto ikev2 profile profilel

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

pki trustpoint TP2

AKEV2 J cuxisnall 98 R1 (Jlodl 13D 9

crypto ikev2 profile profilel

match identity remote address 192.168.0.2 255.255.255.255
identity local address 192.168.0.1

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

o Ll dadll blas 4815 65lgib wlln) cuiamall cuziansy 65lgis b T 095 JoVI dos)l R2 Juwy (i
g aiy Ll oblgadl _le amizgg IKEVT cYgaxl wyi Jilay lgingSs

Rl#show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
:Issuer
cn=CA2

Associated Trustpoints: TP2
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ouidall CA J sV 63lgill b dga> (oS5 3 TP2 il aladiy RT le lgugSs o5 63lgiv Jol o
H(J9VI ddylnall 5ac18) adslanll R2 030y ( Jly .TP2 dail dlnai,

R2#

Jul 17 18:09:04.542: IKEv2:(SA ID = 1) :Processing IKE_SA_INIT message*

(Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint (s*
(from received certificate hash (es

Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[PKI -> IKEv2] Retrieved*
'trustpoint(s): 'TP2

Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for*
the trustpoint TP2

Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain*
for the trustpoint PASSED

aall R1 J oSay Y .TP2 o & sl sloiell b dlga> go (3 dojl) dlxim] slacl R2 pgi, w5 2z,
TP aaill dlass o lgxo oo sixill LgineSal Llas 65lgilly

(Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint (s*
(from received certificate hash (es

Jul 17 18:09:04.550: IKEv2: (SA ID = 1):[PKI -> IKEv2] Retrieved*
'trustpoint(s): 'TP1l

Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for*
the trustpoint TP1

Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain*
for the trustpoint PASSED

Jul 17 18:09:04.550: IKEv2:(SA ID = 1):Get peer's authentication method*

'Jul 17 18:09:04.550: IKEv2:(SA ID = 1):Peer's authentication method is 'RSA*
Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating*

certificate chain

Jul 17 18:09:04.554: IKEv2: (SA ID = 1):[PKI -> IKEv2] Validation of certificate*
chain FAILED

Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Verification of peer's authentication*
data FAILED

Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Sending authentication failure notify*
.Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Building packet for encryption*
:Payload contents

(NOTIFY (AUTHENTICATION_ FAILED
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