odasu ldpuolb 36 1UEleds pg ouvesd 529J
VPN JJsuosd gu &> eJs FirePOWER Device
Manager

lJpzosslo

| Jp, 9506
lJpobJole |l wlw s

lJedoule | 0200
AR R

lJodosy

Uor 8.4

|, wod wled 13 ble ol oJl>ol
o8 J90le 3o 0Jé

lJp 9500
SueW o3l IJp e Jsdse wdysu IJpuob o 1Jgleds gds 1>Vl g0 woss> FirePOWER

(FTD) pu ¢JIJ p>s, Izo38 FirePOWER (FDM) pg £pdsle wuwzsd 589J VPN JJsosd 0 we>
(RA VPN) »g AnyConnect.

IJecbdule IUIgulusé
IJpobdolo

w9os Cisco viu oJ9u s pgy9s wldpesluose IJoldse:

- wyulee Firepower Device Manager.
- Gbods VPN Jdso9d g0 v,
- wog lJogsé.

IJpdoule 1Jpuuwogrped
ouvows Idpedple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idolez sldpdsule 1debse Ioldso:

- Id>slg Jo> woss> Firepower (FTD). 1J] o>, 7.0

- Cisco AnyConnect Secure Mobility Client. |Jl_o>l, 4.10

- ¢>06 Active Directory (AD)
e logsle Idpgdsele 191,56 Os o3l IJp e pu I._JiaoJ6 1J92956 WOS wSis6 pgpdso ¢luos.
u.)lu ZPSE UIao_)o Upuuua_\po WO o3l |JroLyuuu.) codysy PPUMIT (Idujluos) LBIIJlye
wwedod 86 ldogogsd: Solds pU Y00 Jdoles, lJpzwed Jis I,oJ

peJ9plS Iuwl puss



Spedu Juog 1Jogss [Jo il IJpuweésesu Idpderusy wlouold el Idb,s 9o |.Jpgu&t)p5 oS
IJpuob 6 1UEleds 2o sop ldeuead eds 0956 Ipumvese pu e2ple IJpuob @6 1JIR)s
(LDAP).

WOs FDM: spJy I wepd ldpuolb 96 1UEledo wluwegsle gshsu pgodusy:

- epdslo ogwesd 2¢9d VPN Jdsuosd gu we»
- pod edple 1Jogsé pu Cisco (ISE)

lJodssy
lLuwe IJogbsbs Jduveds
Internet
~~ Q
Active Directory DM l
=

Remote user
S92z 03l IJBuwpe JsVss wdssy Idpuol>§o 1Ugleds eJs FDM.
IJgbes 1. ©dysu puod) 1Jogsé
wdle §p0 LozeSE 0986 lJpuwedse wuvdd wubb (Loluwbs Ipbldous weuolb§6 Idpunedse)
ly vuvdd wdos: ceole lJs odssu ¢lbpe Active Directory (AD) 1J3s sze9s eJs pedypelo 0956
lJpuwede.
luedd JJs Objects>Identity Services 925> OptionADJ|_ol96 Active Directory.

luolwo wYgsy Active Directory:



Name

AnyConnect_LDAP
Directory Usermame

brazil

Base DN

CN=Users,dc=cmonterr,dc=local

Directory Server Configuration

E 192.168.26.202:389

Type

Directory Password

AD Primary Domain

cmonterr.local

CANCEL

IJg096 2. o Jasu RA VPN

Spedu plzes odysy yveds VPN JJguo9d g0 wed b o3l Idhoulb
IJgb9s 3. wdosu luvdaw IUpuols 86 Jeuwaesps RA VPN

B J9su Uuwds RA VPN, 235 b,ys86 1puob86. sew o sdsu puos 1J8,98 1Jiuwl us
Jeuob 96 ldpuuegspe o9 AD.

Primary Identity Source

Authentication Type

AAA Only

Primary Identity Source for User Authentication Fallback Local Identity Source

AnyConnect_LDAP W LocalldentitySource

Strip Identity Source server from username

Strip Group from Username

pdlebs: Vs IJlesble 1Jgles Juvwds VPN RA: §p LlJEle vy gwsluwo [Jozde Vs


/content/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html

lJsuosd IJIdowdlees Jz,ds 1Ue)9,) IJos op 10 o,_jb.n_é‘g_)d (sysopt allowed-vpn) JJwele
lpdloss luwepsle gusluws dopde Ss 1Usuosd Jdzuo 296 1des) Idos elos pu
euvwedpes AnyConnect.

Certificate of Device Identity Outside Interface

AnyConnect_VPN outside (GigabitEthernet0/0)

Fully-qualified Domain Name for the Qutside Interface Port

fdm.ravpn 443

Access Control for VPN Traffic

NAT Exempt

@

Inside Interfaces Inside Networks

(W] inside (GigabitEthernet0/1)

'™y FDM_Local_network

IJglog6 4. wJssu vog IJosss Jpuolb 96 IUgleds

oo weule o Sed 1Jo9gss ywslyws inorder to yuvddo yogs 0986 ¢ledd: [duwsluwsd suves I
SIY9u Jol lJgulo) IJoldse:

c P2 osY ldledlule: v Idybse 1d3s wupsdo Vs 1dgbgs 1 §p 1
lple: 1dpool386 1dowdosd
Jodssy Bless 1Jegse: luwdd [JsPolicies>1Jogss >z5[+] 5y Jluol9s $lgso 09506 2826.

- ogsY lduvedle 1UB)es6 1dpuos) 91dzes pse wulbbwd Idpeuol> g6 1Ugleds.



Order Title AD |dentity Source Action PASSIVE AUTHENTICATION

For all types of connections, obtain user identity from other
1 s AnyConnect AnyConnect_LDAP & Passive Auth v authentication services without prompting for username and password.

With Identity Sources

SOURCE DESTINATION

Zones + Networks " Ports - Zones + MNetworks + Ports +

IJg 96 5. luvle 8lgss Idoedpe Bs 1Uguosd opu wog IJeede Vs 1Jso9J

Ge wodasu Blers IJcede Bs 1Usuosd Jduwele werdd 1Jps9) 19 ebjol lpweobl |Js
IJpuwegrpsu.

SOURCE DESTINATION
W MAME ACTION | ZOMES NETWORKS PORTS ZOMES NETWORKS POATS APPLICATIONS = URLS USERS ACTIONS
» 1 Inside_Outside... |: inside_zone wiside_zone braz
- >
Alloyai

Jodsso Ipuwerpsu 19 pzeses Idpuwtspso Jdeuesd eds puolb§s ¢lpds: 23 gJled
IJowsse IJpuwegp9u. spdud [Uol8s pzp9es puvctrpss 19 puvctse Dos.

Crder Title Action
1 b Inside_Outside_Rule m Allow v
Source/Destination Applications URLs r Intrusion Policy File policy Logging
AVAILABLE USERS 1%, CONTROLLING ACCESS FOR USERS AND USER GROUPS
If you co ||I|<JLrL identity policies to establish user identity based on source P address, you can
T ; ame or user group membership. By controlling access based on
priate access controls whether the user changes
idantity Soroes P s through DHCP. If you base rules on group
i waoupe as users change roles in your organization, moving
— = from one group to anather.
A1 AnyConnect_LDAP | administrator LS
1 AnyConnect_LDAP \ calo-maintenance

vuiy Jogssle.

ozl

w2l pu uele ool Idleuald oldledlo



© Identity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use
this realm

Mame Type

AnyConnect_LDAP Active Directory (AL W
Directory Username Directory Password

brazdl s
Base DN AD Primary Domain

CN=Users,dc=cmonterr,dc=local cmonterr.local

Directory Server Configuration

E 192.168.26.202:389 -
Hostname / IP Address Port

192.168.26.202 389
Interface

inside (GigabitEthernet0/1) o
Encryption

NOMNE b

TEST + Connection to realm is successful

o298 pu lpdluss ouwesd 289d Idpuwwse IJogess wluvedsle gpsd AnyConnect Ll uoésle
wslule lgo el AD 1Ugluoé wo.



Group: Anyconnect v

Username: | brazil

Password:

OK Cancel

7 Cisco AnyConnect Secure Mobility Client | = |2 | X ||

@

Connected to 192, 168.27.44.

| 192.168.27.44

00:00:58
& O ik

>388w o seuod IJpuvog pd guslo po IJ VPN o, I8




lweduuldd IJigble gl oJlzol

spdud [uwegsle user_map_query.plscript JJozdd pu lo FDM wo wesso IP JJpuweése

B 9uoe Idoede spdod odssu:




cuoest Itble 0988 dgp IJuble JJozdd po velz lehs IJoszso.

> system support identity-debug

Enabl e firewal | -engi ne-debug too? [n]: y

Pl ease specify an | P protocol

Pl ease specify a client IP address: 192.168.19.1
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring identity and firewall debug nessages

192. 168. 19. 1- 62757 > 72.163.47.11-53 17 AS 1-1 1 0 Starting authentication (sfAuthCheckRul es
parans) with zones 2 -> 2, port 62757 -> 53, geo 14467064 -> 14467082
192. 168.19. 1- 62757 > 72.163.47.11-53 17 AS 1-1 0 Retrieved ABP info:
192. 168.19. 1- 62757 > 72.163.47.11-53 17 AS
>
>

|
1-1 1 0 abp src
192. 168. 19. 1- 62757 72.163.47.11-53 17 AS 1-1 | 0O abp dst
192. 168. 19. 1- 62757 72.163.47.11-53 17 AS 1-1 | O nmatched auth rule id = 130027046 user_id = 5

realmid = 3

192.168. 19. 1- 62757 > 72.163.47.11-53 17 AS 1-1 1 0 new firewall session

192. 168. 19. 1- 62757 > 72.163.47.11-53 17 AS 1-1 | using HWor preset rule order 2
"Inside_CQutside Rule', action Allow and prefilter rule 0
>
>

o

192. 168. 19. 1- 62757 72.163.47.11-53 17 AS 1-1 1 O HitCount data sent for rule id: 268435458,
192. 168. 19. 1- 62757 72.163.47.11-53 17 AS 1-1 1 0 allow action

192.168.19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 Starting authentication (sfAuthCheckRul es parans)
with zones 2 -> 2, port 62757 -> 53, geo 14467064 -> 14467082

192.168.19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 Retrieved ABP info

192.168.19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 abp src

192.168. 19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 abp dst

192.168.19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 matched auth rule id = 130027046 user_id =5
realmid = 3

192.168. 19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 new firewall session

192.168.19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 using HWor preset rule order 2
"Inside_CQutside Rule', action Allow and prefilter rule 0

192.168. 19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 HitCount data sent for rule id: 268435458
192.168. 19. 1- 62757 > 8.8.8.8-53 17 AS 1-1 | 1 allow action

192.168.19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | O Starting authentication (sfAuthCheckRul es
parans) with zones 2 -> 2, port 53015 -> 443, geo 14467064 -> 14467082

192.168.19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | 0O Retrieved ABP info:

192. 168. 19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | 0 abp src

192. 168. 19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | 0 abp dst

192. 168. 19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | O matched auth rule id = 130027046 user_id = 5

realmid = 3

192.168. 19. 1- 53015 > 20.42.0.16-443 6 AS 1-1 1 0 new firewall session

192.168.19. 1-53015 > 20.42.0.16-443 6 AS 1-1 | 0 using HWor preset rule order 2,
"Inside_CQutside Rule', action Allow and prefilter rule 0

192.168. 19. 1- 53015 > 20.42.0.16-443 6 AS 1-1 | 0 HitCount data sent for rule id: 268435458,
192. 168. 19. 1-53015 > 20.42.0.16-443 6 AS 1-1 1 0 allow action

192. 168.19. 1-52166 > 20.42.0.16-443 6 AS 1-1 1 1 deleting firewall session flags = 0x10001,
fwFl ags = 0x102, session->|l ogFl ags = 010001

192. 168. 19. 1- 65207 > 72.163.47.11-53 17 AS 1-1 1 1 Starting authentication (sfAuthCheckRul es
parans) with zones 2 -> 2, port 65207 -> 53, geo 14467064 -> 14467082
192. 168. 19. 1- 65207 > 72.163.47.11-53 17 AS 1-1 1 Retrieved ABP info:
192. 168. 19. 1- 65207 > 72.163.47.11-53 17 AS
>
>

|
1-1 1 1 abp src
192. 168. 19. 1- 65207 72.163.47.11-53 17 AS 1-1 | 1 abp dst
192. 168. 19. 1- 65207 72.163.47.11-53 17 AS 1-1 | 1 matched auth rule id = 130027046 user_id = 5

realmid = 3

192. 168. 19. 1- 65207 > 72.163.47.11-53 17 AS 1-1

192. 168. 19. 1- 65207 > 72.163.47.11-53 17 AS 1-1 | 1 using HWor preset rule order 2,
"Inside_CQutside Rule', action Allow and prefilter rule 0
>
>

[

new firewal | session

192. 168. 19. 1- 65207 72.163.47.11-53 17 AS 1-1 1 1 HitCount data sent for rule id: 268435458,
192. 168. 19. 1- 65207 72.163.47.11-53 17 AS 1-1 1 1 allow action
192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 | 0 Starting authentication (sfAuthCheckRul es parans)



with zones 2 -> 2, port 65207 -> 53, geo 14467064 -> 14467082

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 1 0 Retrieved ABP info:

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 |1 0 abp src

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 | 0 abp dst

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 | 0 natched auth rule id = 130027046 user_id =5
realmid = 3

192.168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 | 0 new firewal | session

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 | 0 using HWor preset rule order 2,
"Inside_CQutside_Rule', action Allow and prefilter rule 0

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 1 0 HitCount data sent for rule id: 268435458,

192. 168. 19. 1- 65207 > 8.8.8.8-53 17 AS 1-1 1 0 allow action

192.168.19. 1-65209 > 8.8.8.8-53 17 AS 1-1 | 0 Starting authentication (sfAuthCheckRul es parans)
with zones 2 -> 2, port 65209 -> 53, geo 14467064 -> 14467082

192. 168. 19. 1- 65209 > 8.8.8.8-53 17 AS 1-1 |1 0 Retrieved ABP info:

192. 168. 19. 1-65209 > 8.8.8.8-53 17 AS 1-1 |1 0 abp src

192. 168. 19. 1- 65209 > 8.8.8.8-53 17 AS 1-1 | 0 abp dst

192. 168. 19. 1- 65209 > 8.8.8.8-53 17 AS 1-1 | 0 natched auth rule id = 130027046 user_id =5
realmid = 3

192.168. 19.1- 65209 > 8.8.8.8-53 17 AS 1-1 | 0 new firewal| session

192.168.19. 1- 65209 > 8.8.8.8-53 17 AS 1-1 | 0 using HWor preset rule order 2,
"Inside_CQutside_ Rule', action Allow and prefilter rule 0

192. 168. 19. 1-65209 > 8.8.8.8-53 17 AS 1-1 | 0 HitCount data sent for rule id: 268435458,

192. 168. 19. 1-65209 > 8.8.8.8-53 17 AS 1-1 1 0 allow action

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 | 1 Starting authentication (sfAuthCheckRul es
parans) with zones 2 -> 2, port 65211 -> 53, geo 14467064 -> 14467082

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 1 1 Retrieved ABP info:

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 1 1 abp src

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 | 1 abp dst

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 | 1 natched auth rule id = 130027046 user_id =5

realmid = 3

192.168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 1 1 new firewall session

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 | 1 using HWor preset rule order 2,
"Inside_CQutside_ Rule', action Allow and prefilter rule 0

192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 1 1 HitCount data sent for rule id: 268435458,
192. 168. 19. 1- 65211 > 72.163.47.11-53 17 AS 1-1 |1 1 allow action

192. 168.19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 | 1 Starting authentication (sfAuthCheckRul es
parans) with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192. 168. 19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 | 1 Retrieved ABP info:

192. 168. 19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 1 1 abp src

192. 168. 19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 | 1 abp dst

192. 168. 19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 | 1 natched auth rule id = 130027046 user_id =5

realmid = 3

192. 168. 19. 1-61823 > 72.163.47.11-53 17 AS 1-1

192. 168.19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 | 1 using HWor preset rule order 2,
"Inside_CQutside_Rule', action Allow and prefilter rule 0
>
>

BN

new firewall session

192. 168. 19. 1-61823 > 72.163.47.11-53 17 AS 1-1 1 1 HitCount data sent for rule id: 268435458,
192. 168. 19. 1- 61823 > 72.163.47.11-53 17 AS 1-1 |1 1 allow action

192.168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 | 0 Starting authentication (sfAuthCheckRul es parans)
with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192. 168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 |1 0 Retrieved ABP info:

192.168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 |1 0 abp src

192. 168. 19. 1-61823 > 8.8.8.8-53 17 AS 1-1 | 0 abp dst

192. 168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 | 0 natched auth rule id = 130027046 user_id =5
realmid = 3

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 | 0 new firewal| session

192.168.19. 1- 61823 > 8.8.8.8-53 17 AS 1-1 | 0 using HWor preset rule order 2,
"Inside_CQutside_ Rule', action Allow and prefilter rule 0

192.168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 1 0 HitCount data sent for rule id: 268435458,

192. 168.19. 1-61823 > 8.8.8.8-53 17 AS 1-1 1 0 allow action

192. 168.19. 1-57747 > 72.163.47.11-53 17 AS 1-1 1 1 deleting firewall session flags = 0x10001,

f wFl ags = 0x102, session->l ogFl ags = 010001

192. 168.19. 1-57747 > 72.163.47.11-53 17 AS 1-1 | 1 Logging EOF as part of session delete with
rule_id = 268435458 rul eAction = 2 rul eReason = 0

192.168.19. 1-57747 > 8.8.8.8-53 17 AS 1-1 | 0 deleting firewall session flags = 0x10001, fwFl ags



= 0x102, session->l ogFl ags = 010001

192. 168. 19. 1-57747 > 8.8.8.8-53 17 AS 1-1 |
= 268435458 rul eAction = 2 rul eReason = 0
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
parans) with zones 2 -> 2, port 53038 -> 443
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
realmid = 3

192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
"I nside_CQutside_Rule', action Allow and pref
192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1

192. 168. 19. 1-53038 > 20.42.0.16-443 6 AS 1-1
192. 168. 19. 1-57841 > 72.163.47.11-53 17 AS 1
f wFl ags = 0x102, session->l ogFl ags = 010001
192. 168. 19. 1-57841 > 72.163.47.11-53 17 AS 1
rule_id 268435458 rul eAction 2 rul eReaso
192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 |
= 0x102, session->l ogFl ags = 010001
192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 |
268435458 rul eAction 2 rul eReason 0

0 Logging ECF as part of session delete with rule_id

I O Starting authentication (sfAuthCheckRul es
, geo 14467064 -> 14467082

I O Retrieved ABP info:
I 0 abp src
I 0 abp dst
I 0 matched auth rule id = 130027046 user_id =5
I 0 new firewall session
I 0 using HWor preset rule order 2,
ilter rule O
| O HitCount data sent for rule id: 268435458

I 0 allow action
-1 1 1 deleting firewall session flags = 0x10001,
-1 1 1 Logging ECOF as part of session delete with
n 0
0 deleting firewall

session flags = 0x10001, fwFl ags

0 Loggi ng ECF as part

of session delete with rule_id

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 | 0 Starting authentication (sfAuthCheckRul es parans)
with zones 2 -> 2, port 64773 -> 53, geo 14467064 -> 14467082

192. 168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 1 0 Retrieved ABP info:

192.168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 1 0 abp src

192. 168. 19. 1-64773 > 8.8.8.8-53 17 AS 1-1 | 0 abp dst

192. 168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 | 0 natched auth rule id = 130027046 user_id =5
realmid = 3

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 |1 0 new firewal |l session

192.168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 | 0 using HWor preset rule order 2,
"Inside_CQutside_ Rule', action Allow and prefilter rule 0

192. 168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 1 0 HitCount data sent for rule id: 268435458,
192. 168.19. 1-64773 > 8.8.8.8-53 17 AS 1-1 1 0 allow action

pedjpk) Slo LoJé

odssu ubwdd VPN JJsuosd v wed eds
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