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oIy ould pwlzdc Spdu vouse wygsue HSECKI syl
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oSSy uyesue HSECKI wdlissl Jeold; lelss [dwgzsolpeydle pelde 1Jz)e ledloss
lbJl§ IJgolo Jeedd IUloelzss.
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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hsec-licenses.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hsec-licenses.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hsec-licenses.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hsec-licenses.html

1296 6. ©283 pu U196 1o 2sue 999,50 wHuoS> P92

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts | Inventory | Converlo SmartLicensing | Reports | Preferences

Virtual Account: sdwan-lab =

Genera Licenses Produ Event Log
Manage License Tags License Reservation... (b Show License Transactions
[ License Billing Avallable to Use  In Use Substitution Balance buens
@ Rouler US Export Lic. for DNA Prepaid 1 0 i #
Bl Je sw9d) ks wogsue 19 I 1diuass uwldol (lze)) Ssorzs Sog 2lds pe Lusd wagsoo Cisco.

By Name By Tag

Advanced Search v

Actions

Showing 1 Record

% adigks: sde, o 03l IUsdsd lud Bpo wldBded wuinle o gsue HSECKO 9 Router US Export License for DNA oo e

loold oo [Js puwle bloys woldz yoeu zuvly Smart.

S0P wUbEsd IUpszo

2288 pu 10 1Jpsze 929> £Jis IJsuoe 1Uds a0 9228 Idoedp wluweesle lzs 1Jisle,.

<tfroot>

show pl at f orm sof t war e devi ce- nbde

show version | include node

pC;UZ

<#root>
Router#

show pl at f orm sof t ware devi ce- node



https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

Router#

show version | in node

Router operating mode: Controller-Managed

S pIgks: 31 Jlo s og IJoubgsd $9s 1ds 9uoe Joedpe Idslos: Bde wodd IJpsze 1Us 11,6 9208 Idezde wluwesle

controller-mode enable IJie.

IJodssu

IJiuvdse g IJloe,ue lJs CSSM

ad sy Qg 1JOBd 99 s 08I0 URL Ilda luags  CSSM
IJgb9s 1. §p wodsso vae IJudd Iduoese 9 URL.
<#root>

cEdgett

config-transaction

cEdge(config)#

license smart transport snart

cEdge(config)#

license smart url default

cEdge(config)#

conmi t

Commit complete.

% ad\chb 131 Il IJpgao Sew9s 8Js Blde prd 8§ wol Swpe dgp U|_9|pJ IJ>dse Jdusd _9&u5|u URL 35,odu wdysuol

1Jgb9s 2. w283 pu cudSd IJogssle wubdd Lozse:


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

<ffroot>
cEdgett

show l'ic tech support | begin Smart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<<K<KKLKLKLKLKLKLKLKLKLKLKLKLKLK<<<<< Thi s nust be Snart

URL: https://snmartreceiver.cisco.conlicservicel/license <<<<<<<<<<<<<<< URL nust be pointed to snartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

% adlghs: swp wouuvsb guslo URL IJIVG e, )luos oddlssl 9dl s 2lzé Jogssdo.

10Ul UaJ pag ) JeusE sd adisd et

1Jglo9s 1. louis Hesl ppsil 220l

W2pu uSw IJeuwle Idbloss e 89> IJestsue: loodd IJs edlps IJowsse E 91ud) 998 ) ppsl B¢,



Virtual Account: sdwan-lab +

I General Licenses H Preduct Instances Event Log

Virtual Account

Deseription:
Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

Token | Expiration Date Uses Export-Controlied

o Records Found

The token will be expired when either the expiration or the maximum uses is reached

1Jg 096 2. ledi pedsple Ires 1Jppss IJzas>:

Created By | Actions

No Records 1o Display

190 9: 9,09 w92 Jel swp luvesle Ises IUpess Jo.

lowole IJuadless wes: £33 Ilsle IJos sdso Bsol 1Ue5 1pes) woldel Jouwesdle IJpoucele.
Iz IJIGuos. £33 Iluwegslele: Iz IUlGuos Jess 1dluvegpldle Joes 1dpes). lgoshs.

lds po 0 sl 1doslz SIdagda dig 1dacadsy. 9lJl BuwsBUid wuvesd IJosgsuo Op lod) W98 lauils sas pag).

) #ITES: Lowos Lodless Ioes 1eess £0s 1J9u09d [Js 10z IJIBuas Jdluweesle 19 lowole 1duaJless.

% adlgss: Jojso pu ldpedyple: lowdd IJs wzlis ouoss, oo Cisco.

1Jgdo96 3. lowg 1) 1Jpes).


https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html
https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

louwe 1es Idpess 1Jss wp logblde JJws 1Js 1Jelldbs. el o couodd IJs g8 > ao 19 $29sl B 1)) 11,6 IJuoés)
o uwduwdd Ies 1Uppss

Virtual Account: sdwan-lab =
General Licenses Product Instances Event Log

Virtual Account
Description:

Defauit Vinual Account No

Uses Export-Controlled Description Created By Actions

ODRIMjgOYWQIMDk... B 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk® Installation ericgar

The token will be expired when either the expiration or the maximum uses is reached

Download

Revoke..

ool Joudls & oo cEdge s CSSM

U lzd @986, IJodss o Jluwedsle wotswe Sture Jdlus eds IJouoss): sew lu sése CEdge Llouble 1Je 36 pg CSSM.
Cldouwes Jdpuolrs: suvegse CBAgeld, e ldepss 1U3s o lugblye eds CSSM B 1Jglogs IJuwlo$s.

<#froot>

license smart trust idtoken TOKEN | ocal force

pC‘;UZ

<{froot>
cEdgett

license smart trust idtoken ZThj OTl nV2Ut M Q2ZCOO0Y] | ILTgwNj ct Zd xZj | zYj Zi YmVnLTE2N] MONj | 199AM gy NTh8 YWV

wes logile IJeds puluing. oo, Iduuedle IJleuold  CSSM.

<#froot>
cEdgett

show | oggi ng | ast 50



<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key

*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp
*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully i

U"Céé a0 gl g?dé\a Joodls 10y 88

S2dd pu sk £ vele louble 1Je@s. 903l sgus luo spdo Jodsd IJesisue 1J9ue9d |Js CSSM.

<#root>
cEdget

show |ic tech support | begin Communication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

) 2B [31 51> £33 1B Linde lowdd 1Js Buwe Iuuweduuld IUisble sl odlzol B 03l 1 ucus.

Lo 1Jeg ssd

g 030 IJudbs: sop logile 030 196 9JIJo omgsue HSECKI Es) puweedp s Il szad o3l Jive pbdoo Jogsse bdo
IJeszo lJs CSSM Clgwesle IJestsoe. Jede Idesésuo: $p vouvésd bdo 1Jogssd.

<tfroot>

cEdgett

license smart authorization request add hseck9 | oca

IJgwedle:

<tfroot>



cEdgett

show | oggi ng

i ncl ude SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

B uwed lpsle IJostsue 103ds: sop b pedsele bdu Iesgswe B 2lds 1zlzs 1s eiss po 1pedsple.

<#froot>

cEdge#t

show lic eventlog O

ECR R

Event
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18

Lo

21:
21:
21:
21:
21:
21:
21:

g s
11:
11:
11:
11:
11:
11:
12:

41.
41.
41.
41.
41.
41.
06.

ISz B3 a0 O ek

538
552
576
576
641
641
119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati

ould weup Idle, JJozdd eel 131 Il IJestsue eesd)l IJlu sop wodisbo wudd Lorse.

<tfroot>

show | i cense

show | i cense

show | i cense

show | i cense

pC;UZ

<#root>

tech support

aut hori zation

sumary

usage

begi n Li cense Usage



cEdgett

show | i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <<<<<<<<<<<<<L<<L<LLLL<<

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

cEdge#

show | i cense aut hori zation

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Stat us: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC <<<<<<<<<<LLL<L<L<L

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zati on type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show | i cense summary



License Usage:

License Entitlement Tag Count Status

hseck9 (DNA _HSEC) 1 IN USE <<<<<<<<<<

lowdow &8y pouad lds CSSM

clJogwes Jduvedle IJos sope wzasdol IJs 1dogle 2 $dsu 1Jsuosd Ids Iloe,ue €8y puvede vor Spdu lple covse

IJosleswe Idos sop ldeede Ssol gu bisd IJouoss) pe 2o peds J SLAC gds CSSM.

% adics: JI oolbdo 030 1dbys86 woe wdJ 19 p2a> p98E 91> p92s 33s (URL) LolJe.

lodhls £Es Ut sua atds

B uw Idzuwle IUbloys 1Uss soslzs Bso ldosgsuo: loodd s saedia ldaiag > e ssd 1dag il 1dag gp o 1Jag gua ol

entral = Smart Software Licensing

Smart Software Licensing

Invantory

Virtual Account: sdwan-lab + /

Praoduct Instances

Authorize License-Enforced Fealures...

Name

g uasd gds agdsale CEdge UDI

[

Product Type Last Contact Alerts Actions

No Records Found

sobdo 2z Josésue Upeds perd 1Jzols IJw,s> (UDI) o cEdge. show license udi i, IJouiésd JJeuesd eJs peyd

IJpuoz (PID) 9lr8e IJouwdusds (SN).

<ffroot>
cEdge#t

show | i cense udi

UDI: PID:C1111-8PWE,SN:FGL2149XXXX

ads CEdge UDI G sz 'zEs



2 B I 98 wogwisé SN g PID py cEdge. 1o §) 99,9 Next (1J=ids).

Authorize License-Enforced Features

STEP 1

Enter Request Code

device to enable the features, Learn More

Generaling an authorization code here is only required for devices that do not connect to the Smart Software Manager directly, or through the Cisco Licensing Manager, to report the features they need.

Single Device

w

Eniter the identifiers for the device to be licensed

Display Name;

U

Serial Number: | FeL21a9000q
PID: C1111-8PWE

Host ID:

MAC Address

Virtual ID(SUVI)

You can use the ‘show license udi’ command o see the identifiers for a device

Sr g g U&J\téua e pugsa ze

Cancel

wpl luo 2ol sles Blu 1Jesgsue 1dpeess 09 9l [dow 1)8e Vs Ipywe. olds po e3p welo) IJess IJpe9ds).

Authorize License-Enforced Features

STEP 1 v STEP 2 STEP 3

Enter Request Code Select Licenses

Review and Confirm

UDI Serial Numbser: FGL214991A9

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased

Router US Export Lic. for DNA

U.S. Export Resiriction Compliance Mcense for DNA based Routers

S GsE gl et sue

Available

1

Reserve

Sedu lu sdsu veg 1Jzob lel wuss Idubeds 1U)3ps8 (DNA) B Ilgsls I9 puzlws DNA. s03l so98 eds u9g IJestsue 13s

e Uinlgo.



oelect a Device Type

Some devices could not be identified based on the identifiers provided.
Please select a device type

Device Type: DNA On Prem

Unidentified Devices:

Device
Search

-

SN FGL214921A9

PID; C1111-BPWE

Selected: 1

[ you want to enable features on different types of devices, you must perform this operation separately

for each type

ol 893 10 s6d

Olee IJedsso 9lud) 99§ ladils e Idad ssoa.



Authorize License-Enforced Features

STEP 1 » STEP 2 ~ STEF 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

UDI PID: CHN-8PWE
UDI Serial Number: FGL214991A9
Device Type: DA On Prem

Licenses to Reserve

License Total Quantity to Reserve
Router US Export Lic. for DNA 1
WS, Export Restriction Compliance Ncense for DNA based Routers
Cancel
@oigd SLAC

SpJu wuisd SLAC Jpd Iy uuugo 1Js Ieldbs.
ot SLAC 1Js cEdge

ould odlws ¢sble Juuwg pJ SLAC |Js cEdge.

© g ped Iluo USB:

<tfroot>
cEdge#t

show file systens | include usb|Size
Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 di sk rw usbO:
cEdge#

dir usbO:

Directory of usb0:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Back Generate Authorization Code



Aut hori zat i onCode_SN_FGL2149XXXX. t xt

15598043136 bytes total (15596658688 bytes free)

cEdge#

copy usbO: Aut hori zati onCode_SN_FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy 1in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

o oluwodsle oduss vManage po ¢JIJ Control Connections. loo$d 1Js Gdd Wdad<ile wso cEdge s vManage JJze9d £Js
e3> pu ldpedyele.

e SCPIFTPITFTP 8 gluw 1Jg> 6.

cloga SLAC

Iwogse luwes)b 3ds Josuse pJd SLAC B bootflash.

<#root>

cEdgett

license smart inmport bootflash: Aut hori zati onCode_SN FG.2149XXXX. t xt
Import Data Successful

Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6bb57e

IJuwedlo.

<#root>
cEdgett
show | oggi ng | include SVART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

cEdge#

show |i cense eventlog 0O


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

JORCRCON JORONCR
Fededet Ok

Event Log ***

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED

2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

SLAG 0 BT I

Ipwegse IJip) 0duwe 1Jp9z9> Bis 1,586 IB9,s6 JJozdd pel Il Jlo IJostswe povel wuvdd Lozse:

<#froot>

show | i cense authori zati on

show |i cense sumary

show |i cense tech support | begin License Usage

Bl Iy IJeowse pozsel Sl IJesgsue [eszss Bs IJeuwle Idbloss swilss oddlissl gus ot e 958 wpe 1dg 2 1daiz

Virtual Account: sdwan-lab «

Licenses
By Name By Tag
Manage License Tags License Reservalion... G—’ Show License Transactions Search by Licens a,
Advanced Search »
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
= Router US Export Lic. for DNA Prepaid 1 1 - (1] Actions -
Manual Eniry
MIA CB000-HSEC: 1
DNA On Prem = never -
hiavwwing 1 F d

Isuol B edlps IJowasy abedls 1o Sop )02 ped9ple UDI gl 06 o cEdge. 1o, W98 IUbeld Jdeuesd eds piss po
IJeedsple 29d uolisuo IJesésue.



o0 Software Central > Smart Software Licensing 1B Cisco Systems, TAC -

Smart Software Licensing Support Help

Inventory Convert io Smart Licensing Repors Preferences On-Prem Accounis

Virtual Account: sdwan-lab -

Product Instances

Authorize License-Enforced Features... £> Search by Dev by Product Typ o,
Name Product Type Last Contact Alerts Actions
upi_pin:cii11-8pwe; upi_snFcLzi I} DNA On Prem 2022-Aug-19 05:43:12 (Reserved Actions ~
Shawing 1 Record

Lizle <o HSECKD

Iuwdse e Uloesue

2ldsle I $92 codss B Idsuse 1Uss wop bhoo wsluubs 9236 IJoede Jhzle wogsue whbud Es) powads 19 gs) pouods.

<#root>
cEdgett

license smart authorization return [ocal online

Operation cannot be completed because license is in use

cEdge#

license smart authorization return |ocal offline

Operation cannot be completed because license is in use

JLlJé covse IJesgsuo: sdie wéss) IJpsee lJs IUsuoe 1Usles.

<#root>

cEdgett

control |l er-node disable

Disabling controller mode erases the nvram filesystem, remove all configuration files, and reload the b

Ensure the BOOT variable points to a valid image
Continue? [confirm]

% pIgES: 5955 wess) Idsuoe 03l 1Js blds wdssy SD-WAN IJzlds: 900 Idpuwoeuws wuss lle uuwt lzeslbs



% JJodssu B pdlo Tpo. suwles 309 B lehs luuvle "louoldle Idoede” s0s wdd CEdge o6 18,6 [Js 1dsgoe 1Jesl
w9luwbo 9236 IJegdpe.

weer lu oo IJpszo B Idsuoe IU3les: szw IJ8sle voeue Idedsss Uluwluvs JJewesd eds ledluss 1dsuesd 1Js
IJloe,ue 9ed wble lgwe Ipzld (DNS):

o odysu euslu IPsBule Jslgos WAN

o IJblgs gds 9lgos WAN

o odysu puwl IPIGG,los

e opJdsu DNS

e oJdysu gbe DNS

% adicks: suuoese IJssoe 1Usles 1Jie, configure terminal JJs o9 1Js 9uog [Jedsse: wadl pu 1Jie, configuration-

transaction.

% adigds: Jl spolz Idogog IU3los s lole wessile sosdl po 3JY: sep pdb i@ odsu we lplse B pdd IJodssy

IJzbs wuvésde.

Ipweese el ppssl po v IJeuwle IUblo)s e $922 IJe,ésue HSECK9 1 Cisco DNA 1Jss sep ldozde Bso gus

IJouos8). S 2lds £30 9293 1ps pes) wublo: Sp wlodile )e) pps) 28

IJod Idlp)le wbwo 1Je9zes s cEdge Jluuile &@86 p logildol pg CSSM.

<#root>
Router#

configure term nal

Router(config)#

license smart transport smart

Router(config)#

license smart url default

Router(config)#

end

Router#



license smart trust idtoken TOKEN | ocal force

Router#

license smart authorization request add hseck9 | ocal

~ pITES: 1w ogae wBuw 119le) 19028 pu Sud JJordd po wpdso we IJudd Iduoese seuslo URL IJglo
Ndpowodod 103ds sldpld loile IUe s wogle.

weer Wopld Idleold: Gp wlehs 1o gsoe 1Js 1Jzlsss B [zuwle [dblo,s.

<#root>
Router#

license smart authorization return [ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code: CmJHgn-5CFUkd-effkCh-4XqCpQ-SgK5Sz-fQFfM8-6qH7MA-33hDbX-sXT

Juvedle.

<tfroot>
Router#

show | oggi ng | include SMART

*Aug 18 22:00:22.998: %SMART_LIC-6-AUTHORIZATION_REMOVED: A Tlicensing authorization code has been remov

Router#show 1license eventlog 0
*%%% Eyent Log dedeh
2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizatio

% pIzEs: §0 Ludd IJp9zo 06 18,6 1Js IUsuoe 1J3s was)o 9236 IJeede wluwegsle controller-mode enable 1Jie,.

lowdow €8 pouod
Jlousle e Ibzle: sze o sdsu 1desze s Idsuoe 1U5los. 1dpd IJiuwdsw g Uluesoe Jogss) Isuoe.
Iouile dga \dlugle

Sdie J9s Idbzle JJodd po wors IJestsuwe IJpeess Ss CSSM wluwedsle IJegasd Ideeds S 1dpsze.



<#root>
Router#

license smart authorization return |local offline

Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Q2Yt w ZhSLg5- bDFw7e- WWf 2- QwvBed- 3MBRcT- f Ff Gen- X6e <<<< Copy the string

13108 gz s
loodd s eisdic Idaciag > Jg st > 1518, 1duad uel 1dUE)E 1d3s @a Ousge Jdy ad 1asge S0 “hsd 13038 1z ).
Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Retum Code generated by the
Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-hDFwTe-VvWgf2-
OwwBed-2MaRcT-fFfGen-X6e

Remove Reservation Cancel

sbo, IJIgbl, egie wes 1038 a3 Weut sue puluiné. )6 1e)s: lowdd [Js Eades!a > 15108 > 13106 s,

lJougvsb - od ceole IJs lglhse wepsdt

od sdjp lehs cepsd eds 1Jlobes 1l wl s |SRAK/ISRIK/8300/8200 JJis Swys e de9d 'License Feature Hsec's

Jle Jsuw ould zles IJs lghhé wepsd pe CLI ‘License Feature hsec'. CLI $lod JJdobosd b b ldssoe 1Uslos. b SDWAN,
Ssdip lebs IJozpsd wes 3JY oowse HSEC el e, Ilucsoe 19 390 louald.

od Lozt lwo Vs 1JIub pé 1wl uss [Jpuwewss 1Us 8500, sdjp lelss cepsd 2os Sop wuuisl HSECS

ogp: wobdo glisds IJuble Il us 8500 |ghs wzpsd B 9uoe IJoedp IUslos 19 9 0e 9256 IUwedp.



od sdjp lehs wepsd JJdouussb IJpuuuyy JJoluss (hsec) JJbb,l; C8000vS

Il Jsuw o8l sbbd 1Jesgsue "es) puvede” 993! JJouoese 1Jeozss eds C8KV. sJJu szuad Izols eds uves
pElJed £ £22938 poluind wed v use HSEC.

od weulz s lghé wepsd lJoouvshb 1UJlg g J CSR1000v J HSECS
JIc oyzsd cugivsb hsee Jl selbdo CSR1000V Iglsé wepsd.
od Ludod lehss 1Jozpsd 09 b wo Jig ole SDWAN 9.5, SDWANS

Jl ooy Ioole SDWAN 9¢.s, SDWAN Bspl seedd wopdso HSEC pgoduds oplpl.

Vs 9,28 SDWAN: sdjp lehs wepsd Jopdsulougivsb hset wsupl B 9,08 €55 SDWAN: o g9, CLI ‘License feature hsec'
wopdsolougbsl hsee gds 1Jzols. Jl sdie lel»6 wepsd eds 1o es IJluwlusé CSR1000v 9 C8kv B 908 SDWAN.

od subud o3llsual gds Ugle cougish oygsuo hsect

SpJdu LilJs couse ogsue hsec B 9 o £s) SDWAN. 90¢ 3Jd. Jl spdu LlUs cowse ogsue hseclouls luvegsle 1Jps ).
Sew eds puwedsp websdildéle cugvsl oitsue HSEC Glgwagsle CLIMJl 0oz psié wogsue s Ideluss” slehs wresd
IJzol3 JsJou IJesgsuwe B 2lds "esp Iluuwesle” &p wae 1Jie, Uningtl. o)gsoe hsec [51Js IJocwse” Bs 9 o8 SDWAN ¢,

03890 wbyl Jogd) websd 1dpes)s. 9pe 3JY: Jdpuweese esh IUloodld IUs IUyuoe 1Uslos slghs Idoowse Jed wirsd gus
lJozsslo 1Jpee )96 pg wessle IUgog.

Jozdd pu lduors
lvegse o3l IdGuwp Joldss god IJodsss wuvdd Lozse.
I9lp, pdisrs

Swp 9L lple IJezdd B JJ ¢bgs JJiuwldse eu) Iloe,ue 19 390 leuolJ.

<{froot>

show |i cense tech support

show | i cense status

show | i cense aut hori zation

show |i cense summary



show |i cense history nmessage

show | i cense eventl og <DAYS>

license smart clear event |og

license smart sync | ocal

license smart factory reset

lowoduul IJigble gl oJlzol

S99, 03l 1JBuwp pedsple spdud lgueeslpol Jlpwed bl Tgble IJodose sluadlzol.

Sewps "Idesgswe Isds wluwegsle Iuusluws" eds Idlouald Il solss Idleglo wso CEdgey CSSM gu) IUlue,ow: pu lzd
oubd IUIGLle 9ldpuoldzs Idos odod IJouwesd zdw IJosésue.

ould usobissole yulisgs Jl ouwpz woubd IWuwlsd wuvdd Lozse weo Idizess.
IdpubdJle Iublsg s
CIDNSJ sgad

JJso9d |Js smartreceiver.com. sgo iv sJse cEdge @l eds ad luwpe peld. slJlc Jl wop oszes guslo URL |Js IP p9z0
ssid IJleuold. sbo, o3l 1Jgbl gl3é wes pelads louble 1Je 6.

*Aug 18 20:45:10.345: %SMART_LI1C-3-COMM_FAILED: Communications failure with the Cisco Smart License Utility (CSLU) : Unable to resolve set

olds pu 929> louold IP oldlue,ow.

<#root>

ping 8.8.8.8

ltovl louald guslo URL JJwe 8@ ppl 131 Jlu DNS sg0J i9 JIBlep eb)y wy9099d9d Huwlisd Idozde B IUloc,ue (ICMP)
w9luwbs zols ghes wluwwgsle wyulez Telnet |JUs soslo URL wodl oo 3JY.



<#root>
pi ng ci sco.com

tel net cisco.com 80

Bl ogud IUlEooh $p wodssy ¢bpe DNSsopdsy wedsd DNS.
<#root>
ip domai n | ookup

ip nane-server 8.8.8.8

Bl de sdu pu Idpedo wdssu ¢he DNSEhes: $p wodsso wedsd DNSIdeeds Ss IJeszo.

<tfroot>
cEdgett

config-transaction

cEdge(config)#

ip host snmartreceiver.comA B.C.D

cEdge(config)#

conmi t
% pdizE: |3l Juo weles IUs perds gulsso IPIJos ouvorzsy lJs p9 e smartreceiver.com: W §pe woyigsd nslookup
<URL> I, pu zols sgpd woble IJousésd Windowslg Linux.

S g JI 59,08 wogss) 288 DNSIJpzdss ub)l Jive sedu io cogs) golssu IP1JElL08 wldpuvorsy o€ 09,
IJsdw: 9dl vl Cisco Lldogss).

obo, Huwlds IJgbl IJuslisgs Bs uwed Ipsle 1desgsue 1J3ds (SL).

<tfroot>



cEdgett

show |i cense eventlog O

JORORCNON JORCRONN
Fededet o e

Event Log *

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#froot>
cEdgett

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

dad o< SD-WAN J DNS

o puvdJs ppleds Il Jloe $lises [dogde Bs 1Uguo9d (ACL) IJLoenss Bs ob§ SD-WAN weug luvoglole DNSIJl)s6.

<#root>
cEdget

show |i cense eventlog O

JOYO

EVent Log Tededen
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

Tedkehk

<tfroot>
cEdgett

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

olds pu Igwelz w306 DNS B 980 IJouuzsd-

<#froot>
cEdgett

show sdwan runni ng-config sdwan



sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp

al | ow service dns <<<<<<<<<<<<<<<<<< MJST be al | oned

allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

£090 URL Jdodd £ o uezet

olJouwes Joewsole Greenfidd (IJz>s26): sY9o woe IJudd IJIGo,los o9 i516 Cisco Smart License Utility (CSLU).

<#root>
cEdget#
show |i cense tech support | include Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:



<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: cslu <<<<<<<<<<<<<<<<<

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

IJigble I ilisgs B Iduwedle.

<#root>
cEdget#

show |i cense eventlog O

oo

3 EVent Log ek
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
cEdget

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

~ 2 I sep 58 CSLU s Cisco SD-WAN (Cisco vManage) 9! sedo [uuwaésle CSLU JJluJIg g0 luvessle IJe)ésoo
Jeosdle pooele lJoszse lJos oop ool wgluulbs Cisco vManage. Jeojss po ldpedsplo lowdd IJs 48 Cisco Smart
License Utility (CSLU).


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

Be wodasu guslo URL IJIG el os 5use IJodd JJgled 1033s $295! 92lsd louile 1Je@6 Gluwagsle 105 1Jpess e6 Tes.

<{froot>
cEdgett

configure term na

cEdge(config)#

license smart transport snmart

cEdge(config)#

license smart url default

cEdge(config)#

commi t

$dsp 04 SD-WAN <z HTTPS

Suwow louald IJesgsuo 1338 [Js pods wu9e9ded udd Iduue IJouvgws IUles (HTTPS) 443, g ldelds: 131 $le owd§ SD-
WAN ceb, lgwoglolo HTTPS g6 Suwsdvd IJouwesd sbde IJegssd sluvely odbs) RUM.

IJg bl IJuslise B Idgwed suwed IJizsle.

*Aug 18 20:59:44.914: %SMART_LI1C-3-COMM_FAILED: Communications failure with the Cisco Smart Software Manager (CSSM) : No detailed infor

olds o Iduwplz wg2p6 HTTPS Gs w9 § SD-WAN B 98¢ Idouwesd. Bl Jp oo I3 Sluwezsl Jo gzlad loile 1Ue 96

Nawegsle 10,05 1depss p26 is.

<tfroot>
cEdgett

show sdwan runnni ng-confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server



vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

al | ow service https <<<<<<<<<<<<<<<<<< MJST be al | oned

no allow-service snmp
no allow-service bfd
exit

$TEL £ Wgaled 10E g 0o URL 19 IPs s 10aceid 443 10¢)ua < CSSM

BBl JIoe woss IJe9de cunwese 2l 2plsé Jdoedp Bs 2,96 1Jpu9) Belds pu e3p 2l Ipuds 443 |Js
smartreceiver.cisco.com. louod w88 2l 1Jzelss 19 wpsd) 306 IUluc,ue (ISP) Jpiss pu IJozdd.

e0 IJpszo.

<#root>
cEdgett

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

U puosd op0 VRF.

<#root>
ericgar@cisco$

tel net smartreceiver.cisco.com 443

Trying X.X.X.X...

Connected to smartrecei ver.ci sco.com



Escape character is 'A]'.

IEola ang ass Jdloe o

B weue Iduwsubssole IJos s9zs Bsol 19 pu slzos. sdyid IJlouold o CSIM: spdu wéss) 9lzoé puos) HTTPIJs is

9lz0d pu9d,6 VB IUpszo.

<#root>
cEdgett

config-transaction

cEdge(config)#

ip http client source-interface | NTERFACE

cEdge(config)#

comnmi t

pedyple slo Lodé



https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/products/software/index.html
https://www.cisco.com/c/en/us/products/software/index.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



