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ip sdwan route vrf 1 0.0.0.0/0 service sig
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v Configuration

Add Tunnel

Interface Mame (1..255) @~ ipsec

Description @ -

Tracker -

Tunnel Source Interface @~ GigabitEthemet]
Data-Center Q) Primary O Secondary
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~  Advanced Settings

Primary Data-Center (;) - li:j
Secondary Data-Center @~ D)
Zscaler Location Name @~

Authentication Required (E) - on OFff

XFF Forwarding - On Off

ool IJoslole sl s odélss!

luB) W99 edb gu IJluwole.

wey Idluwole pu wdysu Y9lde SIG: szw wbus@ol Loeu VlJw IJzol). wode IUb,s96 swpe
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JIJpld 030 IJgbsle luodd IUs IJodsse > @9lde > Blde 1Jzol eds edle udlb 1u@,) 999
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1. ozo Jueds VPN Jdodd sldbslyé
2. ol $ldo wlws loe,ue T,ooé.
3. eds wolws IJlue,ue Idlews e Cisco e3> $lde psj6 SIG IUuozse pu 1UBlses 1JpouwsJs.

Transport & Management VPN 1

Cisco VPN O * cEdge_Base_Zscaler_SIG_Transpart_V.. = Additional Cisco VPN 0 Templates
Cisco BGP
Cisco Secura nmemet Gatew, H > -] -
W | ctdge Base Zscaler DG IPsec - i Cisen OSPE
cEdge Tscalor SIG IPsoc Featune Cizeo OSPFV3
M Interd i Tesngiaty
o S R St cEdge_Bass_Zscaler_SIG_WPssc_TLOC_Ex " e

cEdge_Base_Zscaler_S10_WPaec_tac Cizoo VPN Interface Ethernet

Claco VPN Interfaca Ethormat Ciseo VPN Interface GRE

cEdge_Zscaler_SIG_IPsec
Cisco VPN Interface IPsec

VPN Interface Gellular
VPN Interface Multilink Controlior
VPN Interface Ethernet PRPOE
VPN Interface DSL IPE

VPN Interface DSL PPPoA

luolds Bldw SIG gds BlJw IJzols
oo 9lde luolss

4. s pusgle Cisco SIG
5. 22 8ldo vaslule lgwpls SIG IJuozsz pu lJBlsed IUpounsJs:



Tenant Choose... -

Security Policy Choose. ..

Cisco SIG Credentials * o '

cEdge_~Zscaler_Credentials_w1 o

Cisco=Zscaler-Global-Credentials

$ldo SIG Joslole Ilgepls

o) B9 wedse: Idyzle pdlzbo ol 31 Jlo Bldw Idzols 1Jglue Y evlho g0 BlJw wuvb
luwedsle IUgbsle IUSsluvss Jrog ldodssole geds Blde wyil.

lJozow pu lduoes

SpJdu lple IJoedd lovle pelsus Idodsse loule Iduoéb sds IJoésslo: ol szo pdlzbboo
09:

secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>

o0 03l lJpold spdud v oms o IJouopse vuvblds s o Ilvogsl

<#root>

ha-pairs
interface-pair

Tunnel 100001 active
-interface-weight 1
Tunnel 100002 backup

-interface-weight 1
interface-pair



Tunnel 100011 active
-interface-weight 1
Tunnel 100012 backup

-interface-weight 1

Ive slow 1Js Jieb 1Jpjss pu ldodssule wpo |oldwel ped crypto ikev2 pofiles and policy:.
Swesd 8o swsl po Tunnel1xxxx. vrf weass 65530, ip sdwan route vrf 1 0.0.0.0/0 service sig.

2pse 030 IJogss,le os zie pu luudl SIG J IPsec Lluuagale Zscaler,

S9uoe 03l ldpeld Jswdss bbog) wdosy 9lzos [Juwdd:

interface Tunnel1100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

W& .>u_'9§ lJodgsule voglz g_J:s e9zolw Cisco Edge: spdud |uwegsle |Ji3|p_) JJozoy ppel 151
Jluo IJlgsdly 8ss Idogvgsd le JI.

<#root>
Router#show sdwan secure-internet-gateway zscaler tunnels

HTTP

TUNNEL IF TUNNEL

RESP
NAME TUNNEL NAME ID FQDN TUNNEL FSM STATE

Tunne1100001 site<removed>Tunnel1l00001 <removed>  <removed> add-vpn-credential-info

200

Tunne1100002 site<removed>Tunnel100002 <removed> <removed> add-vpn-credential-info



200

I3l Jo sbo,y Jssd 5p3 REP HTTP 200. o3l sgus lod wlzo puindJs woedd wddes 1p)9) 19
pdule IUgiysd.

JJo2dd pu 2lds Idslzole: [uwese 1Ule.

<tfroot>

Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  wup up
GigabitEthernet2 10.2.58.221 YES other wup up
GigabitEthernet3 10.2.20.77 YES other wup up
GigabitEthernet4 10.2.248.43 YES other wup up
Sdwan-system-intf 10.10.10.221 YES unset up up
Loopback65528 192.168.1.1 YES other wup up
Loopback65530 192.168.0. 2 YES other up up <<< This is the IP that you used or
NVIO unassigned YES unset up up
Tunnel?2 10.2.58.221 YES TFTP  up up
Tunnel3 10.2.20.77 YES TFTP  up up
Tunnel 100001 10. 2. 58. 221 YES TFTP up up
Tunnel 100002 10. 2. 58. 221 YES TFTP up up

JJoedd pw eldé ldpogdu: Bp wouldss IUisle, show endpoint-tracker gshow endpoint-tracker
records. o3l suwlesd gds wldss gusle URL IUss suwegspo lJposdu

Router#show endpoint-tracker

Interface Record Name Status RTT in msecs Probe ID Next Hop
Tunne1100001 #SIGL7#AUTO#TRACKER Up 194 44 None
Tunne1100002 #SIGL7#AUTO#TRACKER Up 80 48 None

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier
#SIGL7#AUTO#TRACKER http://gateway.<removed>.net/vpnt API_URL 1000 2



gedsle IJozdd IJig)s lJos spdod lJSesle ol os: :
JJolds oo 1o IJpszole eJs VRF wuus) [Js Todld IPsec: §po wouvgsd o3l 1Jle):

show ip route vrf 1
eubyé 1dpelods IJigs,6 o5 0.0.0.0 |Js 1JubwJs 0.0.0.0

S* 0.0.0.0/0 [2/65535]. Tunnel100002
[2/65535]. |Jued.$ 100001
10.0.0.0/8 gLly6 gu oIl B)ess peodds 94 Guodle Besé 9l §ugs

9Jp3s> pu IJoBrs) spdud ool IUlouold cldloeue slugile puwly cove Jdoedd pu
lJgbsle IJos wugdel 2,36 p)9) Idoslule:

<{froot>
Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<#root>
Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1 EE

2

<The | P here need to be Zcaler |P>

195 msec 193 msec 199 msec

<The | P here need to be Zcaler |P>

200 msec

<The | P here need to be Zcaler |P>

199 msec *



Spdud lJoeg9y pu slzole IPsec PU 9lzod IJpuwegspe lUyuw9pssé (GUI) vManage oo ¢JIJ
lJoudd eds zol Idgyuo > 1dzols 19 zoly IJp)l 9w > Iduveds (JJuves)le 20.6 gldlosble
IJlsJ.s).

« 2 lJpszoe IUElue o ooz IJobousd@le > 1Jslzole. :
« 2> Tunnel100001 sTunnel100002 Jg, o 2,98 09, 1098w IJBeds Is céuosoo JJ lbl,
Jpus pbdy:

——

lpwod ol IJIzble 9] odlzol
Bl de sYu 099 SIG B IJouvgsd: Wldsd IJgbsle 1UdJsds Jluwed ol 1JpuvdJs
sluodleol.

IJglogé 1: w8l pu IJigble Lluwegsle 1Ule, show sdwan secure-internet-gateway zscaler tuner.
eu IJIBlz 3l dlglbe ) RESP HTTP 401, Wluo suis) 1Us 929> puvdds Os IUpuol>96.

sedod IJozdd pu lUSse 1Jesess VIS Vo wslule lgepls SIG Jpg 96 ol I3l Jlue JJps
IJeos) b9 poocle Iduinsde uorses.

<#root>
Router#

show sdwan secure-internet-gateway zscal er tunnels

HTTP

TUNNEL IF TUNNEL LOCATION

RESP

NAME TUNNEL NAME ID FQDN  TUNNEL FSM STATE ID LOCATION F

LAST HTTP REQ



Tunne1100001 site<removed>Tunne1100001 O tunnel-st-invalid <removed> Tlocation-ini
r eq- aut h- sessi on 401
Tunne1100002 site<removed>Tunne1100002 0 tunnel-st-invalid <removed> Tlocation-ini
r eq- aut h- sessi on 401
Tunne1100011 site<removed>Tunnel1100011 0 tunnel-st-invalid <removed> Jlocation-ini
r eq- aut h- sessi on 401
Tunne1100012 site<removed>Tunnel1100012 0 tunnel-st-invalid <removed> Jlocation-ini
r eqg- aut h- sessi on 401

Jeis> pu lJouoese: Gp wopdsu o3 ldlsles: sldoes g0 sumlsd Iduwed Ipced§6 o SIG s
HTTP lg Tracker:

debug platform software sdwan ftm sig

debug platform sdwan sig

debug platform software sdwan tracker

debug platform software sdwan ftm rtm-events

o3l peld eds peele pu isle, wuoese IJigble:

<#root>
Router#

show logging | inc SIG

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI GL7#AUTOYTRACKER st ate => DOWN

Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunnel1l00002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry TunnellO0011l/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnell00012/#SIGL7#AUTO#TRACKER state => DOWN

Bp wouvgsd IJle, show ip interface brief 909z o w9999 slzos IJIuudl s 131 Iy ould &,00



Jigds Iy Jigusd.

<{froot>
Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other up up
Tunnel 100001 10. 2. 58. 221 YES TFTP up down
Tunnel 100002 10. 2. 58. 221 YES TFTP up down

w3 IJelds oo 30 9295 s publdd B wslule lewels Zscaler. spdod 151J6 9lz06 SIG pu $ldw
lJzoly 95 9¢g0l |Us 1Jp9zo.
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