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IJzJ

I3l Jp oo BJB! wusle glow IUlely Jlguegsle 1Jubolsé 109886 3losl 90,83 B@b crouw
suelds ldovwse 9ldeuuldd Ipeepds e 1Jsuosd [s 9lzed 1dpuuese IUyuuspss (GUI)
vManage v wou Idguolsé IJpuwoss [duodless: spdud [uwegsle o3l 1dzd pg yuolddé 95w
09.9¢6 Jlusl geJs vManage.

1. Os 9lz06 IJpuwegsp lUyuwspess vManage: loodd [Js 1L >lJlgsble > Guelss gbe 1Ugsyw

> lJuwelds &p lzdb o030 Idpgdyple Bs pdly pl 29d pouo9e Iduivols: gds ywesd IJpeld.
IJe929¢: cn=vmanage. ou=cisco sdwan. o=Cisco Systems. |=San Jose. st=CA. c=US.
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Certificate

2. Os 9lgos IJpwegse IUyuwspss VManage: loodd [Js 1L >lJlgshble > Gbolss ¢be oSy
> CSR 923> lugble Jluusle bdo w9dse Jvolss gxs> (CSR). wlds pu bgld 1U8se pu IJp9uo9e



lJ3s e wuwewo B 1Jgbys I wlo§é.
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3. louwe CSRIU3s wp luuble posel IJs IUpg5u 1dpsde JJouwe ldduod Jel 09 p9uoe B

Web Server Certificate 13 Jul 2024 12:30:30 AM

CSR

4. &p Bp wbeld vshell s3J ol peess IJpeiu 1Jpsde wluvegsle CSR Bs IJpdud gds

vManage uluvogslp vedsele pu lp) echo.

vmanage#

vmanage# vshel |

vmanage: ~$ nkdir web

vmanage: ~$ cd web

vmanage: ~/ web$ echo "----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | Csj CCAZoCAQAWDL TEL MAk GA1UEBhMCVVIVK Cz AJ BgNVBAg T Ak NBVREWDWYDVQQH

EwhTYWIgSnBz ZTEWVBQGALUEChIMNQ2I zY28gU3I zdGvt cz EUMBI GALTUECKM. Q2| z

Y28gUORXQU4X EDAOBgNVBAMIB3Zt YWshZ2UnwggEi MAOGCSqGS! b3DQEBAQUAAAI B
DwAwggEKAol BAQCRDdI KGUYuDwobn60PeDqf q96d+r 5z66VQBNBTBBhgwZgG57J7
Y YOy NF50Sh+b1x UEXb61 Wit q7qSHSzJhFDX0BaL4/ c9l | OQped3y DEI CEOl y3oH
y88yg7Tl Zj nme+j 81 092cRXNZLZ9YIW SOPWEF0Z/ 4Gn/5Q kukdAmLimkeKj OAD2A

4p&2sV8Qy+hnhUn8t J1r Kz(Ksj 2JJInD+i keZbXu36i ZvdKIB34i M2As s RbJhUFf

I Ey UAXO/ ONCGX Ogt Mhe Bnir QI DESs e OSuf v4b9AgVBAAGYIADANBgKk ghki GOWOBAQSF
AACCACQEAK2BenHnf YuWlagdc Yr ZJD6+uGC6f Nf | 6qqmvvIXEPFFWQF Phu8r ESy Y
K3qgf / ED+i CXEK/ hudnf 09vZ6gygMtP8a/ zN3+J3VMbz Ch6t n7viMD/ cyt cJONPt u
mMZGpDO+Xj ZDDLYNS6j | B+hObgXeYyQLt 4Qv/ s2H8j Phl Wit aV376E+S90318cva
7D7yp3Wtce5l t HS9ChKWOaex VsypAVAUSr DaVsf ShyU97G&2r CXgmvgRLJIdBwZof g

04qgsgr C8q&28auel@8XPa/ HQX pOWB/ Pxg70e91s59Je/ ETsMkR3vt 7agl eny XAJ
nal 67+T/ Q\LSIB2pQuPHo51MAS5wW==
> ----- END NEW CERTI FI CATE REQUEST- - - - - " > web_cert.csr

>
>
>
>
>
>
>
> uj UU7CBE0Z 1nF2SBC +f pf 7ze75dQRr BTOPA23QRobQEEG5WSMe+G / j D262 BCNg
>
>
>
>
>
>
>

5. olds pu gl CSR Luvdd Logse wluwogsle 1o, cat.

vmanage: ~/ web$ cat web_cert.csr

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | Csj CCAZoCAQAWL TEL MAk GA1 UEBhMCVWIMK Cz AJ BgNVBAg TAK NBMREWDWYDVQQH
Ewh TYWIgSmDz ZTEVWBQGALUEChMNQ2! z2Y28gU3I zdGvt czEUMBI GALUECXM. Q2] 2z
Y28gUORXQU4x EDAOCBgNVBAMTB3Zt YWshZ2UnggEi MAOGCSqGSI b3DQEBAQUAAAI B



DwAwg g EKAol BAQCRDdI KGUYuDwobn60PeDgf q96d+r 5266 VQBNBTBBhgwZgGs7J7
Yl YOyNF50Sb+b1x UEXb61Wht q7qSHSzJhFDX0BaL4/ c91 | OQped3yDEl CEOl y3oH
y88yg7TIl Zj nnz+j 81 092cRXnZLZ9YJIwf s9PWEF0Z/ 4Gn5Q kukdAmLmkeKj OAD2A
4p&RsV8Qg+hnhUn8t J1r KzQKsj 2JJInD+i keZbXu36i ZvdKIB34i M2As s RbJhUFf
uj UU7O5E0z1nF2SBCI+f pf 7ze75dQRr BTOPA23QRobQEEg5WSMe+G / | D262 BCNg
I Ey UAXO/ ONQF Oqt M Bnv QI DESseOSuf v4b9AgVBAAGIADANBgk ghki GOWOBAQs F
AACCAQEAK2BenHnf YuWLagdc Yr ZJD6+uGC6f Nf | 6qgqmvvIXEPFFW Y Phu8r ESy Y
K3qgf / ED+i CXEk/ hudnf 09vZ6gygMrP8a/ zN3+J3VMbz Ch6t n7vMD/ cyt cJONPt u
mMZGpDO+Xj ZDDLYNS6j | B+hCbgXeYyQLt 4Qv/ s2H8j Phl Wit aV376E+S90318cva
7D7yp3Wtce5l t HS9ChKWOaex VsypAVAUSr DaVsf ShyU97G&2r CXgmvgRLJIdBwZof g
04gsgr C8q&28auel@8XPa/ HQX pOWB/ Pxg70e91s59Je/ ETsMkR3vt 7agl eny XAJ
nal 67+T/ Q\LSIB2pQuPHO51MyAS5w==

----- END NEW CERTI FI CATE REQUEST- - - - -

vmanage: ~/ web$

6. wpuvlere OpenSSL: §p Lluyile pdele Juvolss 1Ugs, wluwe rootca.key.
vimanage: ~/ web$ openssl genrsa -out rootca. key 2048
Generating RSA private key, 2048 bit | ong nodul us

e is 65537 (0x10001)
vmanage: ~/ web$ |'s
rootca. key web_cert.csr
vmanage: ~/ web$

7. 3p wlouvle guol>s 1Upyze Idpuosd 13, wluwe rootca.pem 9oy dseol wluuegslp rootca.key
I3 op louilie B 1Jgbbgs [Juwluds.

vmanage: ~/ web$ openssl req -x509 -new -nodes -key rootca. key -sha256 -days 4000 -out rootca.pem
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN

There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue

If you enter '.', the field will be left blank.
Country Nanme (2 letter code) [AU]:US

State or Province Nane (full nane) [Sone-State]:CA
Locality Name (eg, city) []:San Jose

Organi zation Nanme (eg, conpany) [lInternet Wdgits Pty Ltd]: G sco Systens
Organi zational Unit Name (eg, section) []:C sco SDWAN
Conmmon Nane (e.g. server FQDN or YOUR nane) []:vnanage
Emai | Address []:

vmanage: ~/ web$ | s

root ca. key rootca. pemmeb_cert.csr

vmanage: ~/ web$

8.98¢ eJs CSRIJEluo wd pg Juolss 1Jpsze IJpuosd 1z sldpclz.
vmanage: ~/ web$ openssl x509 -req -in web_cert.csr -CA rootca. pem - CAkey rootca. key -
CAcreateserial -out web_cert.crt -days 4000 -sha256

Si gnat ure ok

subj ect =/ C=US/ ST=CA/ L=San Jose/ O=Ci sco Syst ens/ OU=Ci sco SDWAN CN=vnanhage

Getting CA Private Key

vmanage: ~/ web$ | s

rootca. key rootca.penrootca.srl web_cert.crt web_cert.csr

vmanage: ~/ web$

9. logwg Jolss 9986 23526 IJs 1o IJpsde Jdouwe sldduol. sedud [uwesle cat
Jeruo Iduwoel>s [Jpe9 9g6.

vmanage: ~/ web$ cat web_cert.crt



----- BEG N CERTI FI CATE- - - - -

M | DVj CCAj 4CCQDXH8d DhvL4DANBgkghki GOwOBAQs FADBt M wCQYDVQQGEWI V
Uz EL MAk GA1 UECAWCQOEX ETAPBgNVBAC MCFNhbi BKb3NI MRYWFAYDVQQKDAL DaXNj
by BTe XNOZWLz MRQAMEQ YDVQQL DAt DaXNj by BTRFABT] EQVA4GALUEAWMMHA mLhbnn
ZTAeFwOx OTEWV | wODUO Mz da Fw0 z MDEWVDQAMODUO Mz daM30x Cz AJBgNVBAYTAI VT
M WCQYDVQQ EwJ DQTERMASGALUEBXM U2Ful Epvc2UxFj AUBgNVBAOTDUNpC2Nv
I FN5¢c3RI bXVk FDASBgNVBAsS TCONpc 2Nv I FNEVOFOVRAWDg YDVQQDEWD 2 b WFu YW
M 1 Bl j ANBgkghki GOWOBAQEFAAOCCABAM | BCgKCAQEAK QBSChl GLg8KGh5+t D3g6
névenf g+c+ul UPDQUWQYYMGYBueye2CGPcj ReaEnt nBcVBF2+t Vp7aub6khOsy YRQ
19AW +P3PZZTkKXnd8gxJChNJct 6B8vPMbQ0y GY55s/ o/ CKPANEV52S2f WCcH7 PT
8BBdG& +BsOUCILpHQIi 5pHi 0zl g9gOKRt r Ff DoPoZ4VMPLSdays0Cr | 9i SZg/ opH
MAL7t +onb3Si Qd+1 j NgLJr EW YVBX701FOz uRNMBZxdkgQ@ f n6X+83u+XUEawU9D
wNt OEa®0BBI CcEj HPhv/ 4wQuswQ YCBM AF9P9DUHz qr TINAZUOCQXEr Hj kr n7+G
/ Q DAQABMAOGCSqGSI b3DQEBOWUAAAI BAQBZAI xV/ A / APOaws4PA/ / +QVMUs 9t +b
i 6l hATUUTdy QMOUQSSt G hWwpDsqnBoh86GXnmgox| F1D/ Untc OXHKVe K/ MzZr hz/ P9
USAANPGygCha/ TqQvPbSMKALH] 9¢Gc9389i 02AAeDQqneEcDgi e5uGs0OMIVBt h3V
DXpq8mygTj hgl Uyab4t x\WwXvQrZj +Hu2h2S4w / / us92KgE+Xc! j Neaky/ GEZgZ
j WNoWDgWeJdsnBhx2Qt eHHbDTahuAr VIf 1p45eLl cJR1kOI RL8TTr oWAST1bZCJz
20aYK4S0KONnTkpscuVI r XHkwNN6Ka4q9/ r VxnLz Af | J4E9DXoj pD3gNH

----- END CERTI FI CATE- - - - -

10. |uwos,b Iduselss |Js vManage. JJddsle w3Jdc oo gd 1ds 1JbLé >1Jlgsble > Guolss glbp
lJ9sw > lowesil 9Juod peess Idetio Idpdde Jduung Jel 09 p9 oz B 1Ju09,s.
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import

m Cancel
11. 1Bl Spo vepd JJ Ubse wuvdd Logse: sbo, VManage IJguol>s pewwd wugle" Jel 09
PILPT S [Ju2s)s.

Certificate Installed Successfully

12. iaﬂsjl.‘ w2l pu ldJuoses 3oid> oU I obse vedless [dguolssé wpe wedswo wogle Jel 09
£9uoT IS IJduoy,e.

mport

pedsple dlo LoJé

< logvle Jvolsé 2lbe 950
-,z OpenSSL
- IJdog e IJo, 60 | oule - Cisco Systems



https://sdwan-docs.cisco.com/Product_Documentation/vManage_How-Tos/Configuration/Generate_Web_Server_Certificate
https://www.openssl.org/docs/man1.0.2/man1/openssl.html
https://www.cisco.com/c/ar_ae/support/index.html
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