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IJues,8 1 - 1dyuwe Idotbsbs J9gas 1dpeldes 1desdss8 (CPU) 99256 peldes esdisé (NPU)
poubosy pu uvduwds Cisco 8000.

U oddsS 2jpd Vs pzo Cisco 8000 swp lg)le v woluwbos 9236 peldzo IUuvwJs (NPU)
sldos suwg gwol Gl lelbé wogso.

Spdulo 0dso ould 2lJs sdau Sesol IJE)L 09 038> IJzies: pel seus wrosd Ieies Is
9226 1Jpeldes 1Jprdjss Jpis> pu Ipeldzs 19 1dpeldes.

Jol 235 Lz 9236 1Jpeldzs 1dpyd5s6 (NPU) o I3l Jlo wpass pead JJ wad$ pbdyol leule
w29sd 1Jeied Ids 9226 IUpeldes 1psydsss.

* Bl wpdss pedd JJ w8y pbdycl Buuswe wzasd 1Ugjes 1Us 9256 1Jpesldes
IJprd586 0 ld 2306 08 IUeie Idpeds (LPTS): eds uvosd Ideeld: 2506 wi9e9dsd
lJusgso.

* Blde sdu opass perd IJ 0208 pbdyul zsuiss sop luuble 92 9sop wrasd IUzies
IJs 9228 Ipeldzs 1erdjss eds awvosd Idpelddloces (odlzss gips Sl p6 Idodle
(TTL).

Swp wz9sd IJgie Bl Jp oIy 02336 Idpesd: 1Js 9236 Idpeldzs 1Uperdiss su) uvwdo VLAN
>13Js6 pE oo weE W 1538.

Sedud IJoedd pu IJ po beldlo 229d LPTS 9z29J Traps wluwesle Igsue Ipts pifib o9z
b¢ld 1Jzol; 9lp, show controllers npu traps-all.

SEHUP I._Ji,oJ show Ipts pifib hardware entry brief [>zlJlw z>9J LPTS.

ouli sWwLoy IRz eds IUbeldle e owbé woygesded IJewlhé 1Ues9>56 (BGP).

RP/0/RPO/CPU0:8202#show 1pts pifib hardware entry brief location 0/rp0/cpu0 | include "Type|BGP"

Type DestIP SrcIP Interface vrf L4 LPort/Type RPort
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:20656 179
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:179 0
IPv4 any any any 0 6 Port:any 179
IPv4 any any any 0 6 Port:179 0
IPv6 any any any 0 6 Port:any 179
IPv6 any any any 0 6 Port:179 0

RP/0/RPO/CPUO: 8202#

s> IJle, show controllers npu stats all zesg beldle IJpdlsple sldeshble 1Jpde06.

oul sV IRz eds Idpsgdle ldos oblo@ 1dge vluweoule dJ 1Jpsgdle Idos oo,



Wby B Idzip Idpdusds sldzie IJos uvdbo 1Jigess.

Jleb 1o IJ IJpdlisple pz3936 1dpesJ.

show controllers npu stats traps-all instance 0 location 0/rpO/cpu0 | exclude "0 0"

RP/0/RP0O/CPU0:8202#show controllers npu stats traps-all instance 0 location 0/rpO/cpu0 | exclude "0

Traps marked (D*) are punted (post policing) to the Tocal CPU internal VLAN 1586 for debugging
They can be read using "show captured packets traps" CLI

Traps marked (D) are dropped in the NPU

Traps punted to internal VLAN 1538 are processed by the process "spp" on the "Punt Dest" CPU

They can also be read using "show captured packets traps" CLI

"Configured Rate" 1is the rate configured by user (or default setting) in pps at the LC Tlevel

"Hardware Rate" is the actual rate in effect after hardware adjustments

Policer Level:

NPU: Trap meter is setup per NPU in packets per second
IFG: Trap meter is setup at every IFG in bits per second
The per IFG meter 1is converted from the user configured/default rate (pps)

based on the "Avg-Pkt Size" into bps.

Due to hardware adjustments, the "Configured Rate" and

"Hardware Rate" differ in values.

NOTE:The displayed stats are NOT real-time and are updated every 30 SECONDS from the hardware.

Trap Type NPU Trap Punt Punt Punt Punt Configured Hardwar
ID ID Dest VoQ VLAN TC Rate(pps) Rate(pp
ARP 0 3 RPLC_CPU 271 1538 7 542 533
NOT_MY_MAC(D*) 0 4 RPLC_CPU 264 1586 O 67 150
DHCPV4_SERVER 0 8 RPLC_CPU 265 1538 1 542 523
LLDP 0 26  RPLC_CPU 270 1538 6 4000 3862
ONLINE_DIAG 0 31 RPLC_CPU 271 1538 7 4000 3922
V4_MCAST_DISABLED(D*) 0 69 RPLC_CPU 269 1586 5 67 150
V6_MCAST_DISABLED(D*) 0 80 RPLC_CPU 264 1586 O 67 150
L3_IP_MULTICAST_NOT_FOUND(D*) 0 125 RPLC_CPU 264 1586 O 67 150

RP/0/RPO/CPUO: 8202#

SpIJu luwoesle 516 Shell utility spp_platform_pcap JlJc $lb lJz)e lJos vgo)y uvedsé VLAN
sl ds6 1Jpeuoue6 030 wsw 9236 [Jpeldes [Jeydss6 (NPU) 99236 1dpglded 1dp,dis6. Jpl

owse 030 116 1peuuless wd ol IJedlb 2,J6 0,9, IJuslole IJes sop buwldel I

luwedoldel po 21U 9lz06 51,6 IJesz0.

Sop oudss IUbls IJe wless spp_platform_pcap shell oo slgd IJBUi6 90,98, ¢sble [uwaésle
w336, JJ9o9d IJs shell Iy ouwesd [>g9d [Jsol §p woudss Idle, run. Jogwesd 1Jg)9z

eou shell [Jo o exit.

RP/0/RP0O/CPU0O:8202#run
[node0_RPO_CPUO:~]$spp_platform_pcap -h
Usage: spp_platform_pcap options

Use Ctr1-C to stop anytime

-h  --help Display this usage information.



-D --Drop capture Drops in SPP.

-i --interface Interface-name
Available from the output of
"show ipv4 interface brief"

-Q --direction direction of the packet
Options: IN | OUT |
Mandatory option
(when not using the -d option)

-s --source Originator of the packet.

Options: ANY | CPU | NPU | NSR | MGMT | PTP | LC_PKTIO | LC_REDIR
-d --destination destination of the packet

Options: ANY | CPU | NPU | MGMT | PTP | LC_PKTIO | LC_REDIR |
-1 --T4protocol IANA-L4-protocol-number

(use with Address family (-a)
Interface (-i) and direction (-Q)
Options: min:0 Max:255
-a --addressFamily address Family used with 14protocol (-1)
Interface (-i) and direction (-Q)
Options: ipv4 | ipv6 |

-x --srclp Src-IP (v4 or v6)

Used with -a, -i and -Q only
-X --dstIp Dst-IP (v4 or v6)

Used with -a, -i and -Q only
-y --srcPort Src-Port

Used with -a, -1, -i and -Q only
Options: min:0 Max:65535
-Y --dstPort Dst-Port
Used with -a, -1, -i and -Q only
Options: min:0 Max:65535
-P  --T2Packet Based on L2 packet name/etype
Interface (-i) and direction (-Q) needed
Use for non-L3 packets
Options:ether-type (in hex format)
ARP | ISIS | LACP | SYNCE | PTP | LLDP | CDP |

-w --wait Wait time(in seconds)
Use Ctr1-C to abort
-c --count Count of packets to collect
min:1; Max:1024
-t --trapNameOrId Trap-name(in quotes) or number(in decimal)

(direction "in" is a MUST).

Refer to "show controllers npu stats traps-all instance all location <LC|RP>
Note: Trap names with (D*) in the display are not punted to SPP.

They are punted to ps-inb.1586

-S --puntSource Punt-sources
Options: LPTS_FORWARDING | INGRESS_TRAP | EGRESS_TRAP | INBOUND_MIRROR |
NPUH |

-p --pcap capture packets in pcap file.

-v --verbose Print the filter offsets.

[node0O_RPO_CPUO:~]1$%

Jlieb ¢sh loglo IUIJodlb. -Q. e wgus 1UBses IN Iuel edodb 1Jze lJpuuoes (IUe)e
lJos sop luwodoldol woluwlbs 9236 1Uegldzs 1esdisé). weus lJdses out ool wdogb
IJzie Idos op 2duel (IUzie Ides we buwldol woluwlod 9236 IUpeldes 1derd5$6). sumer IUésh
-p wldodlb IJz5e Vs pJd PCAP.

Soes leeol 1o 1Jedllb SPP_PLATFORM_PCAP  udJ 1be,los:

* SEpd Jpr6 60 Sluss.



« 1Joslb 100 2506 Jes l8uos.
* lWoble zpse Uz IJos wp lJo@lbol |Us 214 Llse.

eds uvosd IJpeld Jose IJodlb ¢s) puods Jepse I8 Ieg) Idos sop luvodoldol
w9luwlod 9236 lUpelded 1Upydiséc [Joo 1Ule, spp_platform_pcap -q in -p:

[node0_RPO_CPUO:~]$spp_platform_pcap -Q IN -p

A1l trace-enabled SPP nodes will be traced.

Node "socket/rx" set for trace filtering. Index: 1

Wait time is 60 seconds. Use Ctr1-C to stop

Collecting upto 100 packets (within 60 seconds)

ACSignal handling initiated <<<<<<<< Here: 'Ctrl-C' was used to stop the capture.
Tracing stopped with 10 outstanding...

Wrote 90 traces to /tmp/spp_bin_pcap

A1l trace-enabled SPP nodes will be traced.

pcap: Captured pcap file for packets saved at "/tmp/spp_pcap_capture_0_RPO_CPUO.pcap"

[node0_RPO_CPUO:~]$

e pl suwos IUIJo@lb. Vly Idpd IJulez suowe polzl eds IUE)ue IJpeds.

louwe Idpdd o 1Jeszoe IJs IUdpwsse) Idpeds 90288 pu pzedslce wlguedsle cbosd WY
ounds) Idgie IJpduod Josd.

[node0O_RPO_CPUO:~]1$1s -1a /tmp

total 44

<snip>

-rw-r--r--. 1 root root 8516 Aug 7 06:58 spp_pcap_capture_0_RPO_CPUO.pcap
<snip>

[node0O_RPO_CPUO:~]1$%

[node0_RPO_CPUO:~]$cp /tmp/spp_pcap_capture_0_RPO_CPUO.pcap /harddisk:/
[node0O_RPO_CPUO:~]$exit

Togout

RP/0/RP0O/CPU0:8202#dir harddisk: | include spp_pcap

16 -rw-r--r--. 1 8516 Aug 8 07:01 spp_pcap_capture_0_RPO_CPUO.pcap
RP/0/RPO/CPUQ:8202#

PO eedu lo 0dso 9o, crasl Bsel soedd word Ilecdldd. eds pwwsd IJeeld.
Spdud IUluwedbs pu lpdlosle ouodss IUbIs Idpuwless JIJedlb 2,d06 o9, IJydlsle
IJpozsd ldeyowlbs wslzod poze pesué Iy gwsly IP 19 90999 pesu.

eds uwwosd Jpold olguegslpe o3l |Jip_)‘ Spdud IJodlb 2,J6 o9, BGP pu wbs) pesu £Js
Slzod pgsUS:

spp_platform_pcap -Q IN -a ipv4 -1 6 -i HundredGigE0/0/0/1 -x 10.100.0.1 -Y 179 -p



Spdud ks ol luwaésle spp_platform_pcap JlJodlb 2,96 0,9, Iduslole Idos sop buslJel g
lovoduldol po gJIJ slzod 156 [Je9zo.

£dss pwosd Wpeld. Ulovetsle o3l 1l Sedod IJodlb 2,36 pys) IJoslole 1Jes op
oddsoel pu 9lgos IJbL)6.

spp_platform_pcap -Q IN -p -i MgmtEth0/RP0O/CPU0/0

Op wudS) zpse IUleeds Iduwluwds eJs p9z0 puwedd po uvduwdé Qisco 80(?0. 151 eJL',:o
wgpd Vlgwole eozo p9ie pu lJuwdunds Cisco 8000 Series. Vlewo) luo Vs ls £80 19 peldz
w9gso l9 wbl e gb: Vluw oygw VS wuWdss IUIJodlb.

9> wdoy 1JzlJs os 1w 2,96 1Jp,9,) 1UglL06 L:Jo._s wowp wol swp peldewol L9l yulbé 9256
pelded pydjss (CPU) Joblys lUgb. spdu lu susles JJ po show controllers npu traps-all
9show Ipts pifib hardware entry brief bs ce>8> 9z06 o).

<#froot>

RP/0/RP0O/CPU0:8808#show controllers npu stats traps-all instance 0 location 0/0/cpu0 | include "Type|Ac

Trap Type NPU Trap
Punt

Punt Punt Punt Configured Hardware Policer Avg-Pkt Packets Packets

ID 1ID

Dest

VoQ VLAN TC Rate(pps) Rate(pps) Level Size Accepted Dropped
ARP 0 10 LC_CPU 239 1538 7 542 531
ISIS/L3 0 129 BOTH_RP-CPU 239 1538 7 10000 9812

RP/0/RPO/CPUO: 8808#

RP/0/RP0O/CPU0:8808#show 1pts pifib hardware entry brief location 0/0/cpu0 | include "Type|--|Fragment|O

Type DestIP SrcIP Interface vrf L4 LPort/Type RPort npu F
Dest Node
PuntPrio Accept Drop

IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 1 0



IPv4 any any any
IPv4 any any any
IPv4 any any any
IPv4 any any any
IPv4 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any
IPv6 any any any

RP/0/RPO/CPUO: 8808#

Bp woudss IUbls IJpuwlesé spp_platform_pcap wpee)s IJog,d edsol ol 09 p9,02 puvwdl.

e L§r° UL)'—9|L9 Vbléa Ua]o |._Jp2_.).)6.

attach location 0/0/cpu0
spp_platform_pcap -Q IN -p
| -—- execute 'Ctr1-C' to stop the capture
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