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Ethernet.
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299, lpdloss Idged IJosus (IW).

* Sup wupsu dlbble IJos soe luwedoldel B pozo PE eds Idesh Idee s shuwlJol
gy PSWJs p9ze PE Idogss.
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» Targeted LDP session / BGP session / Static
- Used for VC-label negotiation, withdrawal, error notification

The “emulated circuit” has three (3) layers of encapsulation
Tunnelling » Tunnel header (Tunnel Label)

Component ~ To get PDU from ingress to egress PE
~ MPLS LSP derived through static configuration (MPLS-TP) or dynamic (LDP or
RSVP-TE)
Demultiplexing  « pemultiplexer field (VC Label)
Component  _ g igenify individual circuits within a tunnel

~ Could be an MPLS label, L2TPv3 header, GRE key, elc.

Layer 2 » Emulated VC encapsulation (Control Word)
. — Information on enclosed Layer 2 PDU
EI'IE&FFSL“EHDI'I - Implemented as a 32-bit control word

SUPPSU 6 0,9, VPWS

0 2 2 3
Tunnel Label " IGP-
VC Label VC Label (VC) TC | 1 | TTL (Setto 2)

Control Word

Layer 2 PDU

L Sup luwodsle IJoopse odlos dpuvasslo.

AJee 1dezeds wsu PEs Cluwesle ouwess 1o d.

L OEHSY wwpess VC PW.

cop Idlguhé |Js ouupssé VC wsu PEs.

. Seed wuleg Control Word (CW) IJIReshs 9z3le vo ldoedp pu IUbo 96 2 9s5pIdu
lJouwdund.

b WON -



Control Word

__Encap. | Required_

ATM N:1
Cell Relay No

ATM
AALS Yes

Ethernet No

Frame
Relay

HDLC No
PPP No
SAToP Yes

EE?“DPE Yas

Yes

Luwld luvble jlswee

* oubs) eduws TLDP sy p9zo PE IJs 1)l 1Uslsw.

* 1Jgyuo pu gduwd T-LDP wsu p9zole PE o9 IJlgdlo g0 wuwpesd VC IJos wyovb o
PSW.

© soe ldledlu gu odo lJogwess Vs Huwlds cessu wuwesd ouwedse suoe ledlu
lJouwess €s) IJprEgw Vo Jdesd g IJwgss.



* pduod VC IJpedu guo w9luwbo Egress PE Usged PE JJosh Idee)ss o)y gduwo TLDP.
# owpesd VC guwe TLDP

* pduod 1o IJpedu eve Jeszo PE Idptiz Us IUeszd PE wluwlos LDP. # oJ o
IJodG woluwlos LDP
Jlel v ptrz PE sedo eu ldouwess 3: 1Jos wubs 1Js luvegsle PHP.

oew9s uwlds vessu IJouwess IJos sop Idledlu guol Ws gduws TLDP gds weuo TLV :



LDP Label Mapping message:

IP Header

TCP Header (Port 646)

LDP PDU

LDP Header

LDP Message: Label Mapping

FEC TLV
PW ID FEC Elemant 128: Intedace Paramatars

| Genenc Label TLV
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PE1 PE2
CE-2

Traffic direction

Tunned label
. Penultimate Hop
swapping through : VC label
VC and Tunnel MPLS cloud Popping (FHF)

—\/—ms ition

Push Swap Pop Pop
Push

label mpositon

Tunned Label
WG Label

ot luwodold Ipesgd PE JJlbly po CE: Bluo sess wozso IJlbl g 1Jg 095 1Jd 6,5 MPLS
IJs |Jpé_)a LSR PE puup§|oi
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Lwld lusble oeplds PW

w8 10 ©d9p p9zole PE Llgsh 1pd B 1Jpssd: sedu lo sy PE s 2lJé IJpd s 1essd
IJs PE IJogss. ould bysguly:

1. swzw Iouwess (9o oo 2)

* $pJu Jpozo PE uze cesso Idouwess lel g0 isd buwld suwlds uwze IJogwess i
eu brsd buwld Huslisd luesh cessu lJouwess.

* Bldlgldosh ldee,ss pebdle Ssuvs) eoze PE IJs 3JY eu bysd buwld Huwlds "uuze
lJouwessd" |Js PE IJogss.

* Bloelsdlod wubvgsd 9lzos phbso Blu IJougwpess oy Iyuwlds weess eds pe)d
IJezeoes JJlushs IJs o zese IJesly Ipe)ss 1JEluo wldslzes pglod.

2. TLV glds PW

© ouwodde TLV IUgluos welds PW wesso ouwpss LDP TLV gus l@osl) Pseudowire. gosl
Subsy IJs o poze PE sy luwedsle Idb)sds IJeluss.

o Bl Jp $oep w920 PE 115, Iuudse TLV IUgloo welds PW. coze Il pozole PE 66 15 s
IJs luwdse uvew IJouupss.

© oo lgosh luve IJpuwegspc sop wdd elds PW TLV B ,uulds ledle LDP. szegs TLV
lJégluo welds PW eds e9d up) 2lds 32 wo.

od9so ATOM Il jus

IUgho96 1. 22> wog Idoopsu.

IJg1096 2. §p wopdso weass IJie, connect gJs 1slzos IJielpsé J CE.
VCID oopsu Veid oo w9g Xocnect peer-router-id

Peer-router-id: pg,9 p9z0 LDP Je9zo PE IJog6>.

VCID: IJpg,d 1U3s Ypo wogsswo lJs PW.

1J¢b9o 3. wpzyd wdosy Xconnect s JJI pozole PE: swp lugvle gduws LDP 1Je w0096
wSu eozo PE.

wedsd gied wdupe
losl ool logold Iy po Ingress PE |Js Egress PE.

op buwld 25e Idbde 91dys gJs MPLS Echo g, Pseudowire oo obos 1Us wdlbs.



|Jrotbb

Io0 - - 10.1.1.1. o0 - - 10.6.6.6

CE-1 PE1 P-1

CE-2

XConnect - VCID 100

ltool) Idleuold po PE1 |Js PE2:

R1#ping mpls pseudowire 10.6.6.6 100
Sending 5, 100-byte MPLS Echos to 10.6.6.6,

timeout is 2 seconds, send interval is 0 msec:
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/61/80 ms

|JrOJltb|\:J |Jpé)p6:

1. bJo ECHO:
Seed guslusy - VPN sldu g

e IUbuwld J25eé puweld cred wumwpss PW. spdu wzgsd oo ldoupss (Gluveisle
Transport Label).

lJeduodle : 2

SRC IP: Loopback IP (s ucse B pulbds 29l LDP 1Jp we0396)
DST IP: 127.0.0.1

o9 L4: UDP

p085 SRC: 3503

o083 DST: 1Jbo,l; 3505

09 LS sl

MPLS EXP: |s3lw o bgsd



wo DF:ogvesd
28 gsble IPVA $ss Idlgwesle: 28 gsble cuwse ldeszo (<b> 1Js 9256 IUpgldzs 1derds6)
Spdu lu ©dsy 2p9Jé UDP bJo MPLS Label Switching ECHO

4 ‘}.2{‘33143 10.1.1.1 10.0.0.1 15 |"I|P..5 E... 1]{‘3 .l'IFI_S EChU REqUESt

Frame 2: 130 bytes on wire (1040 bits), 130 bytes captured (1048 bits) on interface @

Ethernet II, Src: ca:01:1b:c0:00:06 (ca:01:1b:c0:00:06), Dst: ca:04:13:5¢:00:06 (ca:04:13:5¢:00:06)
MultiProtocol Label Switching Header, Label: 24, Exp: @, S: @, TTL: 255  Transport label
MultiProtocol Label Switching Header, m Exp: @, S: 1, TTL: 1 VPN label

PW Associated Channel Header J—

Internet Protocol Version 4, Src: 10.1.1.1 Dst: 10.0.0.1

User Datagram Protocol, Src Port: 3503 (3503), Dst Port: 3503 (3503)

Multiprotocol Label Switching Echo

lJboé 2/ldgvlosu:

Frame 4: 138 bytes on wire (1848 bits), 13@ bytes captured (1848 bits) on interface @

v Ethernet II, Src: ca:@1:1b:c0:00:06 (ca:01:1b:c9:00:06), Dst: ca:04:13:5c:90:06 (ca:04:13:5C:00:06)
Destination: ca:@4:13:5c:90:06 (ca:@4:13:5c:00:06)
Source: ca:081:1b:c@:00:06 (ca:01:1b:c0:00:06)
Type: MPLS label switched packet [E;EEZ7T1

v MultiProtocol Label Switching Header, Label: 24, Exp: @, S: @,
0000 0000 OGO 00RL 1000 .... .... .... = IPLS Label: 24]

.. = MPLS Experimental Bits: @

........ MPLS Bottom Of Label Stack: @
........................ 1111 1111 = MPLS TTL: 255

¥ MultiProtocol Label Switching Header, Label: 28, Exp: @, S: 1, TTL: 1
2000 000 0000 001 1100 -... ... ...- s o]
.................... 099. .... .... = MPLS Experimental Bits: @
....................... 1 .... .... =|MPLS Bottom Of Label Stack: 1]
........................ 2000 0801 = MPLS TTL: 1

¥ PW Associated Channel Header
... BB8B = Channel Version: @

Ehannel Type: IPv4 packet (Gxa?““l

Internet Protocol Version 4, Src: 10111 pge; 10001
User Datagram Protocol, Src Port: 3583 (3563), Dst Port: 3503 (3503)
Multiprotocol Label Switching Echo

.8

Iquuogs |J&UC‘;/Upuu03§ |J_)|;_JE_Z



~ PW Associated Channel Header
ee.. BOBO = Channel Version: ©
Reserved: @x8e
Channel Type: IPv4 packet (8x@821)
~¥ Internet Protocol Version 4, Src: 19111 » Dst: 10.0.0.1
e1e9 .... = Version: 4
«2.. 9110 = Header Length: 24 bytes
»[Differentiated Services Field: OxPo|(DSCP: CS@®, ECN: Not-ECT)
Total Length: 1e4
Identification: @xfd38f (64911)
v |Flags: @x@82 (Don't Fragment)

@¢... .... = Reserved bit: Not set
I .1.. .... = Don't fragment: Set |
..®. .... = More fragments: Not set

Era nt offset: @
>|Time to live: 1 I
Protocol: UDP (17)
> Header checksum: @x65ee [validation disabled]

Source: 10.1.1.1
Destination: 110.0.01

[Source GeoIP: unkKnown ]
[Destination GeoIP: Unknown]
v lOoptions: (4 bytes), Router Alert
v Router Alert (4 bytes): Router shall examine packet (@)
> Type: 148
Length: 4
Router Alert: Router shall examine packet (@)
v User Datagram Protocol, Src Port: 3583 (3503), Dst Port: 3503 (3503)
I Source Port: 35@3

Destination Port: 3583
Length: 80
» Checksum: @x029f [validation disabled]
[Stream index: @]
> Multiprotocol Label Switching Echo

209J6 MPLS U g Jsé:



~ Multiprotocol Label Switching Echo
Version: 1

“lessage Type: MF cho RequestT (1)
Reply Mode: Reply wia an 1Pva/1Pv6 UDP packet (2)
Return Code: No return code (©)

I Sender's Handle: @xc7735d85 I

equence Number: 55
Timestamp Sent: Feb 3, 2017 1@:41:23.998999000 UTC |
Timestamp Received: Jan 1, 1976 ©66:00:00.800000800 UTC
~ [NWendor Private

Type: Vendor Private (64512)
Length: 12
Vendor Id: ciscoSystems (9)
Value: 2601220400000084
~ Target FEC Stack
I Type: Target FEC Stack (1) I
Length: 20
f FEC Element 1: FEC 128 Pseudowire (new)
Type: FEC 128 Pseudowire (new) (10)

Length: 14
Sender'< PE id 5r1OJJJ
Remote PE Address: 10666
VvC ID: 1ee
fncapsulation: Ethernet (5)

MBZ: ©x0000e
Padding: eoee

2. > oS!

Sedu zed wuywpss 9les - 1Josd.

oo ldbuwld Jz508 ot Ilebs. $pdo crasd 3o IJouwpss (Cluwele wumess 1Judd)
oo LDP B iz 1Ja)ld;.

IJeolysu

SRC IP: gu9ly IP Jslzos 1Jg)9z (10.1.6.2 W zldwul)

DST IP: puos) IP wop puilosco Vs bdo ECHO - |yuezle 1deszoe IJpuos)
u9g L4: UDP

o093 SRC:3503

o 93 DST:3505

op lsdlv ouvgsd TOS Byte:

MPLS EXP: |sélw IJovgsd

ww DF: oubgsd

Spdu lu od9y ge9ds UDP > MPLS Label Switching ECHO
op ouvgsd MPLS EXP gogssuwo £Js 6

wubgsd wo DF



wSluosd 29d pud; VC Jdszee Idsol:

<{froot>

R1#sh mpls T12transport vc detail

Local interface: Fa2/0 up, line protocol up, Ethernet up

Destination address: 10.6.6.6

1

VvC ID: 100, VC status: up

Output interface: Fa0/1, imposed label stack {24 28}

Preferred path: not confi
Default path: active

Next hop: 10.1.1.2

gured

Create time: 2d17h, last status change time: 2d17h

Last Tabel FSM state change time: 2d17h

Signaling protocol: LDP, peer 10.6.6.6:0 up

Targeted Hello: 10.1.1.1(LDP Id) -> 10.6.6.6, LDP is UP

Status TLV support (local/remote)

LDP route watch

Label/status state machine

Last Tocal dataplane
Last BFD dataplane
Last BFD peer monitor
Last local AC circuit
Last local AC circuit
Last local PW i/f circ
Last local LDP TLV
Last remote LDP TLV
Last remote LDP ADJ]

MPLS VC Tabels: local 28,

status

status

status

status

status

status

status

status

status

rcvd:

rcvd:

rcvd:

rcvd:

sent:

rcvd:

sent:

rcvd:

rcvd:

remote 28

Group ID: Tocal 0, remote 0

MTU: Tocal 1500, remote 1500

: enabled/supported
: enabled

: established, LruRru

No fault

Not sent

No fault

No fault

No fault

No fault

No fault

No fault

No fault



Remote interface description:
Sequencing: receive enabled, send enabled
Sequencing resync disabled
Control Word: On (configured: autosense)
Dataplane:
SSM segment/switch IDs: 4097/4096 (used), PWID: 1
VC statistics:
transit packet totals: receive 1027360, send 1027358
transit byte totals: receive 121032028, send 147740215

transit packet drops: receive 0, seq error 0, send 0
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