oJdgsu wbl 96 9lzos WIC Cisco
1700/2600/3600 ADSL Jg o sJ PPPoOE
cluwogsle NAT

IJpzwssle

| 9500

I loJole |l wl_w.sé
lJeobbJole
lJodoule | 0200
Il obJlzle

lo 1wl w56

|, wed ol 1z ble gl o ]l>o0l

ooz Izble £ p.5.] PPPOE
Cuozse zble ¢l PPPOE
psJople Sl o

lJp 9500

g p p9z0le IUwduudsd 1700 3 2600 9 3600 oy Cisco wlol§s 9lzes WAN Jg b 1J ey
e £ Idpoelod (ADSL). cpo cosiss IIolbes Wigulguss IJedles wobdd sl e
o Idlbys86. 9pg 3JY: ould [Rodlvdle Ws IJlzo6 9098 |uoslh wyuleg Cisco IOS®

Software I|Jplodye JIJ 9lz>. Bs zpsSE ioalc ol IJpwows wop oywess lIduudlued 1700 9
2600 9 3600 py, Cisco . "Cisco ADSL WIC".

IJpclbdole 1wl usé
lJpobdolo

Jl o925 pobdole ¢luos Josl 1dpumwaos.
lJpdoule lJpumwogspd

ouwow Idpedyple 1Uglyo WO o3l ldpuwews IJs luosble Idolez 9ldedsule 1Jpbss IJeldss:

wyolez 10S 1J]Losl, 12.1(3)DC1 oy, Cisco 6400 UAC-NRP



wy0lpz 10S 1JlLosl, 12.1(3)DB ey Cisco 6400 UAC-NSP
wy0log DSLAM-NI2 10S 1J]_os!, 12.1(5)DA ey Cisco

J>gp ADSL WIC gJ.s Cisco 2600/3600. sJ;p 929> 03l IJzols:

3600 2600
NM-1FE1R2W| wceele WIC Jdosdd
NM-1FE2W NM-2W
NM-2FE2W
NM-2W

olp: LlJuuwwo J Cisco 3600 JI s>gp 03l IJzol; ADSL WIC:
NM-1E1R2W -
NM-1E2W -
NM-2E2W -
J>g o ADSL WIC. sJjp eJs IJI8J luosble o ulee Cisco 10S software |JolJss:
wulee 10S 1Jluosl, 12.1(5)YB (wldluolws [Js 1Jluesble b @b) pu Cisco 2600/3600 -+

wo0lez 10S 1JluosL 12.1@)XP I Iuosl, e (lJluelds 1ds Iluesble b9 pzeses pssle
ADSL W §lb) py Cisco 1700. swp wg)S pzesssd psjle ADSL L9lulos "y7" W6 |uwp
IJuo9)6. s uvwsd IJpold. ¢1700-sy7-mz.121-3.XP.bin.

cwpl ©99p vouisd lduey,s J Cisco 1700, oieb: PU wedsd luwpe sy J 1700, Jl o 9pe ©
wouisd ue9y6 1720 19 1750. JI wag e o030 IJps;le ADSL WIC.

Jagp wi909dsd IUleuold pu wdlbs lJs wdbs gu) Idlse ue (PPPOE). szw lu sdso Josd
020986 psile ADSL+PLUS. Jl wogp pzpses IJpsle ADSL-only PPPOE g J.s Cisco 1700.

op louvle IJpedsple 1Js)sé B 03l lJpuueos po 1UI2056 10092958 B wsisé pepdss ¢luos.
wlo zese IUlzosd IJpuwogrps Os o3l 1Jpuwows wodssu peumsz (IB90)luos). Bl dive
u:bvdod pv|u'b_)6‘ Vol pU dopd JJQlC’;@_) UpaoroJ JL§ |r°.)-

Jluobdlzle

ped9ple luwluss

Vs IJluosl) 12.1(3)XG pu wyulpg Cisco 10S Software: sep w @380 £86 gp5J PPPOE J Cisco
ADSL WIC. cosg 030 1psié wdd 9bliscd PPPOE |Js 1Je9zo. Spdu oouse 12056 Jousoe,
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2336 2 Ll §6 1Uslzos Cisco ADSL WIC. $od Luwld 2596 1) 1gluo6 wop 1Js zduws
epd PPPOE. spdy wuvds ol 9oodswol 9pl |Us 3JY. lsuole Gvods gusle wyzpesd (nat)
sowebisg 1Ioe.

S&we o3l ldpwews gpsd PPPOE wp wdysuo gds slzod 9,08 IJuld € [peslew (ATM)
(slz06 DSL) pw Cisco ADSL WIC.

Jol $pdu luwedsle Idodsso gds peldz IUeszso Jg g6 Cisco 6400 (NRP) eJs pszo I¢)
Suwode Jpzee 9p¢ 9lzod ATM.

lJodosy
S99 03l IJ9uwpe pedsple odssu Idpssle 1Uesozs WS o3l IJpuwows.

odlzbé: JJees) eds pedsple luoldss zoJ 1Jisle, 1J9l)56 EXTH NP WO lowegse ble wze
IJI9le, (JJgpdle IJpuwzdsy VEb).

lLuwe ldotbsbs Jduvods
Suvwedpe 03l Idpyuows lesh Iduveds IJolds:
lJodssule

sop oJd9sy PPPOE sJs bl @s 9lzos IJuwds (WIC) Cisco ADSL Ll waésle I9le, Luwds
IUbJo lJolods 1Jgluos 1dblo,sé (VPDN). olds oo wdasy odo 1Jisle, loJl.

pdlebé: Jdauoad &Js pedsele 2ol 556 LESS cee Uz IJl$ues J9z28 Ubu»U (MTU).

Suwwedp o3l ldpwows IJodgsole IJoldsé:

ADSL WIC py, Cisco

Cisco 6400 -

I--- You are the PPPoE client that asks to establish a session !--- |
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!--- The ISP instructs you about the type of authentication !--- to use. !--- To change from PPP Chal







!I--- Begin with the VPDN commands. Notice that you bind the !--- PPPoE here to a virtual-template, ins

lJozol pu lduoes
Jls9z> eldsl le)le JJozdd po Loes o3l IJedssy.
lpweduuldd IJigble 5l oJlzol

Iowegse 03l 1JBuwe Jlpved vl igble IJodssy sluadlzol.



wogp bI6 poyze 1)1 lc| 2 diso B§b) weo lales show. Iguegse bls poze
IIele (OIT) Jerue wedsd etz [Jle, show .

edlebs: ze 1Js pedsple 0008 290 19le) o 0282 Sod luveésle 1910, debug.

ouoese leble g p5J PPPOE

Jousese lgble g psd PPPOE gJs wbl§6 9lzos I uvwJs (WIC) po Cisco ADSL Iy Cisco 6400.

Sew pleld pdsuw 1dus9osdsdle. spdod IJuse pu IJigudd Jlguod il 1Jigble slodlzol.
IJbo@é 1Jpls>ss J DSL:.

ol U io lJgbo zloj 9p,0.

<#root>

show i nterface atnD
ATMO s

up

, line protocol is
up

Hardware is PQUICC_SAR (with Alcatel ADSL Module)

show dsl interface atnD

I--- Look for “Showtime” in the first few lines.
ATU-R (DS)

ATU-C (US)
Modem Status:

Showt i me ( DMIDSL_SHOWTI ME)

b §s ATM:2.

131 JIue 9lzod ATM s> lJouvgsd. Bedsd [uosl) 1Ule, debug atm packet Jog ;86 ol |3
JIy s Uvse slos po ISP.

roJ|an6: Joys |Ja)'p |Ju0|)_)6 g_;luuoé_)ho o5l |Jiro_) vy byso IoE_LJaé LJE,)',D-
lwe weole lu wus pirele pplads Jol. pg oS 299d Type 9 SAP 5 CTL 9 Wi lJws
wbo, Iy 2506 ATM 1J9l)56 o5 AAL5SSNAP:

<#root>

debug at m packet
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03:21:32: ATMO(I):

VCD:0x2 VPI:0x1 VCI:0x1 Type:0x0 SAP:AAAA CTL:03 OUI:0080C2 TYPE:0007 Length:0x30
03:21:32: 0000 0050 7359 35B7 0001 96A4 84AC 8864 1100 0001 O00OE C021 09AB 000C 0235
03:21:32: 279F 0000 0000

03:21:32:

o9z Ibble lsesue 1JJleds B 250 AALSSNAP. Jl s9z> 0, debug ethernet packet. popl.
Sewlg oo o sugy wEuwe VPDN wozse i'a]olc (PPPoE w_ozse i'a]olc J cisco ios u,pzso
lbJl§ 12.2(13)T Iy WBspl wes) 1o $s PPPOE |bl,.

wldouwed Jdpze sewss lbl) lseyuw 909 |bl, PPPOE gds ia) u9es EtherTypes
lJoldssu:

0x8863 EtherType = 200 lJozdp s PPPOE (seldz gJuwo PPPOE) ¢
0x8864 EtherType = 206 wslule PPPOE (wewys eJs gjpe PPP) -

90U wsu Idpdlgble [Jolps o ool eduwoly Ws PPPOE. ¢Jwé PPPOE. 9lJws os gduwo
u9g VPDN L2TP. ggJuwsé PPP. oy i@_J louule PPPOE. Ussd pyzdé louble gduwd gpod
PPPOE 9,,2J0 lugule gduno PPP.

ssuvwped ldluele gbé gds poedd Idluole pu eJlJ wi9wsded IUloLold po 0 9bé |Js
udbs (PPPOE) 90,2J0 IUluole pu eJId wu9wsded IJubsé |Js u§lbé (PPPOE).

wed pyedo lugule PPPOE gpsd PPPOE 9lJgbe (sulasy MAC) soesu persd eduwsd. 908>
lJopld 3dIe s logsle oy9w9ded IUlouold po 0 8bd |Us v 9bd SPPP) lJebs wplpl
peod s louold PPP Tt,.

Jousese IJigble. luuegsp wuoese lgble VPDN PPPOE (ooest Igble PPPOE Jo,ulez
Cisco 10S 1|3y 12.2(13)T g |uesly Izae) Jegass el BBl Jlow preds leold PPPOE

ulees.

<#root>
#
debug vpdn pppoe-events (debug pppoe events)
06:17:58: Sending PADI: vc=1/1
I--- A broadcast Ethernet frame (in this case encapsulated in ATM) !--- requests a PPPoE server, “Are t
06:18:00: PPPOE: we've got our pado and the pado timer went off
!--- This is a unicast reply from a PPPoE server !--- (very similar to a DHCP offer).
06:18:00: OUT PADR from PPPoE tunnel

!I--- This is a unicast reply that accepts the offer.



06:18:00: IN PADS from PPPoE tunnel

I--- This is a confirmation and completes the establishment.

sl logile w90999J Idlouold oo wdbsé 1Js udbs (PPP) Jls wie ) B 29099
leuald po 0dbs IUs odlbs (PPP). wes lousle zJuws PPPOE. e Uluool, Isle, show
vpdn (show pppe session Jo,ulez Cisco 10S Software 1J]osl, 12.2(13)T Iy |Losl, Izse)

Jdzuesd eds Idelde.

<#root>
#
show vpdn (show pppoe session)

%No active L2TP tunnels
%No active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1

PPPoE Tunnel | nformation
Session count: 1
PPPoE Session | nformation

SID RemVAC LocMAC I ntf VASt Antf VvC
1 0050. 7359. 35b7 0001. 96a4.84ac Vil UP ATO 11

leuod eds pedsple zusle 1Jzse o ¢JIJ 1Jie, show vpdn session all (show pppE session
all).

<#root>
show vpdn session all (show pppoe session all)
%No active L2TP tunnels

%No active L2F tunnels

PPPoE Session Information Total tunnels 1 sessions 1
session id: 1
| ocal MAC address: 0001.96a4. 84ac, renote MAC address: 0050.7359. 35b7

virtual access interface: Vil, outgoing interface: ATO, vc: 1/1
1656 packets sent, 1655 received, 24516 bytes sent, 24486 received

9lp, wuoese Uigble Iig)s:

debug vpdn pppoe-data (debug pppOE data) -



debug vpdn pppE-errors (debug pppOE error) -
debug vpdn pppOE-packet (g ;0 debug pppE)
bogo PPP:A4.
&3 lugile gduwé PPPOE. odgy wuoese lgble PPP os wbwol Jis lugule PPP T,
Sop luvogsle uduw 9le, wls o PPP 9debug ppp authentication. o3l ¢ e93z JJet zlw.

pdlebo: Vs 030 IJesuws: luwpe [Jp s 09 "client1”. | we Cisco 6400 IJgs> 09 "NRP-b."

06:36:03: Vil PPP: Treating connection as a callout

06:36:03: Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load]
06:36:03: Vil PPP: No remote authentication for call-out

06:36:03: Vil LCP: O CONFREQ [Closed] id 1 len 10

06:36:03: Vil LCP: MagicNumber 0x03013D43 (0x050603013D43)
06:36:03: Vil LCP: I CONFACK [REQsent] id 1 len 10
06:36:03: Vil LCP: MagicNumber 0x03013D43 (0x050603013D43)
06:36:05: Vil LCP: I CONFREQ [ACKrcvd] id 2 len 15
06:36:05: Vil LCP: AuthProto CHAP (0x0305C22305)
06:36:05: Vil LCP: MagicNumber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: O CONFACK [ACKrcvd] id 2 len 15
06:36:05: Vil LCP: AuthProto CHAP (0x0305C22305)
06:36:05: Vil LCP: MagicNumber Ox65E315E5 (0x050665E315E5)

06:36:05: Vil LCP: State is Open

06:36:05: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load]
06:36:05: Vil CHAP: I CHALLENGE id 9 len 26 from "nrp-b"
06:36:05: Vil CHAP: Using alternate hostname clientl
06:36:05: Vil CHAP: Username nrp-b not found

06:36:05: Vil CHAP: Using default password

06:36:05: Vil CHAP: O RESPONSE 1id 9 1en 28 from "clientl"
06:36:05: Vil CHAP: I SUCCESS 1id 9 len 4

06:36:05: Vil PPP: Phase is FORWARDING [0 sess, 1 load]
06:36:05: Vil PPP: Phase is AUTHENTICATING [0 sess, 1 Toad]
06:36:05: Vil PPP: Phase is UP [0 sess, 1 load]

06:36:05: Vil IPCP: O CONFREQ [Closed] id 1 Ten 10
06:36:05: Vil IPCP: Address 0.0.0.0 (0x030600000000)
06:36:05: Vil CDPCP: O CONFREQ [Closed] id 1 len 4
06:36:05: Vil IPCP: I CONFREQ [REQsent] id 1 len 10

06:36:05: Vil IPCP: Address 8.8.8.1 (0x030608080801)
06:36:05: Vil IPCP: Address 8.8.8.1 (0x030608080801)
06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: O CONFREQ [ACKsent] id 2 len 10
06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil LCP: I PROTRE] [Open] id 3 len 10 protocol CDPCP (0x820701010004)
06:36:05: Vil CDPCP: State is Closed

06:36:05: Vil IPCP: I CONFACK [ACKsent] 1id 2 len 10

06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: State is Open

06:36:05: Dil IPCP: Install negotiated IP interface address 9.9.9.2

06:36:05: Dil IPCP: Install route to 8.8.8.1

06:36:06: %LINEPROTO-5-UPDOWN: Line protocol on

Interface Virtual-Accessl, changed state to up



ouoese leble ¢l o PPPOE

Jouoese lgble Cisco 6400 (¢l>p PPPOE). Iwoéspe wubuw IJlp)le pu luwdd 1Us leds 1Uss sop
lwegsleo J Cisco ADSL WIC (IJg psd). 1J8)8 09 B 1w $6 1Jplssé J DSL. pse weolz IUs
lJoz 8l e DSLAM.

lJbo9é 1Jpl>sé J DSL:.

JJeedd po ldbods 1debss J DSL: wrelz Is 19ss leuolissle DSL gds DSLAM. J
cisco DSLAMSs: | os,o 1Jg,uo dsl 8l le).

bogs ATM:2.

eJs IJzluw Cisco 6400, spdoud ks ol [uosl, 10, debug atm packet. pJoe IJ Cisco 6400 J
¢luo PVC.

<tfroot>

debug atm packet interface atm0/0/0.182 vc 1/82

lvo ceole 1o ous peele pplads Josl pg ggéuu‘akég.J Type 9 SAP 9 CTL 9 Wl lJws
ooy lu zjpd ATM IJgl,)>6 os AALSSNAP:

<#froot>

4d04h: ATM0/0/0.182(1):
VCD:0x3 VPI:0x1 VCI:0x52

Type: 0x900 SAP: AAAA CTL: 03 QUI : 0080C2 TYPE: 0007

Length:0x30
4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 OOOE C021 OA2E 000C 65E3
4d04h: 15E5 0000 0000

pJ|an6: Jo)s |Ja)|o lJol>,6 v|uuoé_)|p o>l |Jip_) vy b)yso pgkjaé IJE)P

sedu lwedlp wduw I9le) £500 VPDN souopse Iigble IJpuwogsps eds bl $s
IJslz08 Cisco ADSL WIC gJ.s Cisco 6400 ok, s lousle PPPOE.

<#root>
#
debug vpdn pppoe-events (debug pppoe events)

4d04h:



I N PADI
from PPPoE tunnel
4d04h:

QUT PADO
from PPPoE tunnel
4d04h:

I N PADR

from PPPoE tunnel

4d04h: PPPoE: Create session
4d04h: PPPoE: VPN session created.

4d04h:

QUT PADS

from PPPoE tunnel

#
show vpdn

%No active L2TP tunnels
%No active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPoE Tunnel Information
Session count: 1

PPPoE Session | nformation

SID RemVAC LocMAC I ntf VASt Antf VC
1 0001. 96a4. 84ac 0050. 7359. 35b7 Vi 4 uP ATO/0/0 1 82
#

show vpdn session all

nrp-b#
show vpdn session all

%No active L2TP tunnels
%No active L2F tunnels

PPPoE Session Infornmation Total tunnels 1 sessions 1

session id: 1

| ocal MAC address: 0050.7359.35b7, renmpte MAC address: 0001. 96a4. 84ac
virtual access interface: Vi4, outgoing interface: ATO/0/0, vc: 1/82
30 packets sent, 28 received, 422 bytes sent, 395 received



ole, cuorse Idigble Iig)s:
debug vpdn pppoe-data (debug pppOE data) -
debug vpdn pppE-errors (debug pppOE error) -
debug vpdn pppOE-packet (g ;0 debug pppE)

b §6 PPP:4.

03l 09 |&)le wuozst Igble PPP oy Cisco 6400 1Uss spled wuoese IJigble 11850 pu
Cisco ADSL WIC:

<#root>
debug ppp negotiati on and debug ppp aut hentication

4d04h: Vi2 PPP: Treating connection as a dedicated line
4d04h: Vi2 PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 Toad]
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 Ten 15

4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)
4d04h: Vi2 LCP: MagicNumber 0x65F62814 (0x050665F62814)
4d04h: Vi2 LCP: I CONFREQ [REQsent] id 1 len 10
4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9)
4d04h: Vi2 LCP: O CONFACK [REQsent] id 1 len 10
4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9)

4d04h: Vi3 LCP: I ECHOREQ [Open] 1id 60 len 8 magic 0xA60C0000
4d04h: Vi3 LCP: O ECHOREP [Open] 1id 60 len 8 magic Ox51AO0BEF6
4d04h: Vi2 LCP: TIMEout: State ACKsent

4d04h: Vi2 LCP: O CONFREQ [ACKsent] 1id 2 Ten 15

4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)

4d04h: Vi2 LCP: MagicNumber Ox65F62814 (0x050665F62814)
4d04h: Vi2 LCP: I CONFACK [ACKsent] 1id 2 Ten 15

4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)

4d04h: Vi2 LCP: MagicNumber Ox65F62814 (0x050665F62814)
4d04h: Vi2 LCP: State 1is Open

4d04h: Vi2 PPP: Phase is AUTHENTICATING, by this end [0 sess, 1 load]
4d04h: Vi2 CHAP: O CHALLENGE 1id 10 1en 26 from "nrp-b"

4d04h: Vi2 CHAP: I RESPONSE id 10 Ten 28 from "clientl"
4d04h: Vi2 PPP: Phase is FORWARDING [0 sess, 1 Toad]

4d04h: Vi2 PPP: Phase is AUTHENTICATING [0 sess, 1 load]
4d04h: Vi2 CHAP: O SUCCESS 1id 10 len 4

4d04h: Vi2 PPP: Phase is UP [0 sess, 1 Tload]

4d04h: Vi2 IPCP: O CONFREQ [Closed] 1id 1 len 10

4d04h: Vi2 IPCP: Address 8.8.8.1 (0x030608080801)

4d04h: Vi2 IPCP: I CONFREQ [REQsent] 1id 1 len 10

4d04h: Vi2 IPCP: Address 0.0.0.0 (0x030600000000)

4d04h: Vi2 IPCP: Pool returned 9.9.9.2

4d04h: Vi2 IPCP: O CONFNAK [REQsent] 1id 1 len 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)

4d04h: Vi2 CDPCP: I CONFREQ [Not negotiated] id 1 len 4
4d04h: Vi2 LCP: O PROTREJ [Open] id 3 len 10 protocol CDPCP (0x820701010004)
4d04h: Vi2 IPCP: I CONFACK [REQsent] 1id 1 len 10

4d04h: Vi2 IPCP: Address 8.8.8.1 (0x030608080801)

4d04h: Vi2 IPCP: I CONFREQ [ACKrcvd] 1id 2 len 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)

4d04h: Vi2 IPCP: O CONFACK [ACKrcvd] 1id 2 1en 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)



4d04h: Vi2 IPCP: State 1is Open

4d04h: Vi2 IPCP: Install route to 9.9.9.2

4d04h: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Access2, changed state to up

pedyple Sl LoJs

sep pucszle LRE g xDSL »
Lgp lJo90s 9l wule - Cisco Systems  »
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



