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<tfroot>
cat#

show cat al yst 6000 traffic-neter

traffic nmeter = 13%

Never cleared

peak = 14%

reached at 12:08:57 CET Fri Oct 4 2002
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<#root>
cat#

show interface | include line|\/sec

GigabitEthernet2/1 is up, line protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

GigabitEthernet2/2 1is up, line protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

G gabitEthernet2/3 is up, line protocol is up
5 mnute input rate 99765230 bits/sec, 24912 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
G gabitEthernet2/4 is up, line protocol is up

5 minute input rate 1000 bits/sec, 27 packets/sec

5 mnute output rate 101002134 bits/sec, 25043 packets/sec

GigabitEthernet2/5 is administratively down, 1line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/6 is administratively down, 1line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate O bits/sec, 0 packets/sec
GigabitEthernet2/7 1is up, line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate O bits/sec, 0 packets/sec

G gabitEthernet2/8 is up, line protocol is up

5 minute input rate 2000 bits/sec, 41 packets/sec

5 mnute output rate 99552940 bits/sec, 24892 packets/sec

loowo lJs IUslzole IJos wouwegse i&J..s lovegsle JUhowlb. Vs 03l peld: 03l §lyu g2/3. g2/4.
992/8:0p lJpsule 16 suwlop Vs luuybo.

3 - Jywy IJedss

JIuuy IJod)b szo edsd [sdlo wubésd IJeulds IUpguss l9 Buodol. 90 1Jpop wuvdJ
eloe Jsuw V@b Jlsdl Idod)l) 1dedds od lsuol Jdore o duwow IJedus Jdodl
sluadizel. pu lduwod vuwes! Juw) IJed 6 1Jped,E6

~ pdlebs: Jl segsu edsd s8I wuvgsd zpse IJpulds Iy Buodol Bs uduw Isde.
Spdud lgdl ol o6 9lz30 Vs JJ p)6. pu I.,Jig_éu'oJ i Swp lsyluw ouvgsd IJpulds Ws
udbs IJogese o cole) wlded$s: pod waise 19 pzad luvluws. lu selod luw all of
the psule Vs 98w sles 9spJu Ig reconnect op 9lz> wJs 1J1g ) 09 JI sgpd: 1Jed 6 9 8
9l suwobse wile Byl wes Iy IJgbl psule sI9u reconnected. JsJJ. e lduosw sub
IO U s puds peso.



N LUlpbs: JBI e po ldpurczovs czast lpedssle Sud le1s oposs IJpzsdle.
Sl Blu cedsd duvew Ies 1ddlzd sdso ool wes websd JJ pudds by Gbg
louoldor sgw edsd 1wzl pel 131 Jlo luwegsle 1JJ9es 1JgJ9ss Jdezsd &> b IJs
Upu.uog..s UE|).§.

% pdlebs: w3, i lJpulds Jl wrgp o)) 9dduel gp) 2o 1Jpye) IJos wouad pe
lJodsl). guspl ©@9p wlsllW wuvgsd pulds wrx g Josor Vv w§9p Vb Lovdsd
lowegsle 1ddogs 1Jgddss wpdsh wogs) 9dJdo Jl o@9p wlsdls IJedsl) 1Jzdds.

S ldpeld IJolds IUbsusdszsl IJod)b 1dedds wsu ldpesdlc As B9 D. JsJJ wdsy
lJy9lelo AB: AD. 9 BD puwenslps. I3l Gpo wlsdlw wuvgsd s pu 030 IULoulblo Olod 9§
IJod,) Idedés. Idbovlble AC 9 AE 9 BC 9 BE os O3¥b e 2rds 1des9s Idos wuad pe

lJodsl) Idedss.
— iﬁ
Y -«— N
A B

*’;F"

_i
C
e l—

Yo 1dps9y Idpzdss Idos 8

Aﬁ P
[ [
D

E

w8 188IB cubEsd puds IUsg e sup 28D luwepsle IUJses 1JeJdss [s Gsps ghss. lue
weole o sy Is psule s8I gpd 2w 1J backplane [uuegpld (918 psule luvegsle) s

P 9S EbS. gud 030 IJudbs: sup lsdlu IJod)l) 9swp weuwsy gpdsd IUuvouds: 9pg 3JI
o)l Jio 1duweu IUigods JJodil Jp sope luadize: Wl ojld ould punldd 1g)s.

4. 1Joze 0 wwow IJedds sluadizol

pllo oo §ed IJaJéo‘:iQo ceole 1o ses» lJowow IJedde wolw. o3l 0 lzse Iuoeyw pu lepdssd
Jo lwole spdo o cgodd. 9p0 Iduoe o lsuol luodle Idblog 1)uwes eds lale 53888



Suge S JJ zlJs.
buvble:

* ol pu ptbb IUptbl JJews) eds puml pods). 03l suupen Ige psule g, S
IJ¢bgo pwlod lo syze Ids I uduwo pclz (Idpuwl) sl cere leule IUlobglbs). s
IJpeld Iduwlod: 03l 1Jeuwl, 09 AD-DB-BA.
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w9w9ded IJuivg)s 1dewd,e6 (STP) IJoese.

sew 1o 09ldS zese Ipeadle B Uvwds L2 eds 235 STP puve,d. 909 &0 1oz JJpubldd
gwpl oo Jeuwsy persd peod wuvdd pouwd Jeds wa9esdsd IJuiveé IJpeed,e6 (STP)
VOs posd U ds ppdss bloyss (VLAN) Iy oy909dsd Idubzyé IJpeo9,e6 (STP) pesu. Sp
wluosl) IJipJ show spanning-tree vlan-id Jg o pg,9 Izuw) ld)issuvs Juveds VLAN pesw6:

<{froot>
cat#

show spanni ng-tree vlan 333

MSTO3
Spanning tree enabled protocol mstp

Root |1 D Priority 32771

Addr ess 0050. 14bb. 6000
Cost 20000
Port 136 (GigabitEthernet3/8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface RoTe Sts Cost Prio.Nbr Status
Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

IJ VLAN )8 suvobse Joo luvgue oo ldpsuole: Jio psule sdso wuopue B Iluuiobs
Juo quu»u Vs gbys wled. lu sYu ldpsule Bs rouuiJé uvoubé gldol JJ VLANS gds
IJubobs sdoy pog,bo. o Jsuw 03l 09 1Uzlds (eds uvosd Idpeld: lu sbo, lu lugigbs 2
gJs VLAN 52.55) wg> 3J9 loo suwelbse elade lo suon 1dSbu | ouoese
L2|line|broadcastCommand (W 3§l gJs Supervisor 2 9ldez,dle IUle>e eds pesdle Catalyst
6500/6000 series switches. ¢ b,| Jiy Supervisor 1 Jl s938, leuolissle wposd JIJ svwds
VLAN). ub,o [Js 9lzole VLAN GGl gldul pl oo ywds VLAN sl leds 35 pu 1Uz)e
lJpe9do os Iuveds IJos prow Bsol IJodly:



<tfroot>

cat#
show i nterface | include L2|1ine|broadcast
Vlianl is up, line protocol is up

L2 Switched: ucast: 653704527 pkt, 124614363025 bytes - ntast:
23036247 pkt, 1748707536 bytes
Recei ved 23201637 broadcasts, O runts, 0 giants, O throttles

V1anl0 1is up, line protocol is up
L2 Switched: ucast: 2510912 pkt, 137067402 bytes - mcast:
41608705 pkt, 1931758378 bytes
Received 1321246 broadcasts, 0 runts, 0 giants, 0O throttles
V1anll 1is up, line protocol 1is up
L2 Switched: ucast: 73125 pkt, 2242976 bytes - mcast:
3191097 pkt, 173652249 bytes
Received 1440503 broadcasts, 0 runts, 0 giants, 0 throttles
V1anl00 1is up, line protocol is up
L2 Switched: ucast: 458110 pkt, 21858256 bytes - mcast:
64534391 pkt, 2977052824 bytes
Received 1176671 broadcasts, 0 runts, 0 giants, O throttles
V1anlOl 1is up, line protocol is up
L2 Switched: ucast: 70649 pkt, 2124024 bytes - mcast:
2175964 pkt, 108413700 bytes
Received 1104890 broadcasts, 0 runts, 0 giants, 0O throttles

O o:'>| IJpeld wped Gvwds VLAN 1leds £33 po gpdsle IJus 92,96 19, 1Jpz9ds [Js
L2. olds pou wgrs Idpuwds Idgs vuvdd wozse.

Sew o $d90 1Jpuds Izsns I3 wdJds eds Idzuw Irssuvs (Bs weuo lzslo sdso
IJeuwly 1J9lzs 1800, pu 2se IJgbole sdJduo 1bod pu ese IJoddds. ub)l Jiu 1dpulds
PO 06 IJuw)yes woged c:-éJU@QQ ig_Js). Joesss IJpuws 1Uss sop leowlo IUzy) JuveJo
VLAN pes0éc 9p wluesl) IJle, show spanning-tree vian:

<tfroot>
cat#

show spanni ng-tree vlan 333

MSTO3
Spanning tree enabled protocol mstp
Root ID Priority 32771

Address 0050.14bb.6000
Cost 20000
Por t 136 (G gabit Et hernet 3/ 8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec



Interface RoTe Sts Cost Prio.Nbr Status

Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

ol 00 ©0JBs 922l wslole wi9esdsd IJzuwy (BPDUS) wuindd pucbe gds IJpods
lyssuws 9eds 1dpolds Idos sbe,uo luol weue.

swp buld spdle wslole w)y9e9dsd 1dzuw, (BPDUS) L9lywlos 1zuws Isssuvs Os JJ
Iluod jpus (vlusoly wuvdd [Bu)los). wodds IJeuwy) £ 12360 9psle wslule
290999d lJeuw, (BPDUS) IJos swpe luvedlpol pu IUzd): 9o gldeol sogssdol sugisol. Se
wluosl) IJle, show spanning-tree interface detail Jeg ;96 ol I3 o od@s 922le wslule
w9w999d 1Jzuw) (BPDUs):

<tfroot>
cat#

show spanning-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking
Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 4, forward delay 0, hold 0

Nurmber of transitions to forwarding state: 0

Link type is point-to-point by default, Internal
Loop guard 1is enabled by default on the port
BPDU: sent 3,

recei ved 53

cat#

show spanning-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking
Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 5, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type is point-to-point by default, Internal
Loop guard 1is enabled by default on the port
BPDU: sent 3,

recei ved 54



S pdlzbs: p B 9256 wslole wy9esdsd Idzuws wso uloes Idies (bode Igsh po 53
|Js 54).

IJesble IJesozs os W 1Uglde esxble cp ldlzedllb ol L9luubs gpdss STP o wol. 903l
SEUS luoe Vs 2lJs jshs gable IUlgwedle. Jpo s p !uqulpnga)é wvslole oy9esded IJzuw
(BPDU) Wb 9lyuwlbs pods Weds: 9JJu wp luwodoldel lsol woluwbs gpdso STP. 31 Jpe
Sjls> gsloreceived 9236 wslule w90999d IUzuw,y (BPDU) eJs 1dpeonds 1J3s oo IUpde, o i
$I90 1Jpwds IJussd 1Jziss 19 1Jpuds Idlzoslbs: Bozdd ol 151 o 1dpuwds sgvede IJos
lJpwess eds IlbJIS (sop buvld spole wslule wisesdsd Ideuw (BPDUS) Juo pug). Se
wluosl) IJle, show interface counter:

<tfroot>
cat#

show i nterface g3/2 counters

Port InOctets  InUcastPkts
I nMcast Pkt s

InBcastPkts
Gi3/2 14873036 2
89387

0

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114365997 83776 732086 19
cat#

show i nterface g3/2 counters

Port InOctets  InUcastPkts
I nMcast Pkt s

InBcastPkts
Gi3/2 14873677 2
89391

0

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114366106 83776 732087 19
SpIu IJges) Js 9,08 w925 Jbsh puds STP B duwe wzuwsy wusw9dsd Iduiz,d

lJpe9,86 (STP) Ll wegsle psile 1Yo vl psd 9236 wslule wy90999d IUzuv, (BPDU) 9919
lJod, ) (BPDU). | sedds el po BPDUs sJyu Bz oo ol BBl Idpsule sgs 1Jgbl. §p wluosl
IJlo, show interface counters errorscommand:
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<ffroot>
cat#

show i nterface g4/ 3 counters errors

Port Align-Err FCS-Err  Xmit-Err Rcv-Err UnderSize OutDiscards
Gi4/3 0 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen  Runts Giants
Gi4/3 0 0 0 0 0 0 0

pu Idpzeed 1o sop odds sl wslule w)y9e9dsd Iz, (BPDUS) Lol wlbs IJpess
IJSeds sddo Jl ojld Ul wuad IUs gpdss STP. Il Jlpe Uisle) Ipuuetses Bs IUpeldse
IJuwlodsu wauot lve sop luvedle weup Idbuwld IJpoess sl sop usle IJigble. Bopdé
ol Bl Il swp luwslb gesle wslule w)y9e9ded IJzuw, (BPDUS) gds puwess gpJso
w9999l Iduivgyo IJped,e6 (STP). I3, ethermote iro_) el lRowl) seuw - Uvz)o
£pJs6-9,0¢ o) eds 1pl>é 2156 6500:

<tfroot>
cat#

renote comuand switch test spanning-tree process-stats

—————————————————— TX STATS-----————--mmm———
transmission rate/sec =2

paks transmitted = 5011226

paks transmitted (opt) =0

opt chunk alloc failures =0

max opt chunk allocated =0
—————————————————— RX STATS-----—————--oe——
receive rate/sec =1

paks received at stp isr = 3947627

paks queued at stp isr = 3947627
paks dropped at stp isr =0

drop rate/sec =0

paks dequeued at stp proc = 3947627

paks waiting in queue =0
queue depth 7(max) 12288(total)

gueue wait time (in ms)
processing time (in ms) 0(avg) 4(max)
proc switch count 100

add vlan ports = 20

time since last clearing 2087269 sec

0(Cavg) 540(max)



seue Wles ldeuwctse B o3l ldpeld leuslssle gpdss STP. pu Idpop IJozdd pu 30 sislé
21515 1luwlb 900 5s1é IUgse Idpuwedes. o suvade sob Jl siss £ 1o 1dpsule boses
Suwede multicasts: 335 1o 1dyob sIou [wodee Lldpdole slgd IJobld $Lo (UL e
IJ cpu). |uosly ey pbelz &5,00 ibc | i rx_inputcommand gJ.s 1Jpl>é 28136 6500/6000:

<#root>
cat#

renote command switch show ibc | i rx_input

rx_inputs=
5626468
, rx_cumbytes=859971138

cat#

renote command switch show ibc | i rx_input

rx_inputs=
5626471

, rx_cumbytes=859971539

S9uot 03l 1dpeld I wsu ldpeeled 1Jeuws sigd Idobly luuaede 23 2)p0.

% pJ|CJb6: 0do0 IJC)P 23 J;ﬁsuuo e BPDU dLSJo‘ 03l E_)b E.Ir° JCP‘SE IJE)P |J|ouqup5
w9luubd |Jroog'95 lgd Idoblgs.

ISl Je sdo ool Is pduis gds luwdlb spsle wslole wi9esdsd IUzuw, (BPDUS) eJs 1ezsd I
lJpuds ldpzds: Ssee edsd IJoudd 1ds 1dpzad eds Izlow IR po ldbeolb sldezdd eel
31 g 031 1Jpzod Soumd 923l wslole w9999 Idzuwy (BPDUS). 2l Jegrds ol 131 Jig
Sop buwld spole wslule w9999 IJzuw, (BPDUS) wuvdd pucbe gds IJpulds Ipesus
9&sy Idzy. lud ldpsule $91W 9 9 Idpsule syuvd BPDUs: ¢, io lJpeeley Jl suvede op.
028 ol Bl op Luwld spdle wslule wy9e9dsd IUzuw,y (BPDUS). Gpe wluosh Idie) Idoduosds
show spanning-tree interface:

<{froot>
cat#

show spanni ng-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTOO is
desi gnat ed

forwarding



Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 0

Link type is point-to-point by default, Internal

Loop guard 1is enabled by default on the port

BPDU: sent 1774

, received 1

cat#

show spanning-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTOO0 is

desi gnat ed

forwarding

Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 0

Link type is point-to-point by default, Internal

Loop guard 1is enabled by default on the port

BPDU:. sent 1776

, received 1

Vs o3l Idpolde sop Luwld 9zses wslule wi9e9dsd IJzuws (BPDUS) Lo IUegele.

~ pdlzbo: welb gpdso wy90999d 1Juizg)o 18,806 (STP) cus €51 sesio clolo wysosasd
| dews (BPDU). 9031 Sgus Tu 1l sy [Js Two wp buwld 5258 wslule wy9e9dsd 1Uzum,
(BPDU) uz9 Idpud3 IJOeJs 9swpe L)u:ul.Jol. oedd pel Bl Il Q)I)IQ lJpod3 s> Jgje
lJoo Idpegss Idpyuwds. §p wluosl IJle, show interface. 9 spdu o suwles 3Jd WOs
OR8> W38 b p)9) spdle wslule wu9esdsd IJzuw, (BPDUS).

<ttroot>
cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts
Gi3/1 127985312 83776
Port OutOctets OutUcastPkts

Qut Mcast Pkt s

InMcastPkts InBcastPkts
812319 19



OutBcastPkts
Gi3/1 131825915 3442

872342

386

cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi3/1 127985312 83776 812319 19
Port OutOctets OutUcastPkts

Qut Mcast Pkts

OutBcastPkts
Gi3/1 131826447 3442
872346
386

uwepsle zese oo Igbslo: coped IJBd,6 B IJess) eds 1deesd b9 IUboulb 2se Jp
sop s sole wslule wyeesdsd IJzuw, (BPDUS) Iy Luwldoel Is peldzeol. o IUpzepd iu
SI90 w909dsd Iduvzys Ideedd,es (STP) 9> Ble veuwle 1Jzlds Iduozses Jdeuds: 9Jdy
ulb)l U929 pundJs Os puwess IJogde Slue sogs) cessw ode IUzlds eds zols lehs
lJoszso. loUugbs Suwubse Juo gdiu o Jl suws ldpsule sdgo gds 1Jeols puvess. 3
Jouow wgw @ I& 030 pubddo Vs Jvwdod. Blood wldsgp ldodos e Cisco JJzuesd £ds
PIS> pu Idpuuless.

ol 1o 92> 116 19 gl096 16 suvow IJIouuglos. o3l 1bls Suvgs oo gido pu IJuinods, 9
lJluosh suwgs Juw eddo.(ped luwowsdo IJ fiber lg GBIC). szo luweghé IULoolble
lJpod o ldos we Bbog louoldol W 1Ugbgo 3.

p0 1eop €30 plJes IJzols 19 IUbeulb 103 suvew IJodil IJedds: Jiu 1Jesss pu 1Jb,9e8
IJos 098 IUs IJodl IJedds odso gluss podbes 988, puwed,s. o3l seus luo: I3l wp
ez Iduinb B lJoedsd 19 weso Jl seae Iuinb Jbe,s pu ldode 19 Jl sese eds
IUlbJIS. sev ouvesd duinb zos spdu dage Cisco Lo dos Idezdsd Sso Jlzdl pu
lJeop 1o ©89p worese IJpedsele 2o IJelds Sod lehs soub 1dpzadle. 131 Soue Ginlo: Bpu
lJeumorsd coass oo esis Jdlugisbs. o szee low Idpedses: luw Jopuw o ol
loosl Il suwwe Iodil 0,8 s Jeiss po lpedsplo: bee IJs wlese v ds Los 2l 8le
el L Jo9z.s0.

lJoedsd Os wEssile ldpgbb

Swpeid 295 1Uss wess) IUpebb (TC) Bs ©uPEStE 2lod lgls wozso L2 wes> wess) IUpebl.
03l yoy9)5 b Seruw e9Ledss ludble Jiu MAC gugle spdo IUsuoed [Use uvludl pu gJIU
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psule ¢luo suvelbse Esuw 9s5pIdu 1Jsuesd I1Use pu gl psule pgodd. sepd TC gds
oddsd g0 229d lebo IJwgzso gds gpse IUpzodle Ws Juvwds VLAN IJos seoe bsol TC.
J3Jd Bl dp sope lehs wessu dewslo Suwsop welyje 528 Ssup Juoelo sue9d IUzie [Us
euw9lu MAC 1Jggos.

Sop wubgsd TC woluubs wgss) 2ldé w9999 Iduizrs Idped,e6 (STP) Jdeuds 1Us Iy e
2lJo wy9w999d Iduivg)o Idpewwd,e6 (STP). we> TC zos bl Jlu gugle MAC JJdggoes 1Jees6 (9>
locos: Jl ouwe ey IJdsuolole Jess basds. sop lebs weass IJgwsly wiluubs 1z 506 1Ulsds
IJos olos pu IJpuosd 1Uss wp wpass guslo MAC Iglue wo. spdu o wbo, Ipuid Jé
ewdpl sde TC wuvdd pod ) o u)le 5086 Suos)s. wepd IUpradle Cluwep)l eds wras>
2lod g6 1Jw9zse wumes Blis@s. J3Jd spdu o odss IJBsolole Sluws od,sul.

~ odlzbé: pg 90999 Iduivz )6 Ideed e (STP) IJuwsyse 19 wy9eedsd IUuuz)ys [Jeod sé
(STP) IJpwges> (IEEE 802.1w g IEEE 802.1s). s p wUvésd wi9osdsd lJoede B
IJbuwld (TC) po gJIJ CESS) 16155 1uosess B 2lJé IJpouds. uldluolds |Us wéss) 19,
PO TS 1 daseseSWitch. pg w90999d Iduieys 1Jpe9,e6 (STP) Iduwsses: sop puve 229J
lehs wozso IJpuwess 2 eds IJ99, wadl pu pesh) 802.1d: I1Uss sepd eds wddsd 98w
lJo@be. sgpd IJow,sg 1JW9)s Jzaad lelo Ideszsoe sds luveghs IUlouold wuvdd
g sddue & Souwww Bs IJeiss pu eldle Bsuo

&> TC ool ulo)l B Uuuds posls I 2. gwdpl S3ow ¢bgs eds pbolz psule up s
down: ould Igsyl tee ol [ I STP 396 pu ldpsule sy [Js 19 so forwarding. g 9,96
lJpu93 95 $938 3JY |Js oyl TCs glJdsolule.

Jl spdu 1u couwow 1Jpulds 3le psjé STP PortFast [Jos e wpdsu psi6 TCs gus luwdldol
IJs 2ldé 16155 100560 i_9 puol. spJdy i St wdysyu portfast eJs gpse pulwds IJzols [duoliss
(ped Idblogle 9izojs IUdpwsae) IJuvguoss 91Jesle) po uvwdle TC lUs pudé putdo.
909 PUNTRUNU WU,

Bl oo ould guvodle TC pod))0 eds Iduvwds: Bsze sy wpass puod) 0o Jvwdle TC
glwgh lple Jgd ool JJsuo9d wlddsuolule 1Us 1z Idbus.

oluwegsle pesh 802.1d: swp vy peJ9ele wi9w9ded IJuig)6 IJpod,e6 (STP) 29d oo
IJeelso IJodus vso IJeuws) pu edld ledle Ideglyo Idodus (TCN): 909 wog el pu szole
wslule wy9e9dsd IJaou (BPDU). o swwe oo lJpesule I Suvwdpe TCN BPDUS. oo
Suvelbse 9zow 1Jis16 1o, quul |J TCs.

oo eo uvow IdBsolule

[ suuubsg T I ould sJ9u sBSL2 y3%) Ible Llbse yub suwdb eds gbgs o JI
SO,y o IO SY9y Iauduu‘ﬁgSu)d eedd I)wl swgss unicast job |Js 1J o ywo glso I
Jsuw 8Js Idpeds Bbgs. lpdo J Jos,) pedsesd s unicast sudso. unicast (sd.s, o .5

gJs plss 28156 6500/6000 Iy s,J o CiSCO 08 ypzsé: lue suwobse Bpuow IJ forwarding

peod b (BBb edis 1Jpuind 2 p2rd) 1o 82 1dedrls po $BsU2. 1003l ey pBcle 8500
leuolssle lsyd | lwe9s>_dalST_FRcommand:


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/23563-143.html
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<ffroot>

cat#

renote conmmand switch show earl statistics | i MSS_DAl ST_FR
ST_MISS_DA = 18 530308834
ST_FRMS = 97 969084354

cat#

renote conmmand switch show earl statistics | i MSS_DAl ST_FR
ST_MISS_DA = 4 530308838
ST_FRMS = 23 969084377

B 03l IJpeld: sbo, 1Jgp9s IUlsd IJogss) pud Ig) o6 wp Bsol wudss o3l 1Jie). 9sbo,

IJg p9> 1Jelos 1J8sps [Jesldpss pud 1) lelss wposs. sbojy IUuwls, IJlsd o851, IJIbble 1Jes
op S0 9sbo, Iduwb) IJelus pddl IUIblle IJos weo peldzeol. bl Jlve IUSseoly
podLuosu 9 10 1J8ses IUlsds s weesd prode: B> sdsu 39 o9l 1dpzad sdsuo
I8 p39,. 9p8 3JI: SpIU luwegsle 03l B3b LIJIBeslu pg b8 s JJozdd pu
IJbsuolole: ulb)l Jig 1desble Jsgue pogsé Ideguessle. oold g3l glzs JIJ pzod: 9Jsuw
JIJ pods Iy Yo ds VLAN. pu Idbuses 1o $os veup sbsue subi wel lo 1dedcle
Suvwlbse slisel Iy sWsLo o 1Jglse {upperimac address Jsuv W forwarding blgJs. o3l
suwobse Joo 1delds gusel Idpbolz suvede sub pg Elss g0slo 16 Sodds wed sI9o Jp
SOp pEISS.

IJoze eu puo) TCs

Il Ilo 58 Girods VLAN pg 908l Juvods VLAN IJes seae Bsol Bsuolo puiyb. Bepdd po
eble wu9u9dsd Iduuzré Idpo8,ed (STP) Jpedd ol 31 Jlu £33 gulsse TC pyodells sojlss
cubdd poobpe. 1uoso IUgyuo Sguvy - uvgys vian-id o Losd le) (WS 03l peld: VLAN 1
lowogpdo):

<#root>
cat#

show spanni ng-tree vlan 1 det ai

VLANOOO1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 1, address 0007.0e8f.04c0
Configured hello time 2, max age 20, forward delay 15
Current root has priority 0, address 0007.4flc.e847
Root port is 65 (GigabitEthernet2/1), cost of root path is 119
Topology change flag not set, detected flag not set

Nurmber of topol ogy changes 1 | ast change occurred 00: 00: 35 ago
from G gabitEthernetl/1



Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Il Jp $do 2Be Girods VLAN g 908l Bspdoud [uueesle pedd 1Uzses 19 1Jozdd po esble TC
Jepese uvwdle VLAN.

ledls 1Jgbosle 1UJ1es Jeog jsbé pesdle 1Jluusoedld (TC)

SpIdud o)l 9wt e CESSHI 1 Upzbs Jpgy96 ol I3 UG swsley wubIdd pucbe. wgd 3JI.
loedd IUs IJzuw IUpouod wldpods 1U3s sop 8000 Jodds 18 TC (Vs Idpeld IUuwlo b
o093 GigabitEthernet1/1) 9,956 pu IJpdly 1U3s gle puo TC J3JY Iz Sew ool 030
lJepdso zos sop lJeey) eds puds Idpebo IJuolisss wi9o wedsy STP PortFast. |_9 TUS
Swpe ldewy) eds hovlb IJugez 1Uss sdje luedlze. 9sdie o)) Idl)le wopwo 31 Jluw 1Jesls
lJos sedu ldzuesd sdsol oio..§ o pold) ié)s. BlIly Lol suwps lUs puosyd woliss:
VspJdud wdysy psjo portFast Jeug luuile ool TC.

) pdlebbs: Vs wuWdsy wyulpe Cisco 10S Software STP. spJy jshe g vodle TC W3 b
Bl op ©dB8s 9226 wslule wy9wsdsd IJeuw, (BPDU) J TCN L9lwlbs o083 O Lo s
VLAN. 3l oo ©J8s 9226 wslule wy9edsd Ideuw, (BPDU) Sle wdaso gbs pe wessU
eJloé TC. BJU swp jshs g1 TC. 903l sgus lwo: I3l Juo wuvowe B o sJdou e
el Idezde (TC) 09 ldwow B 2298 s olule Vedsd IJose Bs wede puols)
podj Ideede pu ldzuw) Iossuvs Jenswsdad Iuivess IJeo 9,86 (STP) B Lvwds
VLAN o30. spJdu lu Sew9s £Js iJe, lJeedsple 396 29d £33 pold; 1dwelyé 9p,05)0l.

lpweduuld IJpuvddle 1dpoed§s wade IJodbe sluadizol

ould zldle Jl wobleu® Wsol IJngtﬂsc's:U«_égJ@és Jw9esded Iduivg)o IJpeed,e6 (STP) pe
lJowded lJpw9Se. 90pl U9 osOly IUIYS,) o9lo,)l:

¢ suwodd odbu s lebs odbo wi9eeded IJuivz,6 1w es (STP) sl ibsd pu
IJewsde.

© wosed Idptbb pgods gu ldposde.
9&ldul ol &9y 030 os Tuwuly 03l I wdod:
* 80 w9lVY sy ldptbl 1Jz 9886 9lJesess.

* odIsu €y LoesEr pod CdIsu €Sy poulund Jisle w9dse STP. Iy $lo, STP IUss
SS9 odssu sy uoese J PortFast.

+ 5296 IpelJes Iesdiss (CPU) Jdesd Iped wuvdd Sliss Teole 1Jedle I9 gl
EX I

* ESvw wpeS.



Jol oo IJlguls guludl spdo 1o 98, 03l lJpuwaws huuble gles JiuweJuuld IJigble
sluadlzol W@ wb)l Jpzeses IUpuuldd IUslues IJos $> wie) eds wa9wsdsd Iduive,o
lUped,86 (STP). JBop Jebsl suweésrd IJodbe sdel lbsd pu ldpesde: lze ouvdund lpole
292999 1Juivzré 1dpod)es (STP) Jperds ol s2o suls crose. Jlu cudss wigesdsd
IJuivz)6 IJpod, g6 (STP) B wyulpe Cisco 10S Jl s 89 wouwesd Iduclkse (wlgwewols
IJlzsle 1dpe36: pod 2ldle 30 wuluud IJpulds). Bspdod [guegsle wulez Cisco 10S
Jowsest ltble w9099l Iduves Iped,es (STP) Jdeuesd eds erue 198,

90,0921 LlJouwos Jo9esdsd 1duvz s ldead)es (STP). uluweesle op9J Catalyst 6500/6000
suvéd wyulee Cisco 10S Software. wop 1Jpgldes eds pelde IJpesd (SP) (Is 1Jpui,8).
suldolds sdie wpdso wuoese IJigble ds SP. LlJouguwd Jpzpsele zuwsy woulee Cisco
10S: wop ldpeldzs eds pelde Idusgse (RP) J3JY sdje wedso wuozse I.Ji'ablc eJs RP
(MSFC).

luwegasle I9le, wuozse lglble STP

IJes>ss pw l9le, STPdebugcommands 09z06 Jluwegsle owsuws IJolbas,. Wos Jl w9, ls 181z
SI90 3l peus Juvguo el 290 pE) 90 © VOO SUSE LeUISS w99 Iduie,d IJped,gd
(STP) B.s wulpe Cisco 10S. spdy b w98, weLp wuoese IJigble 1)lz spdo @)lewo eds
IU89,c pod céssile 2lds 1Jpuads 9ogssile 1039, oldizsle ped TCS 9p856 )€ 923l
wslole wi909dsd Idzuws (BPDUS) IJpuwedes 9ldezeds. JI 98, o3l 1JSuwe 5,08 Jlpl
Jepse epdsle ouozse IJigble. 9JJuo s@re wuvdd peouo, IJigble IUIJE) luvogslal.

N Lizbs: g0 lwetsle bley IJouozse: Be wepdso 1z IJbus po cuopst Iigble
IJs209056. 131 Jp oo ould 2les lJs wuopse IJigble Bs 1Use 1Jbeds: B§p
wouwesd Uz 1Js Iduwed wadl po bolewo 1Js 9236 Idoede. spduo o wiss 1Jigble
I5lis58 [Js wrpsd 9226 Ipeldesd Ideydiss (CPU) wubdd ks> sogbsd gpdsd 1dpzed.

Jogzse lglz wuoese IJigble |Js Iduved wadl po 9236 IJopde I eduwle &pd Telnet. §po
cloosly I8le) @l 3ws Idouwesd 90éss) 9298 IJoedp B sune IJodaso IJele. Jerue wwed
IJlesle IJglede 9p wluosl, 1Ule, debug spanning-tree J per VLAN Spanning-Tree (PVST) 9
Rapid-PVST. o3l 09 I9J o ozse IJigble 1Uss 98, pedsple 29J ol 230 pg wy9wsdad Iduiz,é
lJec 8,88 (STP). Bs suoe IJuivrs IJpodies Ipogsss (MST). Jl sepd eds luodb 1les
debug spanning-tree event. J>JJ. §p wluosl) IJle, debug spanning-tree mstp rolescommand
J1986 wEssule 39 [Jpods. J1966 wéssyle 2ldsé wi9e9dsd Iduivzyé IJeed,e6 (STP)
JJeuds Bp wluosl, IJie, debug spanning-tree switch pg 1Ji0, debug pm vpcommand:

<#root>
cat-sp#

debug spanning-tree switch state

Spanning Tree Port state changes debugging is on

cat-sp#

debug pm vp



Virtual port events debugging is on
Nov 19 14:03:37: SP: pm_vp 3/1(333): during state forwarding, got event 4(remove)

Nov 19 14:03:37: SP

cda

pmvp 3/1(333):
forwardi ng -> notforwarding

port 3/1 (was forwardi ng) goes down in vlan 333

Nov 19 14:03:37: SP: *** vp_fwdchange: single: notfwd: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): notforwarding -> present
Nov 19 14:03:37: SP: *** vp_linkchange: single: down: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): present -> not_present
Nov 19 14:03:37: SP: *** vyp_statechange: single: remove: 3/1(333)

Nov 19 14:03:37: SP: pmvp 3/2(333): during state notforwarding
got event 4(renove)
Nov 19 14:03:37: SP

cda

pmvp 3/2(333): notforwardi ng -> present
Nov 19 14:03:37: SP: *** vp_linkchange: single: down: 3/2(333)

Port 3/2 (was not forwarding) in vlan 333 goes down

Nov 19 14:03:37: SP: @@@ pm_vp 3/2(333): present -> not_present
Nov 19 14:03:37: SP: *** yp_statechange: single: remove: 3/2(333)

Nov 19 14:03:53: SP: pm_vp 3/1(333): during state not_present,
got event O0(Cadd)

Nov 19 14:03:53: SP: @@@ pm_vp 3/1(333): not_present -> present

Nov 19 14:03:53: SP: *** vp_statechange: single: added: 3/1(333)

Nov 19 14:03:53: SP: pmvp 3/1(333): during state present,
got event 8(Ilinkup)
Nov 19 14:03:53: SP

cda

pmvp 3/1(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/1 new blocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/1(333)

Port 3/1 link goes up and bl ocking in vlan 333

Nov 19 14:03:53: SP: pm_vp 3/2(333): during state not_present,
got event O(Cadd)

Nov 19 14:03:53: SP: @@@ pm_vp 3/2(333): not_present -> present

Nov 19 14:03:53: SP: *** vp_statechange: single: added: 3/2(333)

Nov 19 14:03:53: SP: pmvp 3/2(333): during state present,
got event 8(Ilinkup)
Nov 19 14:03:53: SP

cda



pmyvp 3/2(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/2 new bl ocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/2(333)

Port 3/2 goes up and bl ocking in vlan 333

Nov 19 14:04:08: SP: STP SW G 3/1 new |learning req for 1 vlans

Nov 19 14:04:23: SP: STP SW G 3/1 new forwarding req for 0 vlans

Nov 19 14:04:23: SP: STP SW G 3/1 new forwarding req for 1 vlans

Nov 19 14:04:23: SP: pmvp 3/1(333): during state notforwarding,
got event 14(forward_notnotify)

Nov 19 14:04:23: SP

@@ pm vp 3/1(333): notforwarding ->
f orwar di ng
Nov 19 14:04:23: SP: *** yp_list_fwdchange: forward: 3/1(333)

Port 3/1 goes via learning to forwarding in vlan 333

JBop wow 0wy )9099sd STP Llboys86 pesus: Eldol ol 9o pu I8 1956 9eole
wslole w9999 IJzuwy (BPDUS) IJes sop luwaduldol shusldol w9l wlbs 1UezeJ:

<#root>
cat-sp#

debug spanni ng-tree bpdu receive

Spanning Tree BPDU Received debugging is on
Nov 6 11:44:27: SP: STP: VLAN1 rx BPDU: config protocol = ieee,
packet from GigabitEthernet2/1 , Tinktype IEEE_SPANNING ,
enctype 2, encsize 17
Nov 6 11:44:27: SP: STP: enc 01 80 C2 00 00 00 00 06 52 5F OE 50 00 26 42 42 03
Nov 6 11:44:27: SP: STP: Data 0000000000000000074F1CE8470000001380480006525F0E4
080100100140002000F00
Nov 6 11:44:27: SP: STP: VLAN1 Gi2/1:0000 00 00 00 000000074F1CE847 00000013
80480006525FOE40 8010 0100 1400 0200 OFO0

sepd wuoese IJigble o3l Jig_ole PVST 9 Rapid-PVST 9 MST. sJJuoe Jl s ppussle 9gsle
wslule wi9esdsd IJeuws (BPDUS). 9pg S3JJ: spdud [pweisleo Juoplu odds spole wslule
290999d IJzuw,y (BPDUS). J)356 peussle 5226 wslule wugwsdsd IJzuw, (BPDU). $p
wluosl) IJle, debug spanning-tree switch rx decodefcommand e¢g IJl e, debug spanning-tree
switch rx J PVST g Rapid-PVST. §p wluosl) IJiIoJ debug spanning-tree mstp bpdu-rxcommand
JJlbJlg gJs pewssle 9220 wslole wy90999d 1Jz vy (BPDU) IUgl oo o MST:

<#root>
cat-sp#

debug spanning-tree switch rx decode



Spanning Tree Switch Shim decode received packets debugging is on

cat-sp#

debug spanning-tree switch rx process

Spanning Tree Switch Shim process receive bpdu debugging is on

Nov 6 12:23:20: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/Ten 0026
Nov 6 12:23:20: SP: encap SAP Tlinktype ieee-st vlan 1 Ten 52 on vl Gi2/1

Nov 6 12:23:20: SP: 42 42 03 SPAN

Nov 6 12:23:20: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4f1c.e847 00000013
Nov 6 12:23:20: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0FO00
Nov 6 12:23:22: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/Ten 0026
Nov 6 12:23:22: SP: encap SAP Tinktype ieee-st vlan 1 Ten 52 on vl Gi2/1

Nov 6 12:23:22: SP: 42 42 03 SPAN

Nov 6 12:23:22: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4f1c.e847 00000013
Nov 6 12:23:22: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0F00

lJouwes Jauoe MST: spdud wepdsy WY wyvds) BPDU IJowosds wluwedsle Ui,o_)
thisdebugcommand:

<#root>
cat-sp#

debug spanni ng-tree nstp bpdu-rx

MuTltiple Spanning Tree Received BPDUs debugging 1is on
Nov 19 14:37:43: SP: MST:BPDU DUMP [

rcvd_bpdu G 3/2

Repeated]
Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags[ F ]
Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019
Nov 19 14:37:43: SP: MST: root_id :0007.4flc.e847 Prio:0
Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768
Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15
Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1
Nov 19 14:37:43: SP: MST: ist_m_id :0005.74
Nov 19 14:37:43: SP: MST:BPDU DUMP [

rcvd_bpdu G 3/2

Repeated]
Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags|[ F ]
Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019
Nov 19 14:37:43: SP: MST: root_id :0007.4flc.e847 Prio:0
Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768
Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15
Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1
Nov 19 14:37:43: SP: MST: ist_m_id :0005.7428.1440 Prio:32768 Hops:18
Num Mrec: 1
Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]
Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897



Cost:2000028.1440 Prio:32768 Hops:18 Num Mrec: 1

Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]

Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897
Cost:20000
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