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IJpuluwed Jovose uble ldogbésd.

1. 8p wlouvle Guwds PVLAN IJiwl usé.

+ CatOS

<#froot>

Swi t ch_Cat OS> (enabl e)
set vlan primary_vlan_id

pvl an-type primary nane prinmary_vlan

l--- Note: This comand nust be on one line.

VTP advertisenents transnmitting tenporarily stopped
and will resume after the conmand finishes
VI an 100 configuration successful

* wyulez I0S py Cisco

<#root>
Switch_I0S(config)#

vlan primary_vlan_id
Switch_I0S(config-vlan)#
private-vlan primry
Switch_I0S(config-vlan)#
nane primary-vl an
Switch_I0S(config-vlan)#

exit

2. ¢J8w 1Jpg 9 VLANS I VLANS.

+ CatOS

<ttroot>

Swi t ch_Cat OS> (enabl e)



set vlan secondary_vlan_id
pvl an-type isol ated nane isol ated_pvl an

l--- Note: This command nust be on one |ine.

VTP advertisements transmitting tenporarily stopped
and will resune after the conmand fi ni shes.
VI an 101 configuration successful

* wyulpz I0S py Cisco

<#root>
Switch_I0S(config)#

vl an secondary_vlan_id
Switch_I0S(config-vlan)#
private-vlan isol ated
Switch_I0S(config-vlan)#
name i sol ated_pvl an
Switch_I0S(config-vlan)#

exit

3. yub Gvodle VLANVLAN IJeg 596 wuibods VLAN 1Iul juss.

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
set pvlan primary_vlan_id secondary_vlan_id

VI an 101 configuration successful
Successful ly set association between 100 and 101.

* wyulpz I0S py Cisco

<#root>
Switch_IOS(config)#

vlan prinmary_vlan_id



Switch_I0S(config-vlan)#

private-vl an associ ati on secondary_vlan_id

Switch_I0S(config-vlan)#

exit

4. 2288 po oS Uveds VLAN IJgl 0.

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
show pvl an

100 101 i sol at ed

* wyulez I0S py Cisco

<#root>
Switch_IOS#
show vl an private-vlan

Primary Secondary Type Ports

100 101 isolated

oS0 polds Jusvodle VLAN 13l o6
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Il spdu i Swowe lJpudds poulds PVLAN.
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S wodsy ol IJpuosd eds zpse Idpzadle IJpolpwos.

CatOS



<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan primary_vlan_id secondary_vlan_id nod/ port

I--- Note: This command nust be on one |ine.

Successfully set the following ports to Private Vlan 100, 101: 2/20

<0l 10S#0 Cisco

<#froot>

Switch_I0S(config)#

interface gigabitEthernet nod/port

Switch_I0S(config-if)#

swi tchport private-vlan host
primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tine.

Switch_I0S(config-if)#

swi tchport node private-vlan host



Switch_I0S(config-if)#

exit

Bp wodosy lJpuds Idpgodbs eds i@ lJpzodlw.

CatOS

<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan mapping primary_vlan_id secondary_vlan_id nod/port

I--- Note: This command nust be on one |ine.

Successfully set nmappi ng between 100 and 101 on 3/26



sdicks: Jel>s L8136 6500/6000 £0spl Ipuind perd sydue CaOS IlJuble o)ypzss: |J MSFC psule
eJs [Jpuinsd pzyd (15119 16/1) suwés Juw peodb o s lue o buds 3 plule wso VLANS.

<ol |0S#0 Cisco

<#froot>

Switch_I0S(config)#



interface interface_type nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan
mappi ng primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tline.

Switch_I0S(config-if)#

swi tchport node private-vlan proni scuous

Switch_I0S(config-if)#

end

wdysu b §o 3

Suod o3l IJBuwe IJIRoshs Ebsle IJodsse Jduwele weunh e9s pi9) 1Usged IJs uvwds VLAN IJglos. bl due B ¥b
wtled lJs wedsu louold IUbo$é 20 spdud welod oo 1Jp,yzds.

UdJo IJ VLAN Gho woduw 1Ub,sd6 o loe ouvdd Jelbs buds 3 opuin.

Swuoey 03l IJodysy:



odysu guglu IP

cuubsb 1Jglzes Lluwegsle 1Jle, no shutdown

588 o IJ VLAN sogles B 1J VLAN §less pgbsle

l2de VLANSVTP g o J uindisd peld.

Bp wotssu ubwdle VLAN IJolusss IJos oyss wazsool uluwegsle yiowds VLAN IJiul uss.

<#root>

Switch_I OS(config)#

interface vlan primary_vlan_id

Switch_|I OS(config-if)#

private-vlan mappi ng secondary_vl an_|i st

Switch_|I OS(config-if)#

end


https://www.cisco.com/c/en/us/tech/lan-switching/virtual-lans-vlan-trunking-protocol-vlans-vtp/index.html
https://www.cisco.com/c/en/us/tech/lan-switching/virtual-lans-vlan-trunking-protocol-vlans-vtp/index.html

adizEs: 85 Lodssu slzole IUbuws 3 Juvwds VLAN B @b Juvwdle VLAN IJigulunss. oJdso glzole VLAN
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BBl Joo weled IJs wessd Blispd uvwdle VLAN IJelu9ss wes odaso IJogssu Bluwogse 1JIJps 11wl uuss add Iy
remove.

<#root>

Switch_ | OS(config-if)#

private-vl an mappi ng add secondary_vlan_li st

or
Switch_ | OS(config-if)#

private-vl an nmappi ng renove secondary_vlan_li st



adicds: UlJoguwé Jezsdle Catalyst 6500/6000 o8 MSFC. wids oo 1o IJpwds oo Supervisor Engine (I ez, 1 puisyo8)
IJs peudd IJegzse (eds gvosd Idpoldd [Jpowds 15/1 is 16/1) peodb.

<#root>

cat6000> (enable)

set pvlan mapping prinmary_vlan secondary_vlan 15/ 1



Successfully set mapping between 100 and 101 on 15/1

iuo2,0 1Jie, show pvlan sghbie, 1o $3868 IJ sebb.

<#root>

cat6000> (enable)

show pvl an nmappi ng

Port Primary Secondary

15/1 100 101

IJodssule

Suwwede o3l Idpwows Idodssule lJeldss:

access layer (Catalyst 4003: CatOS)

Core (Catalyst 4006: uloz Cisco 10S Software

access_layer (Catalyst 4003: CatOS)

<ttroot>




Access_Layer> (enable)
show config

This command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

!--- Output suppressed.

#system

set system name Access_lLayer
1

#frame distribution method

set port channel all distribution mac both
I

#vitp

set vtp domain Cisco

set vtp mode transparent

set vlan 1 name default type ethernet mtu 1500 said 100001 state active

set vlan 100 name primary_for_101 type ethernet pvlan-type primary mtu 1500
said 100100 state active

I--- This 1is the primary VLAN 100.
!I--- Note: This command must be on one line.

set vlan 101 name isolated_under_100 type ethernet pvlan-type isolated mtu
1500 said 100101 state active

I--- This is the isolated VLAN 101.
!I--- Note: This command must be on one Tline.

set vlan 1002 name fddi-default type fddi mtu 1500 said 101002 state active
!--- Output suppressed.

#module 1 : O-port Switching Supervisor
I

#module 2 : 24-port 10/100/1000 Ethernet
set pvlan 100 101 2/20

!I--- Port 2/20 is the PVLAN host port in primary VLAN 100, isolated
I--- VLAN 101.

set trunk 2/3 desirable dotlq 1-1005

set trunk 2/4 desirable dotlq 1-1005

set trunk 2/20 off dotlg 1-1005

!I--- Trunking is automatically disabled on PVLAN host ports.
set spantree portfast 2/20 enable

!I--- PortFast is automatically enabled on PVLAN host ports.

set spantree portvlancost 2/1 cost 3




!--- Output suppressed.

set spantree portvlancost 2/24 cost 3
set port channel 2/20 mode off

!I--- Port channeling is automatically disabled on PVLAN !--- host ports.

set port channel 2/3-4 mode desirable silent
1

#module 3 : 34-port 10/100/1000 Ethernet
end

Core (Catalyst 4006: ,ulpz Cisco I0S Software)

<#root>
Core#
show runni ng-config

Building configuration...

!--- Output suppressed.

|

hostname Core

|

vtp domain Cisco

vtp mode transparent

!--- VTP mode is transparent, as PVLANs require.

ip subnet-zero

!

vlan 2-4,6,10-11,20-22,26,28

!

vlan 100

name primary_for_101
private-vlan primary
private-vlan association 101

!

vlan 101

name isolated_under_100
private-vlan isolated

|

interface Port-channell

!I--- This is the port channel for interface GigabitEthernet3/1
!--- and interface GigabitEthernet3/2.

switchport

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

|

interface GigabitEthernetl/1
!




interface GigabitEthernetl/2
|

interface GigabitEthernet3/1
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/2
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/3
!

!I--- There is an omission of the interface configuration
!I--- that you do not use.

interface GigabitEthernet3/26

swi tchport private-vlan mapping 100 101
swi tchport node private-vlan prom scuous
!--- Designate the port as promiscuous for PVLAN 101.

!I--- There is an omission of the interface configuration
!I--- that you do not use.

[

!--- Output suppressed.

interface Vlan25

!I--- This is the connection to the Internet.
ip address 10.25.1.1 255.255.255.0

I

%nterface V1an100

I--- This 1is the Layer 3 interface for the primary VLAN.

ip address 10.1.1.1 255.255.255.0
private-vlan mapping 101

!I-—-- Map VLAN 101 to the VLAN interface of the primary VLAN (100).
!--- Ingress traffic for devices in isolated VLAN 101 routes
I--- via interface VLAN 100.
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lovedle IUzse shuwlJel g edlple VLAN IJelooss I9 1Jglsss gds polds gb louold GivwJds VLAN IJglL06.

Sup 3gp wuopsy IEEE802.10 B §b. o wez JI pulds gbyb IUloold Idpg i9ds wipz )96 p)9) Iduslule Jzese 1Jpolds
lJolugss su) b logold. ouwer JJ pulds gbgb Ul old IUpgodlbs uipz ldeulds Idpgedbe ldeegsss IJplbdyws Vs oil
IJpgbb Bs pulds gb louold sles szpd Uvwdle VLAN Iguluss pogsds.

luwogpdo sgjd VLAN Eluo bulbé psule guspl (RS oo9de IJluwogpldeo glue VLAN sg5d puosd psule i Seed soes
VLANS: ol gbxs VLANs g J swgss VLAN gluo. 903l szedo pdssl Jusuosd peod pu IUghe Jl g Uvwdle VLAN I3l 06,

Sop lowogsle guvwdle VLAN Ipgodbs 1Ugloo B 1dzldle 1dos sop Bsol luweésle podd puossd pgodb Juvwdsé VLAN
IJgluo6 wuvdd boses 9JI0 2o Y90 oo 1Juo9)6 2ed uvwdle VLAN pogsss. ol goodle VLAN IJgbss Iy Jpzldle
Joedle VLAN 1Jgluos [Jpegsss. o3l sgedo pdssl Jusuosd pozo wrdy lduslule 1Uss Jl ssgp svwdle VLAN 1UEl o6,

pedyple |uoldss

Jlee wvedlo VLAN L EL 06 JJzuesd eds piss pu ldpedsple.
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itJo inorder to yuvJdJdo S JPVLAN Lsulbs psule:

izJe inorder to svIJe Sho Jpsule Giobs pgodb

IJozdd po lduoesd
lwesp 03l 1dEuwe Joldss god IJodssy wuvdd Lozse.

CatOS

show pvlan— sg,u2 wdosu yvwdé VLAN IUEl 06, wedld pu l8uslu uvodle VLAN IJpeg 59J6 glJiuuluu._gé vugool
IJogoo. 2388w lsuali v s puostd sbo, psuls.

show pvlan mapping— sg 2 wessu Juvwds VLAN IJglLos pe lJodsse eds 1Jpulds IJpgodbs.

VJQLOE_ 10S U Cisco

show vlan private-vlan— sg, 0 ped9ple Jowds VLAN: gldos couopo Idpolds Ios odo,o.

show interfaceM ud/portswitchport— sg, 2 pedsple gluoé uldslzos. wedd pu LoEs suoe IJouvgsd 9d3Jd [eshle
PVLAN lJoUsgsdss.

$€ 203 Iaaga 310 #lua-VLAN gtkb |J PVLAN Iy lve ouudd.
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ozl Juerss el Bl dlue guodle VLAN IJiuuluu§6 9lJelusss provlbslo@p wirss Juguool ldougo. wedd
lsuol po wuopso IJpulds 1UJles.

<#root>

Access_Layer> (enable)

show pvl an

Primary Secondary Secondary-Type Ports

100 101 isolated 2/20

show vl an private-vl an

Primary Secondary Type Ports

100 101 isolated Gi3/26

02dd e ldodsso Iduoese JJpouds Idpgodbs.

Subs) o3l IJIRlz [Js o 9uoE wUbES IJpud ‘o'aoJJo_gio Juvedle VLAN lJoyvgsdss os 100 9 101.

<#root>

Core#

show i nterface gigabitEthernet 3/26 switchport



Name: Gi3/26
Switchport: Enabled
Administrative Mode: private-Vlan promiscuous

Oper ational Mde: private-vlan proni scuous

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative Private VLAN Host Association: none

Admi ni strative Private VLAN Prom scuous Mappi ng: 100
(primary_for_101) 101 (i sol ated_under_100)

Private VLAN Trunk Native VLAN: none

Administrative Private VLAN Trunk Encapsulation: dotlq
Administrative Private VLAN Trunk Normal VLANs: none
Administrative Private VLAN Trunk Private VLANs: none

Qperational Private VLANs:
100 (primary_for_101) 101 (isol ated_under_100)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Iv)i 2ied ool louold Jeysesdsd suwlisd Idoede oldloc,oe (ICMP) po 003 Idpuosa s 1dpudds Ipgodbs.

o3y lwe. wbl Jiu IJl Jzoliso B Lvwds VLAN IJIuwlwss oduwol Bszw o ooy 1izesé B IJuvwds 1UB,es6
Q\..BuuoL



<#root>

host_port#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a390.fc80 ARPA FastEthernet0/24

I--- The Address Resolution Protocol (ARP) table on the client indicates
I--- that no MAC addresses other than the client addresses are known.

host_port#

ping 10.1.1.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/4 ms

!I--- The ping is successful. The first ping fails while the
I--- device attempts to map via ARP for the peer MAC address.

host_port#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a2390.fc80 ARPA  FastEthernet0/24
Internet 10.1.1.254 0 0060. 834f . 66f0 ARPA Fast Et her net 0/ 24

I--- There is now a new MAC address entry for the peer.



losl Jgool louald ICMP Lo pullds IJp osis.

bs o3l ldpelds szt sJ host_port_2 (10.1.1.99) lzol, IJleold > host_port (10.1.1.100). S ud ool IUlousld e3l.
9p8 3JY Jl S5l ool Ilouold po puds puosd 135 1Us IJpowds Ideeodbs suze.

<#root>

host_port_2#

ping 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

I--- The ping between host ports fails, which is desirable.

host_port_2#

ping 10.1.1. 254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

!I--- The ping to the promiscuous port still succeeds.

host_port_2#

show arp

Protocol Address Age (min) Hardware Addr Type Interface



Internet 10.1.1.99 - 0005.7428.1c40 ARPA Vlanl
Internet 10.1.1.254 2 0060.834f.66f0 ARPA  Vlanl

!I--- The ARP table includes only an entry for this port and
!--- the promiscuous port.

lovoduld IJigble 9l oJlzol

Iowedule lgble Gvoudle VLAN gl odlzol

Soulsd 03l 1Jduwpe weu2 IJpuildd IJublisgs IJos wese pe wdssule giwds VLAN IJElL06.
IJpuidJs 1

oodds Huwlds [Jg bl o30: 7.PM-SP-3-ERR_INCOMP_PORT: <mod/port> =p sgssos! gds ¢ss obb Jio <mod/port>

L) pud) é.]o |QOA‘J.
SpJu 00 Luwlds IJgbol 030 Jgss Iuvulu: Jel 09 p9 oz oul.

Wddig =18 oyl US> IJi@_oJ'é. oepd lJspslo [Juplss Catalyst 6500/6000 10/100-Mbps gJs < d8S> wdoso puds VLAN pe 59J
9 pzopes Evdel SYI0 pudS 12> Uopw wdw ASIC Jdpuwess udwo b louald. s Buwzs wsu delpcss Elsé: s puds
PVLAN pgodb. (swedpe ASIC JJodsd Bs 12 pudsl eds pebp IJszsle IJuplss 9 48 puudsl gds [J9ers [Juplbso Catalyst
6548.) (519 1Jz29J Bes Llgoles ol 12395 Guwp po 03] 90,856 ©LouEDd po IUpsole B edis I pl>s 28136 6500/6000 10/100-
mbps 9236 welbss.

g Wgd = 1: bl Jp o ould sgp Juvods VLAN IUEl o6 eds 3JY 1Jpuds Bedsd wlgosl puds gJs ASIC pgodod sds
19258 1Joploss 19 eds 9228 wplbss ppoduds. HJe inorder tolese wogisb ldpsole: [Jpg9d 1o 1Jzeles VLAN psole wuvdsd
9103, 1l £ 1o,y sa) a0 lsilad €20 1.

dig - 2: I3l op odasu Idpolds s39sl s wundd 1Be,los eds IUsuoe Ibsolesds Idesése b 1Joddlss Idbsolpsds.

e Wgd - 2: wdssu Idpulds I oe 9,09J wluwagsle 1Jie, switchport mode access. i o5, inorder tolgse wosvsb Ipsuole.

Il gad 10, 301 a0 ls i £0d 10 .



adizs: s w,ulez Cisco 0S| osl, 12.2(178)SX gldluosble 1dizse. Jl subwd wdsss 12 powdsl eds 9esle wzasd
IJlse,yoo WS-X6548-RJ-45 9 WS-X6548-RJ-21 9 WS-X6524-100FX-MM Ethernet.

e dJs 2
[P odsu yveds VLAN IJgluoé: wslzo leas IUyuwlisd IJeldss:
Cannot add a private vlan mapping to a port with another Private port in

the same ASIC.
Failed to set mapping between <vlan> and <vlan> on <mod/port>



Port with another Promiscuous port in the same ASIC cannot be made
Private port.
Failed to add ports to association.

Wotuz: ob,l JBses 1dizojs o pd 1d9gsle IJuplbss Catalyst 6500/6000 10/100-Mbps g Js ©@ss> odosu puds VLAN ogj9J 9
propEs Ewdpl SU90 puds Slos Uoeu uduw ASIC Jdeuwess uduwe ¢b louald:ly Buues Lsu seleasu Elsé: s puds
PVLAN pgodb. (swedpe ASIC JJgdsd B 12 pudsl eds pebp [Jsesle IJuplss 9 48 puudsl gds [J9ers [Juplbss Catalyst
6548.) 539> [Jzo9d Gs L 99le> 9l Jz59> S we pu 03l 98598 SLOUSD eu ldpsule 96> gds 1Upl>é adl_jé 6500/6000 10/100-
mbps 9256 welss.

le s 103351 $p Lluosl) 1Jle, show pvlan capability (CatOS). 9lJss suivsy 1Js ol 131 Jlo 1dpowds spdo o suove powd PVLAN. |3l
Jp sJu ould sgp Juvwds VLAN 1Ugl oo eds 3JY 1Upowds 1pess Wedsd loodle puds eds ASIC pgodod sds 1U9eaé
IJoebss Iy eJs 9236 wplbsé podus.




adizs: Bs w,yulez Cisco 10SIJ]uosl, 12.2(178)SX glJluosble 1dizse. Jl subwd wdsss 12 podsl eds 9zsle wzasd
IJlse,yoo WS-X6548-RJ-45 9 WS-X6548-RJ-21 9 WS-X6524-100FX-MM Ethernet.

IJpudJs 3
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I3 el pu dep IJuble IJlwluws Jubodle VLAN IJEl o6, lede 2luo VLAN plé 208136 0 Bdulz sgp 0136 208156 o 089086
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IJeudJs 4
eJs pl>é 28136 6500/6000 MSFC. lve suwelbse Jl spuwd bls I syub 1Us Idesols se5d eds IJpdole.

1d@.)0: B Supervisor Engine (I ez, 1dpuin ) wzldd pu lo 1Jpowds [Js MSFC (15/1 19 16/1) pgodb.

<#root>

cat6000> (enable)

set pvlan mapping primary_vlan secondary_vlan 15/ 1

Successfully set mapping between 100 and 101 on 15/1

Isuol yudJe IJ VLAN 8Lo eds IJ MSFC Ll 1o 1l

Suwe pU 03l 90586 sEsU.
IJpudJs 5

o€ luosly 1Jie, no shutdown « Jl spdod cogvsb 9lzos vwdsd VLAN Jubodle VLAN IJpg 5906 19 1Jpeepe sé.

1@ bl Jboses uvwdle VLAN IJglos Jl spdud cugvsb slzos vods VLAN Juvodle VLAN IJeg 596 |3 lJpewpess.
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B Izojé Catalyst 6500/6000 pg MSFC/MSFC2. JI wuduos beldle ARPIJos wp IJog)d edsol eds slzole IJbw$s 3 Juvwds
PVLAN.

103 heldle ARPIJos sop ldog)dd edsol gds 9lzole gvwds VLAN IJglLos JJbw$6 3 os Ibgldle ARPIJJILo 86 9d vz,
S89p louold 1Jize6 1Jzss38 wuduw guslu IP Clogile 5uwldé. 9l oz louble Jbéld ARP. JsJd: lue suwés hde $x9.s! ARP
psule po¢d | {uppery mac address wé.s,. Iuos o inorder tolode 9 e ARP pxgJ PVLAN $39.slk 03l 1)

<#root>

Router(config)#

no arp 10.1.3.30

IP ARP:Deleting Sticky ARP entry 10.1.3.30
Router(config)#

arp 10. 1. 3.30 0000. 5403. 2356 ar pa

IP ARP:Overwriting Sticky ARP entry 10.1.3.30, hw:00d0.bb09.266e by
hw:0000.5403.2356

esh T&) 09 luosh, IJle, noip sticky-arp b w,ulee Cisco 10S1JlLeol, 12.1(11b)E slJlosble 1Jizse.
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