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od9su wgdw IJgol)

ip dhcp excluded-address 192.168.0.1 192.168.0.240
ip dhcp pool POOL
network 192.168.0.0 255.255.255.0
!
ip dhcp snooping vlan 1
ip dhcp snooping
ip device tracking
|
interface Vlanl
ip address 192.168.0.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.48.66.1
|

interface FastEthernet0/1



description PC

ltouble ogdo Idlzos

<ffroot>
BSNS-3560-1#

show i p dhcp binding

IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 02:31 AM Automatic

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

192.168.0.241  0050.5699.4eal FastEthernet0/1 ACTIVE

cuoese IJIgble po 1Jluosl) 12.2.33. wedu zoly IP wp wpaswo po gJld IJo b

eJs wy9w9deJ DHCP

S99p IJobud gds w)y9w9dsd DHCP Logpse 229d IUywb:

<{froot>
BSNS-3560-1#

show debuggi ng

DHCP Snooping packet debugging is on

DHCP Snooping event debugging is on

DHCP server packet debugging 1is on.

DHCP server event debugging is on.

track:
IP device-tracking redundancy events debugging is on
IP device-tracking cache entry Creation debugging is on
IP device-tracking cache entry Destroy debugging is on
IP device-tracking cache events debugging is on

02:30:57: DHCP_SNOOPING: checking expired snoop binding entries

02:31:12: DHCPSNOOP(hTfm_set_if_input): Setting if_input to Fa0/1 for pak.
02:31:12: DHCPSNOOP(hTfm_set_if_input): Setting if_input to V11 for pak.
02:31:12: DHCPSNOOP(hTfm_set_if_input): Setting if_input to Fa0/1 for pak.
02:31:12:

Was V11

Was FaO/1

Was V11



DHCP_SNOOPI NG recei ved new DHCP packet frominput interface

(FastEthernet0/1)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST, i nput
interface: Fa0/1, MAC da: 001f.27e6.cfc0, MAC sa: 0050.5699.4eal, IP da: 192.168.0.2
| P sa: 192.168.0.241, DHCP ci addr:

192.168.0.241, DHCP yiaddr: 0.0.0.0,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add relay information option

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 CID in vlan-mod-port format

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 RID in MAC address format

02:31:12: DHCP_SNOOPING: binary dump of relay info option, length: 20 data&colon;

0x52 0x12 Ox1 Ox6 Ox0 Ox4 Ox0 Ox1 Ox1 Ox3 Ox2 O0x8 0x0 Ox6 Ox0 Ox1F 0x27 OxE6 OxCF 0x80

02:31:12: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: 001lF.27E6.CFCO,
packet is flooded to ingress VLAN: (1)

02:31:12: DHCP_SNOOPING_SW: bridge packet send packet to cpu port: Vlanl.

02:31:12:

DHCPD: DHCPREQUEST received fromclient 0100.5056. 994e. al

02:31:12:

DHCPD: Sendi ng DHCPACK to client 0100.5056. 994e. al (192.168. 0. 241)

02:31:12: DHCPD: unicasting BOOTREPLY to client 0050.5699.4eal (192.168.0.241).
02:31:12: DHCP_SNOOPING: received new DHCP packet from input interface (Vlanl)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPACK

, input interface:

V11, MAC da: 0050.5699.4eal, MAC sa: 001f.27e6.cfcO, IP da: 192.168.0.241,
IP sa: 192.168.0.2, DHCP ciaddr: 192.168.0.241, DHCP yiaddr: 192.168.0.241,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add bi nding on port FastEthernet0/1

02:31:12: DHCP_SNOOPING: added entry to table (index 189)
02:31:12: DHCP_SNOOPING: dump binding entry: Mac=00:50:56:99:4E:A1 Ip=192.168.0.241
Lease=86400 1d Type=dhcp-snooping Vlan=1 If=FastEthernet0/1

&3 luolds ;o DHCP |Js $lgss ldwslule: s@9p wouvésd Idledle Jogdew Izols:

<#root>
02:31:12:

sw_host _track-ev: host _track _notification: Add event for host 0050.5699. 4eal
192.168.0.241 on interface FastEthernet0/1



02:31:12: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241

on interface FastEthernet0/1

02:31:12: sw_host_track-ev:MSG = 2

02:31:12: DHCP_SNOOPING_SW no entry found for 0050.5699.4eal 0.0.0.1 FastEthernet0/1
02:31:12:

DHCP_SNOOPI NG_SW host tracki ng not found for update add dynamc
(192.168.0.241, 0.0.0.0, 0050.5699.4eal) vlian 1

02:31:12: DHCP_SNOOPING: direct forward dhcp reply to output port: FastEthernetO/1.
02:31:12:

sw_host _track-ev: Add event: 0050.5699. 4eal, 192.168.0.241, FastEthernet0/1

02:31:12: sw_host_track-obj_create:0050.5699.4ea1(192.168.0.241) Cache entry created
02:31:12:

sw_host _track-ev: Activating host 0050.5699. 4eal, 192.168.0.241 on
interface FastEthernet0/1

02:31:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

sop buwld puvedundle ARP wusdd 1de,los JJ 30 Sloss:

<#froot>

02:41:12: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:41:12: sw_host_track-ev:0050.5699.4eal:

Send Host probe (0)

02:41:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:41:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:41:42: sw_host_track-ev:0050.5699.4eal:

Send Host probe (1)

02:41:42: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:42:12: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:42:12: sw_host_track-ev:0050.5699.4eal:

Send Host probe (2)

02:42:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:42:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:42:42:

sw_host _track- obj _destroy: 0050. 5699. 4eal(192. 168. 0. 241): Cache entry del eted

02:42:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer



3 30.0110700 Cisco_egicf 183 Villware 99,4241 ARP 60 who has 1%2.168.0.2417 Tell 0.0.0.0
4 30, 0111260 vmware 29 4a0a1 Cisco_es Cf 183 LEP 47 192,168, 0,241 15 at 00:50;:56:98; 4@5al
5 B0, 0235090 Cisco_e6icf 183 WMware_99:48:a31 ARP 60 who has 122.168.0.2417 Tell 0.0.0.0
6 60, 0235250 vmware_99:8a:al Cisco_eq:cf 183 LAP 42 192,168, 0,241 15 at 00:50:56:99: 42231
F 90, 0230090 cisco_eacf 183 YMware_ 9o der 4l LAF B0 who has 192.168.0.2417 Tell 0.0,0,0
& Q0. 0230250 vmware_S9rda:al Cisco_sd:cf 1 83 LRF dF 162 168, 0,241 9= at O0:50:56:9%:de1al

o> s IUbgld po 239J wedo Izl sbd bild ol DHCP 1Upsld 09295l:

<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

BSNS-3560-1#

show i p dhcp binding

IP address Client-1D/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 03:06 AM Automatic

ould puudJs guspl sIY9u Jrsd luwezlud ARP. 9JJo sope 118 beld wedu 1zols eds ls 2lJ.
Sw9 1y 03l 1Jglol B 1Jluesl, 12.2.33 9Je sbo, B 1Jluesl, 12.2.55 19 o ulee 15.x.

sl ould weup IUlpeJIBle g0 1Upgldzs pe L2 psole (puu93) 9 L3 psuls (ol oo switchport).
Ul wobdls 9obdd wy90999d wedsd IJgulsso (ARP)

wedv Ideols cluwesle pssé ldobodd eds wi9w9dsd wedsd ldeulysy (ARP):

<#froot>
BSNS-3560-1#

show debuggi ng

ARP:

ARP packet debugging is on
Arp Snoop:

Arp Snooping debugging is on

03:43:36: sw_host_track-ev:0050.5699.4eal Stopping cache timer
03:43:36: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
03:43:36:

IP ARP: sent req src 0.0.0.0 001f. 27e6. cf 83,



dst 192.168. 0. 241 0050.5699. 4eal FastEthernet0/1

03:43:36: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
03:43:36: IP ARP: rcvd rep src 192.168.0.241 0050.5699.4eal, dst 0.0.0.0 Vlanl

cedw zoly IP JJluosl) 12.2.55 - lp) ppdis

JJluosly 12.2 ool Iuwegsp o) peds Jouuvsbo:

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface

192.168.0.244 0050.5699.4eal 55 FastEthernet0/1

Total number interfaces enabled: 1
Enabled interfaces:

Fa0/ 1

BSNS-3560-1#

ip device tracking interface fa0O/48

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

10.48.67.87 000c.2978.825d 1006 FastEthernet0/48
10.48.67.31 020a.dada.dada 1006 FastEthernet0/48
10.48.66.245 acf2.c5ed.8171 1006 FastEthernet0/48
192.168.0.244 0050.5699.4eal 55 FastEthernet0/1
10.48.66.193 000c.2997.4cal 1006 FastEthernet0/48
10.48.66.186 0050.5699.3431 1006 FastEthernet0/48

ACTIVE

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE



Total number interfaces enabled: 2
Enabled interfaces:

Fa0/ 1, FaO/ 48

cedo zoly IP JJluosly 12.2.55 - pold IP IJsloe

Vs o3l Idpeldi wp odysu IJJpwsse) wluwegsle gusly IP eloe. sbo)y wuozse Ui'ablc 1
&> ldzuosd eds luwoelos ARP (MSG=2). swpe wedse beld welde IJgols.

<tfroot>

01:03:16: sw_host_track-ev:0050.5699.4eal Stopping cache timer
01:03:16: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
01:03:16: sw_host_track-ev:host_track_notification: Add event for host 0050.5699.4eal,
192.168.0.241 on interface FastEthernet0/1, vlan 1
01:03:16: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
01:03:16: sw_host_track-ev:

MG = 2
01:03:16: sw_host_track-ev:Add event: 0050.5699.4eal, 192.168.0.241, FastEthernet0/1

01:03:16: sw_host_track-ev:

0050. 5699. 4eal: Cache entry refreshed

01:03:16: sw_host_track-ev:Activating host 0050.5699.4eal, 192.168.0.241 on
interface FastEthernet0/1
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

J3JI 5990 JJ bdo pu ARP o0 IJJdposse) vopdse 239d cede IJzols (euslu MAC 1UElLe
wlderuwd 98 0slu IP IUElLo wlderuwd po 2ipé ARP).

oedw zols IP JJluosly 15.x
PO Ipop o3¢ 1o weue IJessle pod DACL J 802.1x £s) p2e906 Sis oo LAN Lite (231 -
pouez psjle Cisco Jl seruo Ideedspele IUuozses Slisel).

SpJdu LudS) |JirDJ lJpgds pu IJluosl) 12.20 9JJo Jsuw Jo oio§J. Vs luosly Idwsulpz 15.x
Swp wpdsu wedw zolj IP (IPDT) wuvdd lWe,)luos Wb JJslzole IJos we wpdsy 802.1x

g_;Ol:

<#root>
bsns-3750-5#

show i p device tracking all



IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

G1/0/1, G1/0/2

bsns-3750-5#

show run int g1/0/3

Building configuration...

Current configuration : 38 bytes
|

interface GigabitEthernetl/0/3

bsns-3750-5(config)#

int g1/0/3

bsns-3750-5(config-if)#

swi tchport node access

bsns-3750-5(config-if)#

aut hentication port-control auto

bsns-3750-5(config-if)#

do show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number 1interfaces enabled: 3
Enabled interfaces:
Gil/0/1, Gil/0/2,

G 1/0/3



edw blJs wuvdsd 802.1x pu Idpsule: IPDT s ol o pu lo psule.

Sewed o odyy 2lJs I o83 "down" JsJd oo 12,958 Io sd9w Jrsd "switchport mode
access" 9"authenticaion port-control auto" JJs swpe cugivsh ogdw zolj IP eds 3JY 1Jpuuds.

Op wessu e IUlBuos Jzols 1Uslzes eJs 10:

<#root>
bsns-3750-5(config-if)#
ip device tracking maxi mum

?
<1-10> Maximum devices

oedw zol IP J Cisco IOS-XE®

006 12550 w8y Iduwdsd e Cisco I0S-XE 3.3 g0 pdlhuwo pg Cisco 10S. 1] osly 15.x.

IJlo, 1Jpgbs pu 1Jluosly 12.2 Bosp: 9JJu Il sop Lels o3l IJgbl:

<tfroot>
3850-1#

no ip device tracking int gl/0/48

% Command accepted but obsolete, unreleased or unsupported; see documentation.

WO Cisco I0S-XE: swp wuuvsb wgde IJzoly Jzese 1Uslzole (zus 1Uslzole 1Jos Jp swpe
oJdysy 802.1x):

<#froot>
3850-1#

show i p device tracking all

Global IP Device Tracking for clients = Enabled

Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30

Global IP Device Tracking Probe Delay Interval = 0
IP Address MAC Address Vlan Interface Probe-Timeout
State Source

10.48.39.29 000c.29bd.3cfa 1 GigabitEthernetl/0/48 30



ACTIVE ARP

10.48.39.28 0016.9dca.ed4a7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.117 0021.a0ff.5540 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.21 00c0.9f87.7471 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.16 0050.5699.1093 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.76.191.247 0024.9769.58cf 20 GigabitEthernetl/0/48 30
ACTIVE ARP

192.168.99.4 d48c.b52f.4ale 99 GigabitEthernetl/0/12 30
INACTIVE ARP

10.48.39.13 000c.296e.8dbc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.15 0050.5699.128d 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.9 0012.da20.8c00 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.8 6c20.560e.1b64 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.11 000c.29e9.db25 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.5 0014.f15f.f7ca 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.4 000c.2972.57bc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.7 5475.d029.74cf 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.108 001c.58de.9340 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.1 0006.f62a.c4a3 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.3 0050.5699.1bee 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.84 0015.58c5.e8b7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.56 0015.fal3.9a40 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.59 0050.5699.1bf4 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.58 000c.2957.c7ad 1 GigabitEthernetl/0/48 30
ACTIVE ARP

Total number interfaces enabled: 57

Enabled interfaces:
Gii/o/1, Gi1i/o/2, Gii/o/3, Gili/o0/4, Gi1/0/5, Gil/0/6, Gil/0/7,
Gii/o/8, Gi1/o/9, Gii/o/10, Gil/0/11, Gil/0/12, Gil/0/13, Gil/0/14,
Gii/o/15, Gi1/o/16, Gili/o/17, Gil/0/18, Gil1l/0/19, Gil/0/20, Gil/0/21,
Gi1/0/22, Gil1/0/23, Gil1/0/24, Gil/0/25, Gil/0/26, Gil/0/27, Gil/0/28,
Gi1i/o0/29, Gii/o/30, Gil/0/31, Gil/0/32, Gil/0/33, Gil/0/34, Gil/0/35,
Gii/o/36, Gi1/0/37, Gil/0/38, Gil/0/39, Gil/0/40, Gil/0/41, Gil/0/42,
Gil/0/43, Gil/0/44, Gil/0/45, Gil/0/46, Gil/0/47,

G 1/ 0/ 48,

Gil/1/1,
Gi1/1/2, Gi1/1/3, Gil/1/4, Tel/1/1, Tel/1l/2, Tel/1/3, Tel/1l/4
3850-1#$

3850-1#sh run 1int



g1/ 0/ 48

Building configuration...

Current configuration : 39 bytes
|

interface GigabitEthernetl/0/48
end

3850-1(config-if)#
i p device tracking nmaxi mum

?
<0-65535> Maximum devices (0 means disabled)

Isuol Jl e9zs 2395 JJgs IJiduos Jdbgldle JIJ puwds (0 ceus peld).
eV zolj IP wluwegsle 802.1x 9 DACL JJlesl) 12.2.55

Il e wdase 802.1x Lluwegsle Blisps Ideede B 1dsuesd 1Js 1Jwuss IJigwlwss (DACL).
Owsop luwodsle beld cede IJzols Jede gusly IP 1Jglue wldzols.

S9uee o3l Ideold wewe Idzol 1Uds sgpd Juy9wsdod IP e wdysuo vunvdd elow:

<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 0. 244

0050.5699.4eal 2 FastEthernet0/1 ACTIVE
Total number interfaces enabled: 1

Enabled interfaces:
Fa0/1

030 gJwo gpd 802; 1X wp logilgel wluwedsle Blises [doedp Vs IJ9Lo9d JJyuwlisl (DACL)
"lduwele J ICMP Cls™

<{froot>



BSNS-3560-1#

sh aut hentication sessions

Interface:
MAC Address:

| P Address: 192.168.0.

User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

ACS ACL: XxACSACLx-

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method State
dotlx

<{froot>

BSNS-3560-1#

show epm sessi on sunmary

EPM Session Information

interface fa0/1

FastEthernet0/1
0050.5699.4eal

244

cisco

Authz Success

DATA

Should Secure
Unsecure

single-host

both

Authentication Server
2

P- DACL- 516¢c2694

N/A

N/A
0A3042A900000008008900C5
0x0000000D

0x19000008

Authc Success

Total sessions seen so far : 1

Total active sessions

Interface

01

IP Address MAC Address

Audit Session Id:

FastEthernet0/1

192.168.0.244 0050.5699.4eal

S92z 03l Blisps wpde I 1J9osd (ACL) pbo$s:

<tfroot>

BSNS-3560-1#

0A3042A900000008008900C5



show i p access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (8 matches)

Extended | P access |ist xACSACLx-|P-DACL-516¢c2694 (per-user)

10 permit icmp any any (6 matches)

i@u'ol‘ Ilspo IJozde Vs 19uo9d (ACL) gds 9lzos Fal/1 os wdwol:

<tfroot>
BSNS-3560-1#

show i p access-lists interface fa0/1

permit icmp any any

eJs 1Usép pu o IUIG el os 09 dot1x ACL:

<{froot>
BSNS-3560-1#

show ip interface fa0/1

FastEthernet0/1 is up, line protocol is up
Inbound access 1list is Auth-Default-ACL

20 1pe9de o ouueese Blises Idozde B 1909 (ACL) "any" J 192.168.0.244. sg pJ o3l
IlJelds Jadsd 1dpuol s sJIdo Jl sop éss) "any” J DACL 802.1x [Js IP 1J3s < p

lJovlo pu IJIpws9e,).

lJogwws Jadsd Idpuohb s sop wiisu Blises wpde Bs 1Jsuod (ACL) Iuodss 9l2sé pu
ACS p9 90l 9lbolyol Ll wegsle IJi,oJ show ip access-list 9swp wbwsd Ylisesd wedp VS
IJsuo9J (ACL) peswé (JIJ puwegsp pg IP pes3) eds 1Uslzos Lluueesle IJie, show ip access-
list interface fa0/1. 9 3JJ: Jl suwegspe 99sd lJpuolr§6 weg o IP JJzols.

33l Jp sop IJIyvwd gu gy IP wuvdd uozset wes websd wgde IJzgol:

<{froot>

BSNS-3560-1+#



show aut hentication sessions interface fa0O/1

Interface:
MAC Address:

| P Address: Unknown

User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

ACS ACL

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
dotlx

J3Jd Jp swp LG guslu IP wes 3Jd 9JJu $lisps Ideedp S 1Usuosd JUsuwlisl (DACL)

JIosld pbboge:

<tfroot>
BSNS-3560-1#

show i p access-lists

Extended IP access list

10 permit udp any range bootps 65347 any range bootpc 65348

FastEthernet0/1
0050.5699.4eal

cisco

Authz Success
DATA

Should Secure
Unsecure
single-host
both

Authentication Server
2

XACSACLX- | P- DACL-516¢c2694

N/A

N/A
0A3042A9000000000000C775
0x00000001

0xB0000000

Authc Success

Auth-Default-ACL

20 permit udp any any range bootps 65347
30 deny 1ip any any (4 matches)

Extended IP access list

XACSACLX- | P- DACL- 516¢2694 ( per-user)

10 permit icmp any any

B 03l lJuwsobiss: Jl sdie wedw Izols J 802.1x. 1J8,6 19zss 09 luo spdu luvegsle
P96 eu9lu IP 1JglLe wldepsd 1Jp9ess Ss 1Jpds06 Jbdo 9,09J RADIUS. Ces |91



Ithuﬁé 8:

radius-server attribute 8 include-in-access-req

£929> Vs Access-Request 9085 ACS oy Ippdu luuble @sles wgasd IJe) »36:

00:17:44: RADIUS(00000001): Send Access-Request to 10.48.66.185:1645 id 1645/27, Tlen 257
00:17:44: RADIUS: authenticator F8 17 06 CE C1 85 E8 E8 - CB 5B 57 96 6C 07 CE CA

00:17:44: RADIUS: User-Name [1] 7 "cisco"
00:17:44: RADIUS: Service-Type [6] 6 Framed [2]
00:17:44: RADIUS: Framed-IP-Address [8] 6 192.168.0.244

w3 slispl Io TrustSec szole lsuol 1Us wedw zols IP Jyslob IP JJ)8s0.
oedu zoly IP Lluwegale 802.1x 9 DACL JJlesl) 15.x

ol 09 1J9,8 wsu IJluosly 15.x 9ldluosl)y 12.2.55 s $lises Ideede b 1J9ue9d JJyuwlislo
(DACL)S ws IJluosh) 15.x pu Ideulpz: sgpd vodw IJb)s96 Jel 091Uzl pe 9JsJ
lJpuol>96.

SpJdu pdlebs Blisps IJozde B 1dsLosd (ACL) IJgles gws Isgld 1Jie, show ip access-list
(IJlweeles IJpgi06 eddel oo AAA). sJJu e IJie, show ip access-list interface fa0/1. swpe
luwewld sre "any” weoslo 1P 1dpuoss Jdpuossd (1Jpessd gus o b zols IP).

03l pold Jolew 9zol5 Jpws9e) s punds 9les (91/0/1). ool Idesulez 15.0.2SE2 ¢Js 3750X:

<ffroot>

bsns- 3750- 5#sh aut henti cati on sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address:

0007.5032. 6941

IP Address:

192. 168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VA CE

Security Policy: Should Secure



Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

100

ACS ACL:

Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
dotlx

mab

Aut hc Success

Interface:
MAC Address:

0050. 5699. 4eal

IP Address:

192.168. 2. 200

User-Name:

ci sco
Status:
Domain:

DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

20

ACS ACL:

N/A

N/A
COA80001000001012B680D23
0x0000017B

0x99000102

Failed over

GigabitEthernetl/0/1

Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2



Session timeout: N/A
IdTe timeout: N/A
Common Session ID: COA80001000001BD336EC4D6
Acct Session ID: 0x000002F9
Handle: OxF80001BE

Runnable methods Tist:
Method State

dot 1x Aut hc Success

mab Not run

owp puohb o Idolew gu) peys puelb 86 MAC (MAB). wsupel suvwse IJJpwsse, dotlx.
Suweede JJ pu ldolewd 9zols IdJpwsye) odw Blispes IJozdpe Bs 1Usuo9d (ACL):

<#root>
bsns-3750-5#

show i p access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2

Extended IP access 1ist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (

per-user

)
10

permit ip any any

908 3JJ gwo IJordd pu lduoes eds puwess 1Uslzes: wp luvewild 1deuos) wewsly IP
IUgloo wldzols.

pubgdle cedo 2ol IP IJos wogs) 98pdu 1o wpae Bs 18 98¢ (v Bey6 bysds pu zduws
IJeuo3 86 9oussd Slises IJozde S 1Usuosd):

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit ip
host 192. 168. 2. 200

any (5 matches)
permit ip



host 192. 168. 10. 12

any

Sop opss) JJl guslos MAC gds luopl elooly:

<#root>
bsns-3750-5#

sh mac address-table interface gl1/0/1

Mac Address Table

Vlan Mac Address Type Ports

20 0050.5699.4eal

STATIC

Gil/0/1
100 0007.5032.6941

STATIC

Gil/0/1

Ield Blisps IJoede s 1dsuesd (ACL) IUElue

pos Sop luvowsld ldpues) "any” O $lises Idoede s 1Usuesd Jdguwlsb (DACL) wewsly
IP JJpos S Bib gusel Y90 ould eds I leolo eduws s 1J od o psule (ool
p9uwdlo).

Jl 2lzs Jlgwewsld 1deuos) "any” gusel oy ould gdws 9lers W b.

wbo, lJpuuldd gusel sI9u ould eduwle gpd pogrss: sdesp Jdop Slu wedw zols IP sed
eudlu IP Jdpuosed. B ol Iduwsobsy JI sld "lsl" Joguo IdbglJle.

o3l Iduwd9d pgodd Vs weuo ldpuuole. eds wwesd Idpald: Bs Idblj 2960X oe 1Uluos))
15.0(2)EX: w9y Ylisps Idoedp WS 1J9uo9d (ACL) p236 slisel zos guspl odyy ould gduwo
puo1> 96 9126 W Eb JIJ puds.

9pe 3Jd Lldouuwes Jdb)l; 3560X 9 3750X 1Jlueol, 15.0(2)SE: sdjed e8> eduwosu eds
IJIBJ Jeed Blisps IJozde B 1Usuosd (ACL) oJd ppasé.

loglo IUuwslo,é

vuvdd lwo,)luos sY9u Control-Direction o9 IJugg JJI:



<#root>
bsns-3750-5(config)#

int g1/0/1

bsns-3750-5(config-if)#

aut hentication control-direction ?

both Control traffic in BOTH directions
in Control inbound traffic only

bsns-3750-5(config-if)#

aut hentication control-direction both

o.>| SEUS lwo Wod puolds IJesuud: JI §pdu buwld 2)Jé o9 Idoslole pu |Jrout_9.) 9 |Jso. J
|ou9u‘ lJerdé o9, Il suvebse Joo |_)L)0Ju U psule lJs puwow: 6 |u Jsuw pu
pJIaa IJs Idpsule (suvobse oo pds> JIJ wake gJs 1an Gwpes).

& 3JJ I sld IJpzad sbwd Slises IJozde B 1dsuesd (ACL) Béb s IJleglo "in". Jl sop
ls 9,08 swp luvoplee.

<#root>
bsns-3750-5#

sh ip access-lists interface g1/0/1 out

bsns-3750-5#

sh ip access-lists interface g1/0/1 in

permit ip host 192.168.2.200 any
permit ip host 192.168.10.12 any

903l sg0us Iuwluwl Tuo wes IUpuolb 86 sop wbusd Blises lJoede B 1Usuesd (ACL) Jp s
IJeo9) 1Js IJpuds (B Idlozle) sswp Iduvele vrese 2296 1Jeug) pu 1dpodds (logle 1UE)92).

cedo zoly IP Cluwedsle 802.1x 9 ACL JdJ puweise JJluosl, 15.

Jol spdu lgwedsle Blisps wede B 199 (ACL) JIJ puweise Sop cpasiol Ss JdJ pu
“ip:inacl" 9"ip:outacl" oy Cisco-av.

o3l Idpeld gds IJodssu peled Jdodsso Iduwlod 9JIo 86 030 1Up6 Suvwgspe lJolowd
Slises IJopde S 1Usuosd IUgluos wldozde S 1dsuosd (DACL) ssuveise lddposye,



Slses Idopde B 1suo9d (ACL) JIJ puwegse. oI ogrsd ISE JJJpwsyw) oy:
¥ Altributes Details

Access Type = ACCESS ACCEPT
Tunnel-Private-Group-D = 1: 20

Tunnel-Type=1:13

Tunnel-Medium-Type=1:6

cisco-av-pair = ipiinacl#l=permit icmp any any log
cisco-av-pair = iproutacl#l=permit icmp any any

JIsild IJolowd pbodl edso Slisps Idozde wldsuesd IJEluod wldeuds (DACL):

<#froot>

bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0007.5032.6941
IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VA CE

Security Policy:

Should Secure

Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both

Authorized By:
Vlan Policy:
ACS ACL:

Authentication Server
100

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method
dotlx

State

N/A

N/A
COA8000100000568431143D8
0x000006D2

0x84000569

Failed over



mab

bsns-3750-5#

Authc Success

sh ip access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bbh2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (per-user)

10

pernmit ip any any

9p8 I suwetse IJdposc) 1esess eds Idpuds uduwo Slisps Idozde s 1Jsuesd

(ACL) JJJ puweae:

<tfroot>

Interface:
MAC Address:
IP Address:

192. 168. 2. 200

User-Name:
Status:
Domain:

DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

Per-User ACL: permt

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

GigabitEthernetl/0/1

0050.5699.4eal

cisco
Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server
20

icnp any any | og

N/A

N/A
COA80001000005674311400B
0x000006D1

0x9D000568

in order to >3 9w Jsb Iy sY9u spze eds 1J gig1/0/1 psule:

<{froot>

bsns-3750-5#

show i p access-lists interface g1/0/1



permit icmp host 192.168.2.200 any Tog
permit ip host 192.168.10.12 any

oe le3 11eld 1isd pu Slisps oz dp S 1sssd (ACL) JIJ puomcrp (Jleb 1JdJps
Iloulomss Iduwed) sswe 183 1JbEd IJelus po lisps Idoede O 1dsuosd JJyuwlisb
(DACL).

Swp lebé Jolus Ul Jusgsy woluwbs wg 9o ol IP Jewslo IP 1Jpess.

Sedu IJozdd pu Blses Iozde B 1Usuosd (ACL) JIJ puwcse wluwetsle IJie, debug
epm all:

<#root>
Apr 12 02:30:13.489: EPM_SESS_EVENT:

I P Per-User ACE: permt icnp any any |og received

Apr 12 02:30:13.489: EPM_SESS_EVENT:Recieved string

G gabi t Et her net 1/ 0/ 1#1 P#7844C6C

Apr 12 02:30:13.489: EPM_SESS_EVENT:Add ACE [permit icmp any any log] to ACL
[GigabitEthernetl/0/1#IP#7844C6C(]

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [ip access-Tist extended
GigabitEthernetl/0/1#IP#7844C6C] command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [permit icmp any any log]
command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [end] command through
parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:

Noti fying PD regarding Policy (NAMED ACL)
application on the interface G gabitEthernet1/0/1

993J9 gu, 1Jie, show ip access-lists:

<#root>
bsns-3750-5#

show i p access-lists
Extended IP access 1list GigabitEthernetl/0/1#IP#7844C6C (per-user)

10 permit icmp any any log

pl3l go ywpes ipioutaclt we welodol LIJYled Vs IJluosl) 15.X. wp luwedle [duwps: 9JIu
lJezod Jl sbow@lsgldz o030 I wpes.



19,8 gus pdbuwo pg Blisesd Idoede Vs 1Uguosd JJsuwlisl (DACL)

ol cpe IUlubhs B perd wuopse IJizble oy Cisco CSCU2E702. o oy Blisps lJopdp
I 1d9uosd (ACL) JIJ puweise wuvdd peodd gu Blisps IJopdpe B 1Uso9d (DACL).

Sedu lu wgpd Blisps IJoede Bs 1J9uesd JJwuss IUiuuluuss (DACL) pu gJIJ 3¢l 9les
SEb ("lduwele ip any”) 9plode sles pouod wpuds el uvdd LoRSE 290 Cedsu wedy rols
IP.

Jl sep luvowld Isuusbs "any" sse e lduwele wzrds IUe,s, wdledol. 9pg 30, Lldouwws
JAlses IJoedp Vs 1J9uosd JIJ pumatse sdjp wpdso wedw ol IP.

I 2lds welbsd 03l 1dpead sezwss Bob eds IUbgld "lduwelz ip any" 9eblde slzs sep 2,
2395 1,9, wdlool.

e zoly IP Lluwwdsle Blisps IJoedp WOs 1J9uo9d 802.1x g Filter-ID JJl ool
15.x

Jel spdu luwesle per glod ©uoBss Jupes IETF [11]. sz e AAA IGwpe Blises Ideede
O 1J9uo9d (ACL): 9lJ3s wp wgrsdo peds! eds 1Jpzod. 95 Swr9 pdd og)sed ISE Lol
I i dJ:
ommon | asks
(] pACL Name

VLAN TagiD 1 Edit Tag |IDMame| 20

L] voice Domain Permission
L] web Authentication

L] Auto Smart Port

Filtar-ID | Filter-ACL | in

Jieb lod ceole IJs weass IUloglo (IUs1gd 19 1Jghz). J3J pu IJuou9,s luolds I wes ss9sl:

Radius:FilterlD = |Filter-ACL. out

&p S9UPT CuoTse Jigbls:

<{froot>


https://tools.cisco.com/bugsearch/bug/CSCut25702

debug epm al |

Apr 12 23:41:05.170: EPM_SESS_EVENT:Filter-Id :

Filter-ACL received

Apr 12 23:41:05.170:
application on the

EPM_SESS_EVENT:Notifying PD regarding Policy (NAMED ACL)
interface GigabitEthernetl/0/1

Jol swp eruo Jlises IJogde S 1Jsuosd (ACL) odd Jdeduws IJpuosd edsol:

<tfroot>

bsns-3750-5#

show aut henti cati on sessions interface gl1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20
Filter-1d: Filter-ACL
Session timeout: N/A
IdTle timeout: N/A
Common Session ID: COA800010000059E47B77481
Acct Session ID: 0x00000733
Handle: Ox5EQ00059F

Runnable methods Tist:

Method State
dotlx

Aut hc Success
mab Not run

sub,l Jigoe wp vl Blispes IJogde WS 1Jyuoed (ACL) wldglzos:



<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog

Jlizbb oo SpIdu dpz Blisps Idoede Bs 1U9uo9d (ACL) o030 pe ioglg_ ié)gsjoo B9lisp IJogdp Vs
lUsosd (ACL) eds 19lzos wdywol. eds uwosd Ieeld 929> pdopuw 1) eds vduw pud)
lJezod seuod eJs DACL o0 ISE: "Iduwpelz ip any" spdod lu o)s:

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any log
permit tcp host 192.168.2.200 any log
permit ip host 192.168.10.12 any

Jleb 16 wegdu zols IP sess Jolus IP 1Jpuos, JIJ puos) (pdepuw).

Pl £0 Blisps g9lpd IJouodss "JJehe"S w6 s (J8lsps Idoedp B Idsuesd (ACL) JIJ
puweedp) Jl sop luvepslpol po Gud 1Upzod.

oedw zoly IP - 1JIb el osle 91 od 1 eplyuwle
NJouwwd JJluosble IUl@se oo 15.2(1)E. s8wd 1o wwpd ks 0856 pu luwegsle IPDT. sdjp

opdsuol wuudd gleo lodl Lluwegsle 1o, CLI 03l:

<#root>
(config)#

i p device tracking

ldouveos JJluoshle 15.2(1)E sldlueshle IJi@o‘ Jp se> I,JipJ ip device tracking plbbJyol. JI
Swp wedsy IPDT Ul Vs 2lds wpdsy psjo wewes edsol.

B 2lJs £30 wpdsu s psi6 J IPDT. sop websd IPDT. Jl sdsw JJie, "no ip device tracking”
ls olos). sozeas IUps)o 1Jpers6 eds Idogdpe Vs wpdsulogbsd IPDT.

gusel $pdo luw IPDT. lue suvés w3dhe 29d "eusleds gusly” luosh eds - leg lwed jold
lzbole L wlis ) Lgbl "o d,l, g9l 1P 0.0.0.0" ol _oJlzol JJzuo9d £Jis pis> eo ldpedsple.



http://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3

S9L2S wogbsd IPDT gds puwds gb loyolJ:

<#root>
(config-if)#

no i p device tracking

B wyulez Cisco 10S 1JJIzd: 09 1o, pgodus:

<#root>
(config-if)#

i p device tracking maxi mum 0

S9u2S wwpdsy IPDT gds pulwds IJyoed 9oit§J lovedyvlole ARP Jozuw puvddo "gusly
IP I.OGJJJ":

<#root>
(config-if)#

i p device tracking probe delay 10

lel>s Jolus Ylisps ldozde O 1Uyo9d (ACL) JJslzod
JJluosl) 15.x

lJouwews J@lises Idozde Vs 1U9o9d (ACL) JJslzos. Bluol wgpd God IJpuolb$6:

<tfroot>

interface GigabitEthernetl/0/2
description windows7
switchport mode access

ip access-group testl in

authentication order mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

end

bsns-3750-5#

show i p access-lists testl



Extended IP access list testl
10 permit tcp any any log-input

9p& 3JIJc ugd vele lJpuob9éc wop lehs Jolowol (IJwels)) vgluubﬁ Olispd I.:Joadro IS
lJso9d (ACL) IJos wp bezleol pu e AAA (Ul sop 131 Jlue DACL lg iptinacl Ig filterid).

Sedu o wdse Blises IJozde s IUsuosd (ACL) wdd web) 096 e, (IJos sop ldusele
wol gbs Vs IJgog [Jpde9p) 9JIJu wed Idpuolb 86 Jp wgd wop.

oS Ewd 830 bzle Blispo IJozdpe Vs 1J9uo9d (ACL) pu gbhe AAA cop IJJoluo 899 $lisesd
IJoedpe B 1Usuosd (ACL) JJslzos 9swp w9lds) IUsuosd IJJled.

9031 puodd Sl ool i 1s1e,6 1J81uds Jdeszse (TCAM) Igluos wldpeass 1Jelde
ouvsy IJs o Blises IJopde O 1Jsuo9d (ACL) ol 5o prowbs eds puwess [J9lzos.

ool peld po IUlLosl, 15.2.2 £Jis 3750X:

<{froot>
bsns-3750-6#

show pl atform acl portlabels interface gl1/0/2

Port based ACL: (asic 1)

Input Label: 5 Op Select Index: 255
Interface(s): Gil/0/2
Access Group:

testl

, 4 VMRs
Ip Portal: 0 VMRs
IP Source Guard: 0 VMRs
LPIP: 0 VMRs
AUTH: 0 VMRs
C3PLACL: 0 VMRs
MAC Access Group: (none), 0 VMRs

030 IJpgdaple Loldzs B8l Jeuwess 1slzos: 9dsuw Jpuwess eduws IJepd. Spdu ¢uop
weue Idpedsele IUluolBss (IJos ceed $lises cpde Vs 1U9uo9d (ACL) prdus put

<#root>
bsns-3750-6#

show i p access-lists interface g1/0/2



permt ip host 192.168.1.203 any

Extended IP access Tlist

testl
10 permit icnmp host x.x.x.x host n.n.n.n

sop logsle IUbgJ Ulsd zse sop bele Blises IJopde O 19uosd Jdwuss Iluwluss
(DACL) "lduwelz ip any” Jdeuolb 36 1dulezs Bswp luvewsld "any” ulseld pu 29d wedw
lJIzo9).

¢l 1Jelos 09 wesed Blises [dogde WO IJ9ue9d (ACL) JJglzos 9swe wlbwsdo eJs
2eSE Epdsle IUpuob 86 1Jzrs36 ($ed IJogasd).

Juwse 1z (038 188 cugl JJoble IUluwlams) op couwsd IJ po @olse Idozdp B
lJ9o9d (ACL). 9031 sgoe s IJluesl) 15. 2. 2 ¢ Js 3750X.

903l sgws luo wldouuwwd JJeduws lJpuose wol sbwd Jdlopl. 1Ulsd o9 $lises lJopdp B
IJsuosd (DACL) sldelus Blises Idopde B 1Usuosd (ACL) JJslzos.

9dosdl IJweww gus luolwe "deny ip any any" wvdd Loyse: J oi'as Ilspo lJogdpe WBOs
lJse9d (DACL) W Idlgwwl) Blisps [doedp Vs Idguosd (ACL) JJglzos.

ghs ol Jl $923 ) 8o LosST B Slispd Iozde Ss 1Jsuesd (DACL) e sop wbusy Slispd
IJoede B 1Usuosd (ACL) JJslzos wes 3JY.

$I90 IUuwdsd JJluosly 15.0.2 gJes 3750X 09 o wo. 9JIu I, sh ip access-list interface Ul
S&ue Blispd ldoedp B 1Usuosd (ACL) JJslzes wes IUlu (9ddwe JI sild paued! pe Blisesd
IJoede B 19uo9d (ACL) JJsleos el Jp 925 182 LossT B Blised [Jezde B 1dsesd
JJslzod).

Slisps Idozde Os 1Jsuo9d (ACL) IJIBe,luass 1dpuwegsps J
802.1x

ould w9glu pu B9lse Idoede b 1dsuosd (ACL) IUIB e, o sé:

+ Auth-Default-ACL-OPEN - s_weése JJs oe 1Jpd ez
* Slisps Idoede Vs IUsuesd (ACL) IJIVe,lgoss Jdeuols 86 - ouwagse JJ9uesd 1eedd

sop luwosle JJ pu AUTH-default-ACL ¢ auth-default-ACL-OPEN g o5l 390 IJpuds B
IJ2lds €, 1dpuese wol. souvdd 1o e,luas: sop luvedsle 1d9uesd 1deéJs.

3031 sgus lue $ud IJpuob$s sop luwdll 2J8 1de)s) vlpwosole 2598 1de)s) Ipumese wol
26 Sod Blises IUopde B 109,09 (ACL) IJIBe,luoss JJeuol>36.



wodo lJb,s 88 sop IJuwele w2rdé )9, DHCP $od IJowvssuo IJulee.
Sup wguosSwe udlu IP 9spdu wbosd DACL IJos wp wujsdel wuvdd wozse.

Swp logile Ylispes IJozdp Vs 1U9uo9d (ACL) 030 odllissl 9Jl spdu Ideey) sdsol Ws
lJodysu.

<#root>
bsns-3750-5#

sh run | i Auth-Default

bsns-3750-5#

sh ip access-lists Auth-Default-ACL

Extended IP access Tist

Aut h- Def aul t - ACL

10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (12 matches)
30 deny ip any any

Sswe luguldol ssulpsdsl JJpuols§6 1UI9Jss (w0 pozds Idpuols$6 sldegssd) shldwol wes
LilJé 1z ows 1Jizs,6.

Suwee Auth-Default-ACL Wl Jz,Js 0,9, DHCP. wgs uzlz 1dpueb 80 9ouisd Blisps IJozde
I 1Usuesd Jdouss Idluwluwss (DACL) Izass6: sop wbosdol eds eduws Iged odo.

gwpl sup wess) lJysoe Jwg auth-default-ACL-OPEN sbo) 9swp luvegslpo 9sgpd wplpl
wudw Idb,s96 ped Auth-Default-ACL:

<ffroot>

bsns-3750-5(config)#int g1/0/2
bsns-3750-5(config-if)#authentication open

bsns-3750-5#

show i p access-lists

Extended IP access list

Aut h- Def aul t - ACL- OPEN

10 permit ip any any



sedu ctursue IJ pu Gslise 1dozde B 1J9uesd (ACL) 9JJu JI swp sdsool lusl B
lJodssu.

<#root>
bsns-3750-5(Cconfig)#

ip access-list extended Auth-Default-ACL

bsns-3750-5(config-ext-nacl)#permit udp any any

bsns-3750-5#

sh ip access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (16 matches)
30 deny 1ip any any
40 permit udp any any

bsns-3750-5#

sh run | i Auth- Def

bsns-3750-5#

sueg IJuee

902 U uwe IJuwlod ywdsd Bslise IJoede Vs 1suesd (ACL) (9lJss souopu IUuwdsd
IJeuwedse vuvdd 18e,los Jauoe 1Jpdege). uvdsd IJgsoe [Jp ez 09:

© 09 Suwer JIJ 2098 o9, (el B IUs oe 11 el o auth-default-ACL-OPEN) g el
odyu Ideduws Vs 2lds Es) puot wol.

+ ooy Jeduws B 2lds ) euose wol Ieule 1dpuobdsldodss o (s> Juvsobssele
lJeposs IUgluos wrols Idouvds) byls E (PXE)) Is wes Bud 3o Igpdss (zs>
Juwsubesole ouwes "9uoe IJolos) Idpugdo").

- tupl cuedd eduws Iged 1S 1JelJs 1deuosz wol Jess 1ubps Iuwluwss: sep cuuwsd
Gslisp 1dozde B 1J9uesd (ACL) sluucisle $lses Idoede s 1dsuesd (DACL) IJisds.
Op Blisps IJopde B 1su09d (ACL) JJslzos.

 J multi-auth [9 multi-domain pu IJpezeed lo SY9 ould pduwle pogsse Vs vOw 199w
VI eldle pgoduwss (wes 3JdY sbod Iduse [dpgodwd Jilises Idoedpe wldsuosd JIJ
eJuwo).

e pl ooy Blisps IJopde Vs 1 o9d (ACL) 1Ugl 06
wld9lzos |Jjlpess



Jouwes JJesss eu IJiubes 1luslauss 6500/4500. wdo $lses IJopde Bs 1d9uesd
(ACL) JJslzos |U5less Jobusd Blisps IJoede Vs 1Usuosd (DACL) wuvdd Lozse.

ool peld £Jis 4500 sup2 12.2.53SG6. Jl o925 Blisps wpde B 1UsLosJ (ACL) JJslzob:

<ffroot>
brisk#

show run int g2/3

interface GigabitEthernet2/3
switchport mode access

switchport voice vlan 10
authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

Sp w8 puohb o ldpos: sop wujsd DACL. Jl swp wbos@oe 9s9uivd IJowyso.

<#root>
*Apr 25 04:38:05.239: RADIUS: Received from id 1645/19 10.48.66.74:1645,

Access- Accept,

Ten 209

*Apr 25 04:38:05.239: RADIUS: authenticator 35 8E 59 E4 D5 CF 8F 9A -
EE 1C FC 5A 9F 67 99 B2
*Apr 25 04:38:05.239: RADIUS: User-Name [1] 41

#ACSACL#- | P- PERM T_ALL_TRAFFI G 51ef 7db1l

*Apr 25 04:38:05.239: RADIUS: State [24] 40

*Apr 25 04:38:05.239: RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A 30 61
[ReauthSession:0a]

*Apr 25 04:38:05.239: RADIUS: 33 30 34 32 34 61 30 30 30 45 46 35 30 46 35 33
[30424a000EF50F53]

*Apr 25 04:38:05.239: RADIUS: 35 41 36 36 39 33 [ 5A6693]

*Apr 25 04:38:05.239: RADIUS: C(Class [25] 54

*Apr 25 04:38:05.239: RADIUS: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30 30 30
[CACS:0a30424a000]

*Apr 25 04:38:05.239: RADIUS: 45 46 35 30 46 35 33 35 41 36 36 39 33 3A 69 73
[EF50F535A6693:1s]

*Apr 25 04:38:05.239: RADIUS: 65 32 2F 31 38 30 32 36 39 35 33 38 2F 31 32 38
[e2/180269538/128]

*Apr 25 04:38:05.239: RADIUS: 36 35 35 33 [ 6553]

*Apr 25 04:38:05.239: RADIUS: Message-Authenticato[80] 18

*Apr 25 04:38:05.239: RADIUS: AF 47 E2 20 65 2F 59 39 72 9A 61 5C C5 8B ED F5



[ G e/Y9ra\]
*Apr 25 04:38:05.239: RADIUS: Vendor, Cisco
*Apr 25 04:38:05.239: RADIUS: Cisco AVpair

i p:inacl #l=permt

ip any any

[26] 36
[1] 30

*Apr 25 04:38:05.239: RADIUS(00000000): Received from id 1645/19
*Apr 25 04:38:05.247:

EPM SESS ERR Failed to apply ACL to interface

*Apr 25 04:38:05.247: EPM_API:In function epm_send_message_to_client
*Apr 25 04:38:05.247: EPM_SESS_EVENT:Sending response message to process
AUTH POLICY Framework
247: EPM_SESS_EVENT:Returning feature config

247: EPM_API:In function epm_acl_feature_free

247: EPM_API:In function epm_policy_aaa_response

247: EPM_FSM_EVENT:Event epm_ip_wait_event state changed from

*Apr 25 04:38:
*Apr 25 04:38:
*Apr 25 04:38:
*Apr 25 04:38:

policy-apply

*Apr 25 04:38:
*Apr 25 04:38:
*Apr 25 04:38:

05.
05.
05.
05.

to

05.
05.
05.

for type DOT1X

*Apr 25 04:38:

05.

YAUTHMGER- 5- FAI L:
(0007.5032.6941) on Interface G 2/3
Audi t Sessi onl D 0A304345000000060012C050

brisk#

ip-wait

247: EPM_API:In function epm_session_action_ip_wait
247: EPM_API:In function epm_send_ipwait_message_to_client
247: EPM_SESS_ERR:NULL feature Tist for client ctx 1B2694B0

247:

Aut hori zation failed for client

show aut henti cati on sessions

Interface MAC Address Method Domain Status
Gi2/3 0007.5032.6941 mab VOICE

Aut hz Fail ed

0A304345000000060012C050

Session ID

w83 luolWs $lisps IJogde Vs 1Usue9d (ACL) JJglzos:

<{froot>

brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (63 matches)

brisk#sh run int g2/3



interface GigabitEthernet2/3
switchport mode access
switchport voice vlan 10

ip access-group all in

authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

cuge IJpuo$6 91dedas e 9swp wlbusd Jlises IJozde s 1Jsuesd JJsuwlsb (DACL)
wubdd Loese:

<ffroot>
brisk#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Gi2/3 0007.5032.6941 mab VOICE

Aut hz Success

0A30434500000008001A2CE4

Jlseces Iduwdsd eds "ldpuolb$6 1Jpdeses”. pu lad $wsd Slises Iczdp S 1d9u09J
(DACL): weole Ids $lispes Idozde B 1Usua9d (ACL) JJslzes JIJ po IUsuoe
IJede9e/ldeéJs.

DACL gJs 4500/6500

VI pedlo Iduwdunds 4500/6500: swp wbwsd Wlised Idoedp Vs 1U9uo9d JJwuso
IJIgwluwsé (DACL) o §9lise Ideede B 1Us o9d JJwuss 1wl usé (DACL_snoop). s e
&02 pold gds 4500 sup2 12.2.53SG6 (IJolewd + IdJpwsse) [duvguos) oul. ould §lispes
wedp I 1Jsuosd (ACL) pudods JJuvods Ipedss Iblo,ss (VLAN) JJuose (10)
sldoslole (100):

<tfroot>
brisk#

show i p access-lists

Extended IP access Tist



acl _snoop_G 2/3_10

10 permit ip host

192. 168. 2. 200
any

20 deny ip any any
Extended IP access Tlist

acl _snoop_G 2/3_100

10 permit ip host

192.168. 10. 12

any
20 deny ip any any

Y9lisp Idoedp Vs 1J9uo9d perro Jio, IPDT wo IJb¢ldle IJuozses:

<tfroot>
brisk#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 10. 12

0007.5032.6941

100

GigabitEthernet2/3 ACTIVE

192. 168. 2. 200

000c.29d7.0617

10

GigabitEthernet2/3 ACTIVE

o9 pduwle IJgpd 1puoo8 edsol IJgulysu:

<{froot>

brisk#



show aut henti cation sessions int g2/3

Interface: GigabitEthernet2/3
MAC Address: 000c.29d7.0617
IP Address:

192.168. 2. 200

User-Name: 00-0C-29-D7-06-17
Status: Authz Success
Domain: VOICE
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3043450000003003258E0C
Acct Session ID: 0x00000034
Handle: 0x54000030

Runnable methods Tist:

Method State
mab Authc Success
dotlx Not run
Interface: GigabitEthernet2/3
MAC Address: 0007.5032.6941
IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3043450000002E031D1DB8
Acct Session ID: 0x00000032
Handle: 0x4A00002E

Runnable methods Tist:

Method State
mab Authc Success
dotlx Not run

WO 030 lJpyzdo suwoese IJ pu IUJpwsyo) 9ldolowd Joy9e999d ICMP Echo. 9JJo $lisped
lJozde B 1Usuo9d (ACL) JJslzos w8>p B 8b:

<tfroot>



brisk#show ip access-1lists interface g2/3
permit ip host

192.168. 10. 12

any

Jeb3IS bl Jige B> wpe s 88 Blisps IJoedp B 1UsLo9d JJwuss IJiuwluss (DACL) JJolodd
VB9l (192.168.10.12). LlJouuwes JJdpusso) Iduvguos: sup luvegsle Blises IJozdp Os
lUsuo9d (ACL) JJslzos pg IUsog 1Jpde9e:

<#root>

interface GigabitEthernet2/3
ip access-group all 1in
authentication open

brisk#

show i p access-lists al

Extended IP access 1ist all
10 permit ip any any (73 matches)

vlgouol) sope lugvle acl_snoop JJJ pu IJJpws9e) 9ldolewd: 9JIdu swpe bele Blisps IJozde
S ldouosd IUglues ldpuwds (DACL) Jdolowd V@b, 9Josl ldwow swp leool) Glispes
IJogde WS 1J9uo9d (ACL) 030 J)owlb LlJglzos.

cldé o9l MAC J 802.1x

g wie p ol 96 802.1x. sbd gu9lu MAC seou) ssulpsdsl sdIdo IUlple 1UElLe vodd
IJ2506 sIJ9y drop:

<#root>
bsns-3750-5#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007. 5032. 6941
dotlx UNKNOWN
Runni ng

CO0A8000100000596479F4DCE

bsns-3750-5#



show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007.5032. 6941 DYNAM C Dr op

Total Mac Addresses for this criterion: 1

w83 l1dpuob 8o IJulzes: suowe eudlo MAC Lwldy luwolosds 9swe w99, 1lde 1Jpudds:

<#root>
bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007. 5032. 6941

mab VOICE

Aut hz Success

COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007. 5032. 6941 STATIC G1/0/1

03l yogse J all mab/dot1x gJuwé J JJI pzld (Lose/wslolw).

lweduuld IJlgble 9l oJlzol



o3, 1o o)l sdsd wdssy 802.1x Jluosl) 9p0006 wyvleed IJpess.
I3l Gpo wdoe 2lJs oy Ipuuless IUBose: BB8p wousds, lJpgele pu 030 1Ul9le):

» show tech

* |boly) oVl osd 9lzos gduwo gpd IUpuol> 96 <xx>
» show mac address-table interface <xx>

09 lsuol 28> b S2pE Buwes wsu delpesu psule Jub gds §uup 903l supLb:

* oot leble uuod 1,

* debug epm all

.« cuoese leble IJp ol 98 1JIJ

» debug dot1x all

© wuoest lgble psj6 1ol 96 <yy> all

+ wuoese leble puols s aaa (IUpuolsds sldedss o sldpzluwwsd)
* w¢9sd debug aaa

pedyple dlo LoJs

e sl edosy gale | 1586 802.1X. 1 Jl_osl, 3SE v, Cisco 10S XE | Catalyst

3850)
* sdisd odssa ldoyulez Catalyst 3750-X 9 Catalyst 3560-X Switch Software. Cisco 10S.

lJl_osl, 15.2(1)E
* sJdisd odaso oyulez Catalyst 3750-X 9 3560-X Software. | ] _o>l, 15.0(1)SE
* >Jsd udgsu lJo,ulez Catalyst 3560 Software. Il o>l 12.2(52)SE
o lbgp lJo,9uns 9l wule - Cisco Systems
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