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_ BSTP-3500-2 BSTP-3500-1
Testing PC Supplicant switch Authenticator switch
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91 NEAT © ol olo¥l d8LsS 630 ai «Jloll 130 (8 .dot1X J do;WI duwlwVl wolell e §raall sgix,
.CISP

bVl (AAA) duulxally Jasgailly @8skaosll (955 od 13D

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

radius-server host 10.48.66.107 auth-port 1812 acct-port 1813 key cisco

.Enable authenticator switch to authenticate the supplicant switch !
dotlx system-auth-control

.Enable CISP framework !

cisp enable

.configure uplink port as access and dotlx authentication !
interface FastEthernet0/6

switchport mode access

authentication port-control auto

dotlx pae authenticator

spanning-tree portfast
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aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

radius-server host 10.48.66.107 auth-port 1812 acct-port 1813 key cisco

Enable supplicant switch to authenticate devices connected !
dotlx system-auth-control

Forces the switch to send only multicast EAPOL packets when it receives either !
unicast or multicast packets, which allows NEAT to work on the supplicant
.switch in all host modes

dotlx supplicant force-multicast

.Enable CISP framework operation !
cisp enable

(EAP) guugioll a83Laoll JsS6i91 wolwl 199, Ul w9 slaie¥l wlly (uoSi o8 28 Jlall oS, ol vy

.aolaZiuw)

JoS559,41 e EAP J & o)l 485Laally (EAP-Message Digest 5 (MD5 @sbao plasiw| Jlasll Say
oV 2zl JIISE 0655 e blaxll .CISP @l> 5 @8staall (5,31 EAP glgil o op0) (FAST) (ol
EAP-FAST plasiw| _aol,idVl shaeYl Lo,8;) . §xaall Ll cumoll 385kan) EAP-MD5 Jloll 13D o,
(onlisd! 132 siaall 138 _lag, Vg [PAC] Laxall Jgogll slaicl o bly dei Lllai, sill

configure EAP mode used by supplicant switch to authenticate itself to !
authenticator switch eap profile EAP_PRO
method md5

.Configure credentials use by supplicant switch during that authentication !
dotlx credentials CRED_PRO

username bsnsswitch

password 0 Clscol23

ule Joogll 3o 0655 o assill le) Jlasl las Aaie 98 J=all a9skasll, JUal Jlasl (955 o
doaull ISE gl>)] aie Saolid JSin oSl iy g9 U3 &92> @9giall (o > yall 03D (9 .(§uanll
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interface FastEthernet0/6

switchport trunk encapsulation dotlg
switchport mode trunk

dotlx pae supplicant

dotlx credentials CRED_PRO

dotlx supplicant eap profile EAP_PRO

1056 2> 0l Ud 4o, piyg (81 eSs le Windows J sazuidl jouaSIl Juas sl idiall sgix,

interface FastEthernet0/5
switchport access vlan 200
switchport mode access
authentication port-control auto
dotlx pae authenticator
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JoS539,d ey Srasll | ikl &83kan; EAP-MD5 J 1xasShull dbaadl pous (Jball 13D 9
2 ,lxo¥l Microsoft J saadl das; JLasVl 25T @85Laall JsSgi9 -(PEAP) _oxall gugiall d835Laall
wikall _JI Windows jiguaS jle> a8skaal (MSCHAPV2)

J9S9i9, il ©loas daild >a>9 g 2ooumall &Y9S959 4l < dsbkanll < skl < dwluwdl JI Jsil
Bglazll 0i® 9 639>00)l wYsSgi9 | uSas o SL9 Wired dot1x Jd oo doastiuall

v [¥] Allow EAP-MD5

» [ Detect EAP-MD5 as Host Lookup i

v| Allow EAP-TLS
Allow LEAP
Allow PEAP

& O &

PEAP Inner Methods
IEI Allow EAP-MS-CHAPV2

Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-GTC

Allow Password Change Retries| {1 | (Valid Range 0 to 3)

Allow EAP-TLS
] Allow PEAPVO only for legacy clients
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Authorization Profiles > NEAT
Authorization Profile

* Name | NEAT
Description
* Access Type | ACCESS ACCEPT v

Service Template

¥ Common Tasks
MACSec Policy

~ NEAT

S 1A . Jasgaill (0 =S device-traffic-class=switch Jg=aoll IgSE & (NEAT L3 i aic
Aoy J deio o Guasll o wolwl elusdl ¢ ue in order to )90
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E MNEAT Radius:User-Name MATCHES ~bsnsswitch DEVICE : Device Type MNEAT
EQUALS ANl Device Types#Switches 2 Authenticator_switches
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Network Devices List > bstp-3500-1

Network Devices
* Name| pstp-3500-1

Description
* IP Address: | 10.48.57.225 /dl 32
Model Name v
Software Version -

* Network Device Group

Location | o|| Locations . Set To Default

Device Type| authenticator swit... | Set To Default

ol o3k V9 [Authenticator_switches acgaxo 0 Iej> (§uanll) BSTP-3500-1 sy (Jlodl 13D 9
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bstp-3500-1#debug cisp all

Oct 15 13:51:03.672: SAUTHMGR-5-START: Starting 'dotlx' for client
001b.0d55.2187) on Interface Fal0/6 AuditSessionID 0A3039E10000000600757ABB)

Oct 15 13:51:03.723: $DOT1X-5-SUCCESS: Authentication successful for client
001b.0d55.2187) on Interface Fal0/6 AuditSessionID)

Oct 15 13:51:03.723: SAUTHMGR-7-RESULT: Authentication result 'success' from
dotlx' for client (001b.0d55.2187) on Interface Fal0/6 AuditSessionID'
0A3039E10000000600757ABB

Oct 15 13:51:03.723: Applying command... 'no switchport access vlan 1' at Fa0/6
Oct 15 13:51:03.739: Applying command... 'no switchport nonegotiate' at Fa0/6
'Oct 15 13:51:03.748: Applying command... 'switchport trunk encapsulation dotlg
at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport mode trunk' at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport trunk native vlan 1' at
Fa0/6

Oct 15 13:51:03.764: Applying command... 'spanning-tree portfast trunk' at Fa0/6
Oct 15 13:51:04.805: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
001b.0455.2187) on Interface Fa0/6 AuditSessionID 0A3039E10000000600757ABB)

Oct 15 13:51:04.805: CISP-EVENT (Fa0O/6): Received action Run Authenticator

Oct 15 13:51:04.805: CISP-EVENT (FaO/6): Authenticator received event Start in
state Not Running

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Authenticator state changed to Waiting
link UP

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 13:51:05.669: %LINK-3-UPDOWN: Interface FastEthernet0/6, changed state to
up

Oct 15 13:51:06.793: CISP-EVENT (FalO/6): Received action Run Authenticator

Oct 15 13:51:06.793: CISP-EVENT (FaO/6): Authenticator received event Start in
(state Waiting link UP (no-op

Oct 15 13:51:07.799: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to up

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Authenticator received event Link UP in
state Waiting link UP

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:07.799: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Proposing CISP version: 1

(Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Started 'hello' timer (5s

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Authenticator state changed to Idle

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 13:51:07.799: CISP-EVENT: Received action Start Tick Timer

Oct 15 13:51:07.799: CISP-EVENT: Started CISP tick timer

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Authenticator received event Timeout in
state Idle

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:12.942: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018



Type:HELLO

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Proposing CISP version: 1

(Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Started 'hello' timer (5s

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Authenticator received event Timeout in
state Idle

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:18.084: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Proposing CISP version: 1

(Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Started 'hello' timer (5s

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Authenticator received event Timeout in
state Idle

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:23.226: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Proposing CISP version: 1

(Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Started 'hello' timer (5s

Oct 15 13:51:28.377: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:28.377: CISP-EVENT (Fa0/6): Authenticator received event Timeout in
state Idle

Oct 15 13:51:29.400: CISP-EVENT: Stopped CISP tick timer

Oct 15 13:51:36.707: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x22 Length:0x001C
Type :REGISTRATION

Oct 15 13:51:36.707: Payload: 0200E84B

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Proposed CISP version: 1

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Negotiated CISP version: 1

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Sync supp_id: 59467

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:36.707: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x22 Length:0x001C
Type :REGISTRATION

Oct 15 13:51:36.707: Payload: 01000000

Oct 15 13:51:36.724: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x23 Length:0x003A
Type:ADD_ CLIENT

Oct 15 13:51:36.724: Payload: 010011020009001B0D5521C10300050

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

(Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21cl (vlan: 200
to authenticator list

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Notifying interest parties about new
(downstream client 001b.0d55.21cl (vlan: 200

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client info at Authenticator
(Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21c0 (vlan: 1
to authenticator list

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Notifying interest parties about new
(downstream client 001b.0d55.21c0 (vlan: 1

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client info at Authenticator
Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:36.724: CISP-TXPAK (Fal0/6): Code:RESPONSE ID:0x23 Length:0x0018
Type:ADD_ CLIENT
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bstp-3500-1#show cisp clients

:Authenticator Client Table

001b.0d55.21cl 200 Fal0/6
001b.0d55.21c0 1 Fal0/6

bstp-3500-1#show cisp registrations

: (Interface(s) with CISP registered user (s
Fa0/6
(Auth Mgr (Authenticator

MAC _ilsic Jixus aiy9 (FA0/6) axpall dgaloll Il aumo JSuin $aaall 195 ousi aiy (Jliall 13D 9
VLAN200 _leg VLANT _le fa0/6 el e plissll Glgic Jlo

9D 13® . Jeall poll oo e Fal/6 iaio d85Las cus .dot1X édsbas olul> o gaxil L] oV Say
‘s (wllaiall) BSTP-3500-2 Juogi pis boaic abis pi sl dot1x Jsls

bstp-3500-1#show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fal0/6 001b.0d55.2187 dotlx DATA Authz Success 0A3039E10000000700FB3259

:Likiall Jo> Jag olul> 1365 Y al> 0l 03D (5 gdgio 6B LS

bstp-3500-2#show authentication sessions
No Auth Manager contexts currently exist

sl Jozxa) Windows siguaS @8slas
LD ddasll U3 clghasdl . JUall e @8skasll, Windows jiguaS psé; «Jlall 13D 9

(§=lall) BSTP-3500-2 _lc FastEthernet 0/5 iaia, Windows LigueS Juogs s .1
ISE plasiwl, Sagailly @8skaall ezl LJUall pgi, .2
diall e Juaio 30> Jsac ol $aasll pMel, o)l pgi, .3

suailoll o Jolgill o 133

Oct 15 14:19:37.207: %$AUTHMGR-5-START: Starting 'dotlx' for client
c464.13b4.29¢c3) on Interface Fal0/5 AuditSessionID 0A3039E200000013008F77FA)

Oct 15 14:19:37.325: $DOT1X-5-SUCCESS: Authentication successful for client
c464.13b4.29¢c3) on Interface Fal0/5 AuditSessionID)

Oct 15 14:19:37.325: %AUTHMGR-7-RESULT: Authentication result 'success' from
dotlx' for client (c464.13b4.29c3) on Interface Fal0/5 AuditSessionID'
0A3039E200000013008F77FA

Oct 15 14:19:37.341: CISP-EVENT (Fa0/5): Received action Add Client

(Oct 15 14:19:37.341: CISP-EVENT (Fa0/5): Adding client c464.13b4.29c3 (vlan: 200
to supplicant list

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Supplicant received event Add Client in
state Idle

(Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200
to the ADD list

(Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200



to ADD CLIENT req

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 14:19:37.341: CISP-TXPAK (Fa0/6): Code:REQUEST ID:0x24 Length:0x0029
Type:ADD_ CLIENT

Oct 15 14:19:37.341: Payload: 010011020009C46413B429C30300050

(Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Started 'retransmit' timer (30s

Oct 15 14:19:37.341: CISP-EVENT: Started CISP tick timer

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Supplicant state changed to Request
Oct 15 14:19:37.341: CISP-RXPAK (Fa0/6): Code:RESPONSE ID:0x24 Length:0x0018
Type:ADD_ CLIENT

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Supplicant received event Receive Packet
in state Request

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Stopped 'retransmit' timer

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): All Clients implicitly ACKed

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Supplicant state changed to Idle

Oct 15 14:19:38.356: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
c464.13b4.29c3) on Interface Fa0/5 AuditSessionID 0A3039E200000013008F77FA)

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Received action Run Authenticator

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Authenticator received event Start in
state Not Running

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Authenticator state changed to Waiting
link UP

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Sync supp_id: 0

Oct 15 14:19:38.373: CISP-EVENT: Stopped CISP tick timer

Oct 15 14:19:39.162: %LINK-3-UPDOWN: Interface FastEthernet0/5, changed state to
up

Jeidl Dol Jl a>1> a2 Y SJg AADD_CLIENT Usls &axy

ol Jazaws cisp Lol «Jlall e (8 uas caisds in order to elss

bstp-3500-2#show cisp registrations

: (Interface(s) with CISP registered user (s

Fa0/5

(Auth Mgr (Authenticator
Fa0/6

(802.1x Sup (Supplicant

dg>l9) Windows PC dg>ls ol §aasll 4959 (Fa0/6 dg>l9) $aaall ol §>Me 195 e LJlall sgix,
.(Fa0/5

0l uoej Cisp Lol (aaall Lo 8 uai wads in order to w5

bstp-3500-1#show cisp clients

:Authenticator Client Table

001b.0d55.21cl 200 Fal/6
001b.0d55.21c0 1 Fal/6
c464.13b4.29¢c3 200 Fal/6

Lle AAA Sl LS aia>o e sl MAC Glsic @] .VLAN 200 e $aaall e 33> MAC Glsic gl
ol

: Al asio Fa0/5 e Juaio jleadl uss ol J @8staall olul> uis of vy



bstp-3500-2#show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa0/5 c464.13b4.29¢c3 dotlx DATA Authz Success 0A3039E20000001501018B58

il oo ade §>Laall Jrasll A1j|

Dol JV5 o Gaaall pMel aiy (Lo ddio Sy Bliyl oo 13] cJliall s Lle) Juae alj] xie
.DELETE_CLIENT

Oct 15 15:54:05.415: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x25 Length:0x0029
Type:DELETE_CLIENT

Oct 15 15:54:05.415: Payload: 010011020009C46413B429C30300050

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Removing client c464.13b4.29c3
vlan: 200) from authenticator list)

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Notifying interest parties about
(deletion of downstream client c464.13b4.29c3 (vlan: 200

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 15:54:05.415: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x25 Length:0x0018
Type :DELETE_CLIENT

JoSall Jozall all;]

0908 iz ddiall I 5,31 640 LoVl ueSill pyasis §aanll pody il 9l L eao Jwosi elel] piy loaic
.oVl

Oct 15 15:57:31.257: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 15:57:31.273: Applying command... 'switchport mode access' at Fa0/6

Oct 15 15:57:31.273: Applying command... 'no switchport trunk encapsulation
dotlqg' at Fa0/6

Oct 15 15:57:31.290: Applying command... 'no switchport trunk native vlan 1' at
Fa0/6

Oct 15 15:57:31.299: Applying command... 'no spanning-tree portfast trunk' at
Fa0/6

Oct 15 15:57:31.307: Applying command... 'switchport access vlan 1' at Fa0/6
Oct 15 15:57:31.315: Applying command... 'spanning-tree portfast' at Fa0/6

Oct 15 15:57:32.247: $LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to down

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Authenticator received event Link DOWN
in state Idle

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Removing client 001b.0d55.21cl

vlan: 200) from authenticator list)

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Notifying interest parties about
(deletion of downstream client 001b.0d55.21cl (vlan: 200

(Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Removing client 001b.0d55.21c0 (vlan: 1
from authenticator list

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Notifying interest parties about
(deletion of downstream client 001b.0d55.21c0 (vlan: 1

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Authenticator state changed to Not
Running

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 15:57:33.262: SLINK-3-UPDOWN: Interface FastEthernet0/6, changed state
to down
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bstp-3500-2#show cisp registrations

: (Interface(s) with CISP registered user (s

Fa0/4

Fa0/5

(Auth Mgr (Authenticator
Fa0O/6

(802.1x Sup (Supplicant

VLAN 300 _lc 31> MAC ulgic culy «$aaall le

bstp-3500-1#show cisp clients

:Authenticator Client Table

001b.0d55.21cl 200 Fal/6

001b.0d55.21c0 1 Fal/6
001b.0d55.21c2 300 Fal/6
c464.13b4.29c3 200 Fal0/6
68ef.bdc7.13ff 300 Fa0/6
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//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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.wY¥oxoll u CISP wlogles Usli o =, - debug cisp all -

2laall e g9 ¢, CISP Jl 0 Laxle o=, - show cisp summary -
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