802.1x EAP-TLS pE p,jbga ubobk“; &o|3§5 PU
olJ odysu w9 osudle AD 9 NAM

Slhgizall

doaioll
duw bVl & Wzl

o Wlaioll

doriwall o bgSall

oMoyl

L>glosglo

blasoll uwolss

(W CW|

Jouoll oS

oolaia] s

Joll aSsll 64>9 oS5

Ul S5

ACS oS5

o)l o gaxill

le>Moolg cllasV Lkl

ACS _lec ixllo pué edoll oblacl

AD DC _lc lginiig 65lgiv &l 00S5 pis pl
NAM (a0 dalo owas

o o3 ologles

doasall

oSzl pllaig (EAP-TLS) Jail ddudo olol - guugioll ddslaoll JgS6i9 go 802.1X (955 Aiiuall 13D auy
oslgidl Luaig L)l L>lo (o doade Jroe ool cw asli ohblgi d)las oy laiw (ACS) Jgwogll 9
AnyConnect Network Access oy =i walo plaziw| pi .(Microsoft Active Directory (AD 9 abgexo
o@gs)liww JI aSloYL el 138 9 o ligSall grozd) (ueSil puasi pi . awazill (Manager (NAM
Le>Nolg ueSill elias] Blisiwl

auwlwVl o lliall
o lllaiall

Aol i) do s olllaio 2>



doximall & lgSall
o dplo LigSe9 poly ol Ll iwall 13D uid, ¥
8562V o> wlay @0l ddaso diy LS 635%90)l 8363V (o Aituall 13 L9 63)ls)l wlogleall slis] o

Y Jaixall sl lagd o a5 (6 i lo cliSais colS 1] (Lol ,dl) pomnn (oS simoll 13D 9 dorimoll
ol

A CANZWAY

Ol oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl oWl g1,

oSl

L>9Jou9bo

62>9) 3.1.01065 ,laoY! Cisco AnyConnect Secure Mobility Client go 802.1x - Windows 7 JJlb -
(NAM

2960 Jg=» - 802.1X Yxao0 -

5.4 )laoYl 802.1x - ACS dadsbas psl> -

Windows 2008 Server - Jxall pSxill 62>9 - Microsoft AD go goie ACS -

lalazall Juolis

ACS - 192.168.10.152 -

(Libioy Juaio - E0/0) 192.168.10.10 - 2960 -
DC - 192.168.10.101 -

DHCP JsSsi9.. - Windows 7 Jssiull pllas -

L L
ACS p35 e a9skanll LllaaS aolaziw! pi sl «cuio AnyConnect NAM _le Windows 7 daxe Sgixi
dlawlys paiell 63l o el pi . Jauaas 802.1X © 3950l Joxall Ja=, .EAP-TLS day,bb plazswl,
s I asloYLyg .oslgid] 0 (CN) g5lidl eVl JI 6aiiwal| olwlul guboiy aell Jaugss pg9i,9 ACS
.usailall o doxanll 65lgall go dslis d&)len 2829 AD (o pasiuuall 65l ACS

Jaall (9SG

J1935 12 . né0 Jowog ) VLAN ol VLAN 666 Jjc (9 cliall dbioid] .ol JiSuis aly lidall
éially &l VLAN @i (055 63lel pis «paisall

aaa authentication login default group radius local
aaa authentication dotlx default group radius


/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

aaa authorization network default group radius
dotlx system-auth-control

interface Ethernet0/0

switchport access vlan 666

switchport mode access

ip device tracking maximum 10

duplex auto

authentication event fail action next-method
authentication order dotlx mab
authentication port-control auto

dotlx pae authenticator

end

radius-server host 192.168.10.152 auth-port 1645 acct-port 1646 key cisco
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openssl genrsa -des3 -out ca.key 1024

openssl req -new -key ca.key -out ca.csr

cp ca.key ca.key.org

openssl rsa -in ca.key.org -out ca.key

openssl x509 -reqg -days 365 -in ca.csr -signkey ca.key -out ca.crt

cakey wals 3 (Laxall ue9) Lol zliaally ca.crt alo 5 CA 63lgin blaisVl aiy
CA: b (0 d2990 lgzso> ACS J 65lgisy pasiuws oblei &M clivly 28 .2
oo CA S (0 d=9g0 62>19 65lgis clin) _paill 2ol ,JICN=test1CN=test2CN=test3cn=acs54
9@ Cisco
openssl genrsa -des3 -out server.key 1024
openssl req -new -key server.key -out server.csr

cp server.key server.key.org
openssl rsa -in server.key.org -out server.key

openssl x509 -reqg -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial
out server.crt -days 365-

openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
certfile ca.crt-
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ldapsearch -h 192.168.10.101 -D "CN=Administrator,CN=Users,DC=cisco-test,DC=com" -w

"Adminpass -b "DC=cisco-test,DC=com

2 5Lz Jladl g5l b bwd

test2, Users, cisco-test.com #

dn: CN=test2,CN=Users,DC=cisco-test,DC=com

userCertificate:: MIICuDCCAiGgAWIBAgIJAP6cPWHhMc2yMAOGCSgGSIb3DQEBBQUAMFYXCZAJ
BgNVBAYTA1BMMQwwCgYDVQQIDANNYXoxDzANBgNVBACMBldhcnNhdzEMMAOGA1UECgwDVEFDMQwwC
gYDVQQOLDANSQUMxDDAKBgNVBAMMA 1RBQzAeFw0xMzAzMDYxM] UzM] daFw0xNDAZMDYXM] UzMjdaMF
oxCzAJBgNVBAYTA1BMMQswCQYDVQQIDAJQTDEPMAOGA1UEBWwGS3Jha293MQ4wDAYDVQQKDAVDaXN
JbzENMASGA1UECWWEQ2 9y ZTEOMAWGA1UEAWWFAGVZzdDIwgZ8wDQYJK0oZIhvecNAQEBBQADGYOAMIGT
AOGBAMFQZywrGTQKL+LeI190vNavCFSG2zt2HGs8gGPrf/h304IIvU+nN6azZPdkTdsjiuCeav8HYD
aRznaK1LURt1PeGtHlcTgcGZ1IMwIGptimzG+h234GmPU59k4XSVQixARCDPMH8IBRIZOSWQLXe+kR
1ZpXC444eKOh6wO/+yWh4dbAgMBAAG] gYkwgYYwCwYDVROPBAQDAGTWMHCGA1UdJQRWMGAGCCsGAQU
FBwWMBBggrBgEFBQCDAgGYKKwYBBAGCNwWODBAYLKwYBBAGCNwODBAEGCCsGAQUFBWMBBggrBgEFBQgC
FQYKKwYBBAGCNwODAQYKKwYBBAGCNxXQCAQYJKwYBBAGCNXUGBggrBgEFBQCcDAjANBgkahkiGIwOBA
QUFAAOBgQCUXWAGCYJLNmM6gEDTWm/ OWmTF j PyASKSDB76yVgZwrllch7eZiNSmCtH7Pn+VILagf9o
tiF15ttk9KX6tIvbeEC4X/mQVgAB3HUJHSsL1In/k2H10XCXKEMgMGrtsZrA64tMCcCeZRoxfA094n
==PulwF4nkcnulx0O/B7x+LpcixjhQ

Alall o955

.AnyConnect-profileeditor-win-3.1.00495-k9.exe (i® o =il calo 5,20 Caniis 09 .1

File Help

Metwork Access Manager : Networks
Profile: C:\1\profi.xml

- 48 Client Palcy

£ Authentication Policy
i Hebwarks

I Metwork Groups

sazall Gyl Glo (oS @89 il I Jgogll yae oy ko 2o pidl .2

Network
Mame Meda Type Group®
my configured 802, 1x profile Wired
Add... ]
Edi. ..
. Deew |

130 s pis ¥ .@8skas JS 9 6slgidl plasiw] Hls paiwell cllac] dl> o)l 031 5 1a> pgall (o
Sl G 2all Guss Lu 6l LS55 pgall o . 020 € 208 " pasiuuall puwl" Loyl paziwl l85s L3I

9 B0l 13D 1655 piaw .63lgiall AD e pMeiwW ACS doaStiu,
ACS



Metwark Access Manager
{ﬂ:ﬁ Chent Palcy
Authentcation Policy
p Networks
- Metwark Broups

| Networks
Profile: C:\1\profi.xml

@ Prompt for Credentals
Remember Forever

@ hever Remember

Certificate Sources
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Remember Smart Card Pin

Remamber Forever
1 Remember whie User is Logged On

@ Mever Remember

Lis=r Identity Media Type
Unprotected [dentity Pattern: [username] Security Lewe
Connection Ty
User Auth
Credentials
User Credentials
Use Sngle Sign On Credentials (Requires Smart Card)
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Deserption: |
Certificate Definition
Frincipal Usernams X509 Attibute:  Coammon Bams "vl
Ferfarm Einary Certificate Companson with Cenfficate rairieved from LOAP ar Acte Directany
Marme:

' Select
o= Raquimd fizlds

Cerlificats Authenlicalion Profile

& Mama: Isau
Description: |

Authentication Method List
Cerlificale Authenticalion Profile
Carificate Based Imn profila 2 | Salect I

[] Password Based

Additional Atiribate Retrieval Search List
An optional s2tof agditional identity store s fram which atiributes will be refieved

Available Selecled
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=ments > Authorization and Permissions > Network Access = Authorization Profies = Edit ™
L QS

juGeneral ]| Common Tasks;

ACLS
. Policy Elements Downloadable ACL Name: NotinUse |+ |

sion Condition Filter-ID ACL: Motin Use Iv|

Prowy ACL: Matin Use Ivl

Voice VLAN

Parmission to Join: ‘Motin Use |‘FI

VLAN

WVLAN IDIMame: Statie |v| # Value [2
Reauthentication

Reauthentication Timer; Matin Use Ivl

Maintain Connectivity during
Reauthentication;

Qos
Input Policy Map: [Motin Use | - I
Output Policy Map: ‘MNotinUse | w |

802.1X-REV
LinkSec Security Policy: Motin Use Ivl
URL Redirect

Whean a URL is defined for Redirect an ACL must also be defingd

LRL for Redirect: Motin Use I'l'l
URL Redirect ACL:; [NotinUse [+ |

& = Requirad fields

ule Baraall &> 50ll 65lgi cuiis p9 .4
ACS

d Identity Stores

— |
dantity Groups

Internal [dentity Siores 1 Friendhy Name < Explration Issued To Issued By Deseription
g O Tac DEA116141.2013  TAG TAC

[ | matchin el ~

e ate Auth oniies:
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B tﬂ? WywWnksEats Syen Acnnerabien = Conlguraon = Lol Sarier Cedfovies = Locsl Caicalse

r [41 Hebwnr ReROUTTES

Local Cariflcatas
0 Users and idenlity Etcres .
L iy Filter [= | maich: = & -
v Gk Paliey Elamznls
= ] Erienaly Name =~ Issuad T =suad By walid Fram Walld To (=xpratinn Pradacal
v [ Brisss Polales
7] acss4 acso4 1A D933 720002 0533 20023008 EAF, Waragamart Inlerace
» | Menicding and Reparts
7]  acss4 acssd Ars5d 17:31 TR0 IR 1T 18053073 I-u&

= Llgers
Auienticaion atings
Max Uzar Sasson Glokal Ssitings
Purgs Lisar Ssssions
= nparatinns
[istihutad Sysem Managaman
Software Hepostories -
Schecul=d Bacwps
* Lucal Opealiors
= onfguralion
= Glokal Systern Cplons
TACACS Setings
EAF-TLS Satings
FEAR Sahings
w E&F-FART
Eatings
Gangranz SAL
SEA Becudl Fromos
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* Prolocls
w Idertity
= Local Samer Cerlificalss
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auall oo gaxil

AnyConnect plaziwY [la; Windows 7 Juace _le 802.1x jleos adoVl doaxl Juass a2l olwjlasll o
Ao 63lg vax Jrosll goww 49 05 Sl Lawogill go .NAM

———————— |
Cisco AnyConnect
Cisce AnyConnect Secure Mobility Client
Choose certificate for the connection my configured
B02. 1x profile:
testi@ @ v
Verify your netwark connection.
test2@ -
IIESTW} -
sEED E?: I
Mo Metwaork Connectivity
Expiration Date: 2014-03-06 12:549: 24 UTC
Serial Number: FEQC3D6 IE131CDE3 ! Network:
Authenticating

my configured 802.1x profile !Q -

.RADIUS _ailaz go gl dlxiw] Joxall ol Test2 éslgh plaiuw] aic

DOT1X-5-SUCCESS: Authentication successful for client% :00:02:51
0800.277f.5f64) on Interface Et0/0)

'AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx% :00:02:51
for client (0800.277f.5f64) on Interface Et0/0

#switch

| EPM-6-POLICY_REQ: IP=0.0.0.0| MAC=0800.277£.5£64% :00:02:51



| AUDITSESID=COA80AOA00000001000215F0| AUTHTYPE=DOT1X
EVENT=APPLY

switch#show authentication sessions interface e0/0
Interface: Ethernet0/0
MAC Address: 0800.277f.5f64
IP Address: Unknown
User-Name: test2
Status: Authz Success
Domain: DATA
Oper host mode: single-host
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 2
Session timeout: N/A
Idle timeout: N/A
Common Session ID: CO0A80A0A00000001000215F0
Acct Session ID: 0x00000005
Handle: O0xE8000002

:Runnable methods list
Method State
dotlx Authc Succes

158 Syl cappss dilo JI 5,31 RADIUS wlows Lol oSanll o .2 p8) VLAN S cpmes o5 38 ail 1>V
(Dol 3le] wlidso ol pasiall Joosll pSxill daild Jio) ACS _le
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12813
12804
12801
12802
12B16
12508
12505
11006
11001
11018
12504

Extracted TLS CertificateVerify message.
Extracted TLS Finished message.
Prepared TLS ChangeCipherSpec message.

Prepared TLS Finished message.

TLS handshake succeeded.

EAP-TLS full handshake finished successfully

Prepared EAP-Request with another EAP-TLS challenge

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response

uati ty Poli

15008
24432
24418
24469
22054
22037
22023
22038
22016

Matched Default Rule

Looking up user in Active Directory - test2

User's Groups retrieval from Active Directory succeeded

The user certificate was retrieved from Active Directory successfully.

Binary comparison of certificates succeeded.

Authentication Passed

Proceed to attribute retrieval

Skipping the next IDStore for attribute retrieval because it is the one we authenticated against
Identity sequence completed iterating the IDStores

Evaluating Group Mapping Policy

12506
11503

EAP-TLS authentication succeeded
Prepared EAP-Success

uati L AL B e

15042

Mo rule was matched

Ewvaluating Authorization Policy

15004
15016
22065
22064
11002

Matched rule

Selected Authorization Profile - vian2

Max sessions policy passed

MNew accounting session created in Session cache
Returned RADIUS Access-Accept

le>Nol9 ellasVl BLiSiwl

ACS _le axllo e wdell olslac]

ACS Active Directory 8 _ 13D Uas - Jaixo Uas



12504
12571
12571
12811
12812
12813
12804
12801
12802
12816
12508
12505
11006
11001
11018
12504

Extracted EAP-Response containing EAP-TLS challenge-response
ACS will continue to CRL verification if it is configured for specific CA
ACS will continue to CRL verification if it is configured for specific CA
Extracted TLS Certificate message containing client certificate.
Extracted TLS ClientkeyExchange message.

Extracted TLS CertificateVerify message.

Extracted TLS Finished message.

Prepared TLS ChangeCipherSpec message.

Prepared TLS Finished message.

TLS handshake succeeded.

EAP-TLS full handshake finished successfully

Prepared EAP-Request with another EAP-TLS challenge

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response

Evaluating Identity Policy

15006
24432
24418
24463
22059
22062

Matched Default Rule

Looking up user in Active Directory - testl

User's Groups retrieval from Active Directory succeeded

Internal error in the ACS Active Directory

The advanced option that is configured for process failure is used.

The 'Drop' advanced option is configured in case of a failed authentication request.
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12571 ACS wall continua to CRL verfication if it 15 cenfigured for spacific CA

12811 Extracted TLS Certificate message containing client certifcate.

12812 Extracted TLS ClientKeyExchange message.

12813 Extracted TLS Certificatevenfy message.

12808 Extracted TLS Finished message.

12801 Frepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeedad.

12508 EAP-TLS full handshzke finished successfully

12505 Preparsd EAP-Request with ancther EAR-TLS challenge

11006 Feitumed FADIUS Access-Challenge

11001 Received RADILS Access-Request

L1018 BADIUS 15 re-using an existing session

12304 Ewtracted EAP-Response cortaining EAP-TLS challenge-response

Ewvaluating Idenzity Pelicy

15006 Matched Dafzult Ruls

24437 Looking up user in Active Directory - test?

24416 User's Groups retrieval from Active Directory succeeded

24100 Some of the expected attributes are not found on the subject record. The default waluss, i configured, will be used for these sttrbutes
74468 Failed to retrieve the user certificate from Active Directong

22048 Binary comparison of certificates failed

22057 The advanced option that is configurad for a failed authentication requast is used,
22061 The 'Beject' advanced option is configured in case of a failed authentication regquest,
12507 EAPR-TLS authentication failed

11504 Prepared EAP-Failure

11003 Retumed FADILS Access-RAeject
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E*‘. AnyConnect Profile Editor - Metwork Access Manager | j=i=} E
File Help
|| Metwark Access Manager : Metworks
i {ﬂ:} Chent Policy .
e Authentication Palicy Profile: C:\1\profi.xml
! Metworks Metwark Connection Type Media Type ~
LA | — —_
. Mefwork Groups /¥ Machine Connaction Seourity Leve
Connection Ty
This should be used if the end station should log onto the network before the user logs in. I Fiachine ALH
This is typicaly ussd for connecting to domains, to get GPO's and other updates from the Credentisls
network before the user has acoess. Liser Auth
User Connectan | Credentials

The user cormection should be wsed when a machine connection is not nacessary, A user
connechon wil make the network avallable after the wsar has logged on.

Thig type of connectian wil be made autamaticaly when the machine boots. Tt wil then be
brought down, and back up agan with different credentials when the user logs in.
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//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/eap_pap_phase.html
//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/ac04namconfig.html
https://supportforums.cisco.com/docs/DOC-23117
//www.cisco.com/en/US/support/index.html
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