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TCP (MSS) wuw)g6 990p pl SEUSO 91JEHL2 pUoO.
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|uJDrOO ua)gSu IJU;SIU'U |.Ju..5 LS,D'JU luUu.JIrOOI ujluubo PJU“'J C‘SIJ TCP o3l k9..5 uu)lgsa TCP
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olJdogweo JJ&@,» lJIe,)luoss 9098l J REC879. Jssd: J Sew eds U|E_0_)0 lJp o596 hwld
pabblu wslulo I-Ju_, ou 576 upluso el Jp ody J.nsol PE 96 pgI36 ulu lJposd Ugaoo
uuug_) Jowsd pabblu |Ju.,5|u|u Uldu_) lJg> IJI@uos Jeee p8bbg TCP o9 Ide> IJI@Uos
lJz> I.Jbuos IJlo,luos Jezpe pebb wslule IP oy 576.
Izs IJIBuos IJIBe,luos Jeze pdbe TCP o9 536.

903l suog Vs Idlgoul) 8sps IP MTU IJos wodg 576 olse. 9JJu Bl Gpo voglod Bspé IP
MTU IJedss: Bspdu wdgsue zuvle TCP MSS Jel sds:

- ldobs) IJouvb - 899 weuwle MSS I.Ji_9.J§ Shuwldol Lluweesle 2506 SYN.
MSS = | PMIU - si zeof (m ni mum TCPHDR) - si zeof (m ni num | PHDR)

Wher e,
si zeof (m ni num TCPHDR) = 20 bytes.
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si zeof (m ni mum | PHDR) = 20 bytes.

Jobs) Juwdos - $89e weuwle MSS Ilsds: ss8bu pe MSS 1dpuucdes pu IJobs,
lJouib. 8sy0ud SYN. ACK pg 18 Bsp MSS o3o.

M N[ | PMTU - si zeof (m ni mum TCPHDR) - sizeof (m ni mum | PHDR) , Received MSS val ue]
Wher e,

si zeof (m ni mum TCPHDR) = 20 bytes.

si zeof (m ni mum | PHDR) = 20 bytes.

Recei ved M5S value = MSS value received with Active Peer TCP SYN

Jls92> o8lauo Bspl soedd wdses tsh MSS. weas JIJ €856 Sspwel IUElues suedu guol
I louble gduwse TCP. suowe pu 1Usluoz luo B IIG pu ldpedy 1o 81 @ Iseé IPMTU IJos
Swp leoohol Jguwle MSS oo PMTUD: spdu wdssd 8sp6 MSS pg ldsps IUIYE,) Weldso
J MTU Jdpeuwl) 1deess. sgwss uvdey Cisco I0S XR gds weue dovdliosd BWspl soedd
wzuwlo MSS 959, PMTUD IJeJg o oul.

Sop websd PMTUD cubdd lBe,l os gJs Cisco 10S XR:

- olgs puwlole MSS IJlsdss Ipedss IP MTU B IJlseol, Jel sds: 31 g 1doble
pouodyu pulyins - Jog Vs IJlgcol) 9lzos pgyz IP MTU.[B! Jlu Idob,le g6, Idpouodsu
pwluiyo - og Vs Idlgoul) IP MTU Gp@sl) 1280 Llse.oole) §spd MSS Lishle TCP
NPIOLITY

guwd wpdsu PMTUD gJs Cisco I0S XR:

- olgs puwlole MSS IJlsJsé Ipedss IP MTU B Idlseol)y Jol sds: weue IJub, gu
UGl Idpouodso puluinélés) Idewluinss - yog s IJlgcul, slzos pgyz IP
MTU.cole, Bspé MSS Leshle TCP I1Jpdsws.

ould oVl osd luoldss 2od IUsle "o Idubgws” sobusdol sew ig30l Bes IJlg ool
sldos w@spol 030 1J9es 96 pu eJIJ lpds gpdséd pdeod Vs lUered IJolds. Jpl sg)00 03l
IJz>9d Bsp MTU 1Jgl o6 wob,le TCP IJuikbs 9lduwdussd wldluolds |Us bspe MSS 1Jpps6
JIJ pwsobss op polgloo.

PMTUD | Scenarios f;t:;rﬁ ITSS hi!l}if MSS
Using default MTU values 1500 1500 1460

| Using non-default MTU value — Active TCP peer 4460 1500 1460

Using non-default MTU value — Passive TCP peer 1500 4460 1460

Disabled | Using TCP Options (MD5) — XR Active 1500 1500 1436
| Using TCP Options (MD5) — XR Passive 1500 1500 1460

TCP peers not directly connected 1500 1500 1240

TCP peers not directly connected — Using TCP Options (MD5) 1500 1500 1216

Enabling TCP PMTUD 1500 1500 1460

Enabled | PMTUD in action — Path segment has lower MTU 1500 1500 1460
| PMTUD in action = TCP Options (MD5) 1500 1500 1436

IJuvsobssole - ogbsd TCP PMTUD

luwodsle Bsp MTU IJI ol osé




192.168.0.5/32

Lo0 T AS65005

GEO0/0/0/0
IP MTU 1500

~

LoO

AS65006
T 192.168.0.6/32

GEO0/0/0/0
IP MTU 1500

u 10.5.6.5/30

10.5.6.6/30

o

R5

-*---

/

----'-

N

R6

- /

lJuo9,6 2. 1. pg 9sp MTU IJlV o)l o s6

WO gldos bbe .;JJ'olcsg eBGP 1Je9 026 Vs IJuo9)0 2.1 R6 Jloold TCP: 903l sgus: il odgw
1J>9) IJogivl 9owsl gduws TCP g RS gJs pod3 1J9z06 179. sop wyLosd IJub)le pouli)o.
938990 JJI puopl Llgwegsle 8spe IP MTU IJle,)lsoso sds 1Uslzole 1dpdleds. luwoobl |Us
lJeedsple lJpuve,ds WS wilso o3l ldpuwaws spdu wdégsue guvle MSS s ol
IJowsubes eds 1oy Idelds:

couwoese JJNJeds 9256 IUes IJIBLos JJudd (MTU) IJIG el uosé Juysesdsd IP wuwesd
1500 lsw

- sup websd lYoguled MTU Jeuwl) TCP wuvdd el os

- odyy wlb,le TCP poLodé puli,é sy R6 louold BGPs,uvd R6 SYN pg MSS 1460
wlse 1500 (slzes IP MTU) - 20 (IJz> IJbbos po TCP_H) - 20 (IJz> IJbos po IP_H)s,uud
R5 SYN. ACK pg MSS _zzpe 1460 Ulse Luwld 18J [MSS 1Jpuvedes: MSS IJis s
IJeedslope luwedle MSS 1460 Llse: MSS IJpeds IJlsds 1460 Llsosop luvoésle 18
9Spé MSS gJds JJl Idub,su

oluosd gduwo gpd TCP Jpl whbo, gds R6 - wuiba:

I — As seen on R6 — ACTI VE

RP/ 0/ 0/ CPUO: R6#show i nterfaces gi gabitEthernet 0/0/0/0
Fri Jan 8 09:35:48.553 UTC

G gabi t Ethernet0/0/0/0 is up,
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6. 3e85. 3dc2)
Internet address is 10.5.6.6/30

MTU 1514 bytes, BW 1000000 Kbit ( Max:
<sni p>

line protocol is up

1000000 Kbi t)

RP/ 0/ 0/ CPUO: R6#show tcp bri ef

Fri Jan 8 09:36:22.491 UTC

PCB VRF- 1 D Recv- Q Send- Q Local Address For ei gn Address State
<sni p>

0x121649f ¢ 0x60000000 0 0 10.5.6.6:24454 10.5.6.5: 179 ESTAB
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x121649fc
Fri Jan 8 09:37:00.888 UTC

Connection state is ESTAB, I/O status: 0, socket status: O

Established at Fri Jan 8 09:28:28 2021



PCB 0x121649fc, SO 0x121561b8, TCPCB 0x12156f 64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.6, Local port: 24454 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 13 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 10 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3757770712 snduna: 3757770960 sndnxt: 3757770960
sndmax: 3757770960 sndwnd: 32574 sndcwnd: 4380
irs: 1072103647 rcvnxt: 1072103895 rcvwnd: 32593 rcvadv: 1072136488

SRTT: 155 ms, RTTO 540 ns, RTV: 385 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6
oBluosd 2duws £pd TCP Yol wlso, gds R5 - 1UgleJ:

! — As seen on R5 — PASSI VE

RP/ 0/ 0/ CPUO: R5#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 09:33:04.564 UTC
G gabi t Ethernet0/0/0/0 is up, line protocol is up



Interface state transitions: 1

Hardware is G gabitEthernet, address is fal6. 3ead.518f (bia fal6. 3ead.518f)
Internet address is 10.5.6.5/30

MTU 1514 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)

<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp bri ef
Fri Jan 8 09:33:53.221 UTC

PCB VRF-1 D Recv- Q Send- Q Local Address For ei gn Address
<sni p>

0x12155884 0x60000000 0 0 10.5.6.5:179 10. 5. 6. 6: 24454
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155884
Fri Jan 8 09:34:47.317 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 09:28:29 2021

PCB 0x12155884, SO 0x1215568c, TCPCB 0x12155a54, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24454

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 9 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 9 7 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1072103647 snduna: 1072103857 sndnxt: 1072103857
sndmax: 1072103857 sndwnd: 32631 sndcwnd: 4380
irs: 3757770712 rcvnxt: 3757770922 rcvwnd: 32612 rcvadv: 3757803534

SRTT: 47 nms, RTTO 300 ns, RTV: 170 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

St at e

ESTAB



Socket receive buffer: Low H gh watermark 1/32768
Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#
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o3l lduvsubsy eds Idues IJolds:
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MSS Cezzp 1460 Clso !_)qu:_J 18J [MSS IJpuwedps: MSS It_Jithg lJpedslope luvedle MSS
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Job,so

TCP SYN Idpeo>, pu RE:

I — TCP SYN sourced from R6

140 1598. 150521 10.5.6.6 10.5.6.5 TCP 62 35502 179 [SYN] Seq=0
W n=16384 Len=0 MSS=4420 W5=1

Frame 140: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16: 3e: ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 35502, Dst Port: 179, Seq: 0, Len: O
Source Port: 35502
Destination Port: 179



[ Stream i ndex: 6]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x219d [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 4420 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 4420
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN. ACK IJp_o3, pus R5:

I — TCP SYN, ACK sourced fromR5

141 1598. 154866 10.5.6.5 10.5.6.6 TCP 62 179 35502 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MsS=1460 W6=1

Franme 141: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e: 85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 35502, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 35502
[ Stream i ndex: 6]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xe2b4 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

oluosd gduws god TCP Jpl o, gJs R6 - uube:

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: R6#show i nterfaces gigabitEthernet 0/0/0/0

Fri Jan 8 09:46:54.138 UTC

G gabit Et hernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85.3dc2)
Internet address is 10.5.6.6/30



MTU 4474 bytes
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp det ai |
8 09: 56: 25.819 UTC

Fri Jan

BW 1000000 Kbit ( Max:

pcb 0x1215761c

1000000 Kbit)

Connection state i s ESTAB,
Jan 8 09:51:46 2021

Establ i shed at Fri

PCB 0x1215761c,
Pak Pri o:
Local host:
For ei gn host:

|/O status: O,

port:

10.5.6.5, Foreign port: 179

35502 (Local

SO 0x12156f 64, TCPCB 0x1216419c,
Medi um TOS: 192, TTL: 1, Hash index:
10. 5. 6.6, Local

socket status: O

vrfid 0x60000000,
886

App PID. 1011918)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768)
Current receive queue size in packets: 0 (nmax 0)
Ti mer Starts Wakeups Next (msec)
Ret r ans 9 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0
i ss: 764231407 snduna: 764231579 sndnxt: 764231579
sndmax: 764231579 sndwnd: 32650 sndcwnd: 4380
irs: 2712512697 rcvnxt: 2712512869 rcvwnd: 32669 rcvadv:
SRTT: 31 ms, RTTO 300 nms, RTV: 130 nms, KRTT: 0 nms

m nRTT: 9 ns,

ACK hold tine: 200 ns, Keepalive tinme: 0 sec,

maxRTT: 239 ns

Gveup tine: O ms, Retransmi ssion retries:

Connect
State flags: none
Feature fl ags:
Request fl ags:

retries remaining: 30,

Wn Scal e,
Wn Scal e

connect

Nagl e

50 secs

m s-ordered: O bytes

2712545538

SYN wai ttinme: 30 sec
0, Retransmt forever:
retry interval:

FALSE

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scal es:
Ti mest anp opti on:

Sack bl ocks {start,

Sack holes {start,

Socket
Socket
Socket
Socket
Socket
Socket

opti ons:
st at es:

send buffer
send buffer
PDU i nformati on:
#PDU s in buffer:
FI B Lookup Cache:
Num Label s:

RP/ 0/ 0/ CPUO: R6#

rcv O,

recei ve buffer:

0 Label

end}:

states:

snd O,
recent O,
none
end, dups,

request
recent age O,

rcv O,

rxmt}: none

SB_DEL_WAKEUP
SB_DEL_WAKEUP

SO _REUSEADDR, SO _REUSEPORT, SO _NBI O
SS_| SCONNECTED, SS PRIV
recei ve buffer states:

Low Hi gh wat ermark 1/32768

request snd O
|l ast ACK sent O

Low H gh wat er mark 2048/ 24576, Notify threshold O

0

| FH: 0x40 PD ctx:
St ack:

si ze:

0 data:



obloosd eduws £pd TCP Jal wlbo, g R5 - 1gleJ:

I - as seen on R5 — Passive

RP/ 0/ 0/ CPUO: R5#show tcp detail pchb 0x12155a98
Fri Jan 8 09:55:18.193 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 09:51:47 2021

PCB 0x12155a98, SO 0x12153ea0, TCPCB 0x12154e18, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 886

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 35502

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 6 0 0
Sendwhd 0 0 0
Ti meWi t 0 0 0
AckHol d 6 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2712512697 snduna: 2712512850 sndnxt: 2712512850
sndmax: 2712512850 sndwnd: 32688 sndcwnd: 4380
irs: 764231407 rcvnxt: 764231560 rcvwnd: 32669 rcvadv: 764264229

SRTT: 107 ms, RTTO. 538 ns, RTV: 431 ns, KRTT: 0 s
mnRTT: 29 ns, maxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransnmt forever: FALSE
Connect retries remmining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 4420, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB _DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer . Low Hi gh watermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: 0

FI B Lookup Cache: |FH 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:



RP/ 0/ 0/ CPUO: R5#

luvodsle 8spo MTU ¢ IJle,)loss - wbs) TCP IJuvdws
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TCP SYN IJe o>, pu RE:

I — TCP SYN sourced from R6

237 2696. 666481 10.5.6.6 10.5.6.5 TCP 62 47007 179 [SYN] Seq=0
W n=16384 Len=0 MSS=1460 W5=1

Frame 237: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet |1, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:¢c2), Dst: fa:16:3e:ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 47007, Dst Port: 179, Seq: 0, Len: O
Source Port: 47007
Destination Port: 179
[ Stream i ndex: 10]
[ TCP Segnent Len: 0]
Sequence nunber: 0 (rel ative sequence nunber)
Acknow edgnent nunber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384



[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x2025 [unveri fied]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrment Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN. ACK IJp_o3, pus R5:

I — TCP SYN, ACK sourced fromR5

238 2696. 702792 10.5.6.5 10.5.6.6 TCP 62 179 47007 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MsSS=1460 W6=1

Frane 238: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet Il, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e:85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 47007, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 47007
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x7078 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

oluosd gduws god TCP Jpl o, gJs R6 - uube:

I - as seen on R6 - Active

RP/ 0/ 0/ CPUO: Ré#show tcp detail pcb 0x1215761c
Fri Jan 8 10:15:20.351 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 10:10:04 2021

PCB 0x1215761c, SO 0Ox12162aac, TCPCB 0x12156f 64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.6, Local port: 47007 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) mnis-ordered: 0 bytes



Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 10 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3949093168 snduna: 3949093359 sndnxt: 3949093359
sndmax: 3949093359 sndwnd: 32631 sndcwnd: 4380
irs: 54439005 rcvnxt: 54439196 rcvwnd: 32650 rcvadv: 54471846

SRTT: 75 ns, RTTO 459 ns, RTV: 384 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6#
oBluosd 2duws £pd TCP Jpl wlso, gds R5 - 1UzleJ:

I - as seen on R5 — Passive

RP/ 0/ 0/ CPUO: R5#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 10:10:39.110 UTC
G gabi t Ethernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3ead.518f (bia fal6.3ead.518f)
Internet address is 10.5.6.5/30
MTU 4474 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x121550fc
Fri Jan 8 10:14:20.105 UTC




Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 10:10:05 2021

PCB 0x121550fc, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 47007

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 54439005 snduna: 54439177 sndnxt: 54439177
sndmax: 54439177 sndwnd: 32669 sndcwnd: 4380
irs: 3949093168 rcvnxt: 3949093340 rcvwnd: 32650 rcvadv: 3949125990

SRTT: 117 ms, RTTO 570 ns, RTV: 453 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#

luvedsle gsble TCP - XR uuvb
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https://datatracker.ietf.org/doc/html/rfc2385
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TCP SYN IJp_05, oo R6:

I — TCP SYN sourced from R6

430 5775. 839420 10.5.6.6 10.5.6.5 TCP 82 24785 179 [ SYN] Seq=0


https://datatracker.ietf.org/doc/html/rfc879
https://datatracker.ietf.org/doc/html/rfc6691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf20166

W n=16384 Len=0 Mss=1436 W5=1

Frane 430: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface O
Ethernet |1, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e: ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 24785, Dst Port: 179, Seq: 0, Len: O
Source Port: 24785
Destination Port: 179
[ Stream i ndex: 14]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xd62b [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scale, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

TCP SYN. ACK IJp_03, pus R5:

I — TCP SYN, ACK sourced fromR5

431 5775. 845744 10.5.6.5 10.5.6.6 TCP 82 179 24785 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MssS=1436 \W6=1

Franme 431: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface O
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e: 85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 24785, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 24785
[Stream i ndex: 14]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xe83d [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-Qperation (NOP), TCP MD5
signature, End of Option List (EQ)
Maxi mum segment size: 1436 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (nmultiply by 1)



No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQL)

oluosd egduws god TCP Yol o, gJs R6 - wibo:

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1215761c
Fri Jan 8 11:14:13.599 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:21 2021

PCB 0x1215761c, SO 0x1216419c, TCPCB 0x121649fc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.6, Local port: 24785 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 17 1 0
SendwWhd 0 0 0
Ti meVai t 0 0 0
AckHol d 14 13 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1379482495 snduna: 1379482819 sndnxt: 1379482819
sndmax: 1379482819 sndwnd: 32498 sndcwnd: 4308
irs: 3750694052 rcvnxt: 3750694376 rcvwnd: 32517 rcvadv: 3750726893

SRTT: 55 s, RTTG 300 ns, RTV: 176 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanmp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O

Socket states: SS | SCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold 0

PDU i nf or mati on:



#PDU s in buffer: O
FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6#
oBluosd 2duws £pd TCP Yol wlso, gds R5 - 1UzleJ:

I - as seen on R5 - Passive

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155d04
Fri Jan 8 11:12:51.984 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:22 2021

PCB 0x12155d04, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24785

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 14 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3750694052 snduna: 3750694357 sndnxt: 3750694357

sndmax: 3750694357 sndwnd: 32536 sndcwnd: 4308

irs: 1379482495 rcvnxt: 1379482800 rcvwnd: 32517 rcvadv: 1379515317
SRTT: 181 ns, RTTO 443 ns, RTV: 262 ms, KRTT: 0 ns

m nRTT: 29 ns, naxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanmp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O

Socket states: SS | SCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low Hi gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold 0



PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#

SpIdu pdlebé yudod ppeled pe esble TCP Uié_)é lJos w9e) eus wdssuvol gds IJpuoygsle
IJluol 86 9098 gds zuwle MSS W Cisco I0S XR. Jog B Idlgwwl oduw Iduvsolisy
9030 IJlpedé IJos ©@9p ww9esd euvle MSS gus wdssu Idbslog 1Ujpeusd J TCP 9¢shle
lJovee Jloe@liss J TCP.

oluosd gduws TCP Jel wlbo) gds R6 - ACTIVE - pg wdysu Idbleg 1Jjp0s Jegshle TCP
sesble ldsgog Idlowdls.s:

I - as seen on R6 — Active
1 -- tcp timestamp configured
! -- 12 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539c844
<sni p>

Feature flags: Tinestamp, Wn Scale, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1448, peer MSS 1448, min MSS 1448, max MSS 1448
<sni p>

I - as seen on R6 — Active
1 -- tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539df 38
<sni p>

Feature flags: Sack, Wn Scal e, Nagle

Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
1 -- tcp selective-ack and tcp timestamp configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539e130
<sni p>

State flags: none

Feature flags: Sack, Timestanp, Wn Scale, Nagle
Request flags: Sack, Tinmestanp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>

I - as seen on R6 — Active
1 -- MD5 and tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539b3cc
<sni p>

Feature flags: Sack, MD5, Wn Scale, Nagle
Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424



<sni p>

I - as seen on R6 — Active
! -- MD5 and tcp timestamp configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x15397b4c
<sni p>

Feature flags: MD5, Timestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- MD5, tcp timestamp, and tcp selective-ack configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539a4cc
<sni p>

State flags: none

Feature flags: MD5, Timestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>

luwoesle gsble TCP - XR Passive

rou IJu.u._sUIJ._sg LJL}UluLS el u-J_9u 9> Jlzbuo I._Joug..J IJforoLsJ J&d” CISCO I0S XR E_U)ro|
TCP. ..so>-._9 03l IJuu5UIJ53 IJs uou..sJo I.,Juo_9s: &J._s o5l I.,J,Ju.J_9d lJpps) 1J3s sop _9qu0
I._suol w9luwbo pg ) w oz SE I.Jlablc pou Cisco :

"(...) - £0pl sl IJubs) Ileuold: Bluo $uwd MSS IJisds J 1460. s é9e XR TCP Lloble
eles IJosuosd 9 PCB 9ol |Us 53U &p sogd 18 pu lolso wldosose 1dpeso:

-lodle 59 weuwle MSS IJisds wes bz bbgd Hluw sl TCP. 03l 09 '0' 25 I gl MD5 Je
SUp ©9SEo s IJs o3l ldpdouw pu ples IUluveels.

- o8> 3Je s,y¢ 'MDY gldgshle Ui@s 903l sged 'Option header bytes length' |Js 24.

J3Jde B 030 Uzl s uud XR TCP MSS lsJs & 1460 soldelds sop luvessles po God JJI.
(...)"

B 03l IJuwsobss: 98ds 1drgpe pu lu wbbs, TCP IJuuil R8 o9 £856 Cisco 10S. |JI iy 030
U266 Jl oBsp ls 918 Iy wluosd 29d el 038 Iduwsoliss IJs loolse. 9pg 3JI: sldpes)
Jdlocele: Jlzb Iue wuvdd pgodd go Cisco 10S XR Jpl 09 090z pe uwSULSY [Jduwe
IJuwlod: Jl slgs wlbs, TCP IJuuivb R8 B IJlsoul, gshle TCP Ws IJeuwle 1JisJs J MSS.



4 I 4 I

Lo0 AS65007 AS65008 Lo0
192.168.0.7}'32T T192.168.0.8f32

GEQ/0/0/0 GEOQ/0
IP MTU 1500 IP MTU 1500
u 10.7.8.1/30 10.7.8.2/30 U

R7 - = = =t e === - R8

\ jBGF’ + TCP MES\ /

Iuo9,6 2.5 - |uweesle gshle TCP (MD5) - XR 1JgleJs.

Swweede JJINJobs)so 9se IP MTU IJIGe,los6 9s0p wasosdopl poluiss. sdew vbs)
I0S R8 oy Cisco »9,l uuvbl. spJdu wdgsue zuvle TCP MSS W ol Iduvsulsy eds 1Jues
lJolds:

s ouwoese JJNJeds 9236 1Ues IJIBLos JJoudd (MTU) IJIG el uosé Juysesdsd IP wowesd
1500 Llsw

C Sop ogbsd IJo il 9236 1z 1UIGuos JJudd (MTU) Jeuwl, TCP wuvdd Ide,l ss
eJs Cisco 10S XR R7

c SOp wpdsu ldounld 9236 1z IJIduos JJudd (MTU) Jeuwl, TCP wundd 1ol os
eds wyulpe Cisco IOS R8

- ubyle TCP pouodé poliyé

- op wpdsy puolb 86 TCP MD5 gJs JJl 1Jg s s>, 10S R8 le ol BGPIOS R8 (s,uwJ
SYN pg MSS Cggp 1460 Clse 1500 (9lzos IP MTU) - 20 (Idg> IJbos ou TCP_H) - 20 (IJg>
IJbos pu IP_H)IOS XR R7 s uud SYN: ACK o8 MSS Lz 1460 Llse Luwld 13J [MSS
IJpwedes: MSS 1Jlsds 1Jpzds]lop luvodle MSS 1460 lse. MSS IJezJds 1Jisds 1460
lsosop lgwopsle 18d Bspes MSS gds JJI IJub,se

TCP SYN IJpe2>, pu R8 - Cisco I0S:

I — TCP SYN sourced from R8

96 5.907127 10.7.8.2 10.7.8.1 TCP 78 52975 179 [SYN] Seq=0
W n=16384 Len=0 MSS=1460

Franme 96: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet 11, Src: fa:16:3e:58:21:ba (fa:16:3e:58:21:ba), Dst: fa:16:3e:68:d9:e5
(fa:16: 3e: 68: d9: e5)
Internet Protocol Version 4, Src: 10.7.8.2, Dst: 10.7.8.1
Transm ssion Control Protocol, Src Port: 52975, Dst Port: 179, Seq: 0, Len: O
Source Port: 52975
Destination Port: 179
[ Stream i ndex: 3]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 0
Header Length: 44 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]



Checksum O0xb612 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (24 bytes), Maxi num segnent size, TCP MD5 signature, End of Option List (ECL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1460
TCP MD5 signhature
End of Option List (EQL)

TCP SYN: ACK IJpe o>, pu R7 - Cisco I0S XR:

I — TCP SYN, ACK sourced from R7

97 0. 003446 10.7.8.1 10.7.8.2 TCP 78 179 52975 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MSS=1460

Franme 97: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: fa:16:3e:68:d9:e5 (fa: 16: 3e:68:d9:e5), Dst: fa:16:3e:58:21: ba
(fa:16: 3e:58: 21: ba)
Internet Protocol Version 4, Src: 10.7.8.1, Dst: 10.7.8.2
Transm ssion Control Protocol, Src Port: 179, Dst Port: 52975, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 52975
[ Stream i ndex: 3]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 44 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxfb47 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (24 bytes), Maxi num segnent size, TCP MD5 signature, End of Option List (ECL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
TCP MD5 signature
End of Option List (EQL)

odluosd eduws gpd TCP Jol wlbo, gds R8 - Cisco 108 - o ul:

I — as seen fromR8 - Cisco |ICS

R8#show i p bgp nei ghbors
BGP nei ghbor is 10.7.8.1, renote AS 65007, external |ink
BGP version 4, renpte router |ID 192.168.0.7
BGP state = Established, up for 00:06:12
Last read 00:00:16, last wite 00:00:16, hold time is 180, keepalive interval is 60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family | Pv4 Unicast: advertised and received
Enhanced Refresh Capability: advertised
Mul ti session Capability:
Stateful sw tchover support enabled: NO for session 1



Message statistics:
InQ depth is 0
QutQ depth is O

Sent Revd
Opens: 1 1
Noti fi cati ons: 0 0
Updat es: 1 1
Keepal i ves: 7 7
Rout e Refresh: 0 0

Tot al : 9 9
Do | og nei ghbor state changes (via gl obal
Default mninmumtinme between advertisenent

configuration)

runs is 30 seconds
For address family: |Pv4 Unicast
Session: 10.7.8.1

BGP table version 1,
Cut put queue size : O
| ndex 6, Advertise bit O

6 updat e- group nenber

Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled

nei ghbor version 1/0

Sent Revd
Prefix activity:
Prefixes Current: 0 0
Prefixes Total: 0 0
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 0
Used as mul ti path: n/ a 0
Used as secondary: n/ a 0
Qut bound | nbound
Local Policy Denied Prefixes: ~ -------- = -------
Tot al : 0 0
Nurmber of NLRIs in the update sent: max 0, nmin O
Last detected as dynanic sl ow peer: never
Dynami ¢ sl ow peer recovered: never
Refresh Epoch: 1
Last Sent Refresh Start-of-rib: never
Last Sent Refresh End-of-rib: never
Last Received Refresh Start-of-rib: never
Last Received Refresh End-of-rib: never
Sent Revd
Refresh activity:
Refresh Start-of-RI B 0 0
Ref resh End-of - RI B 0 0

Address tracking is enabl ed,

the RIB does have a route to 10.7.8.1

Connections established 6; dropped 5
Last reset 00:06:18, due to BGP Notification received of session 1, Adm nistrati ve Reset
Ext ernal BGP nei ghbor configured for connected checks (single-hop no-disabl e-connect ed-check)
Interface associated: G gabitEthernet0/1 (peering address in sane |ink)
Transport (tcp) path-mtu-discovery is enabled
G aceful -Restart is disabled
SSO i s disabl ed
Connection state is ESTAB, |/O status: 1, unread input bytes: 0
Connection is ECN Di sabl ed, M ninuminconmng TTL 0, Qutgoing TTL 1
Local host: 10.7.8.2, Local port: 52975
Foreign host: 10.7.8.1, Foreign port: 179
Connection tableid (VRF): 0O
Maxi mum out put segnent queue size: 50

Enqueued packets for retransmit: O, input: O ms-ordered: 0 (0 bytes)



Event Timers (current time is 0x15DD97):

Ti mer Starts Wakeups Next
Ret r ans 10 0 0x0
Ti meWai t 0 0 0x0
AckHol d 9 5 0x0
SendWhd 0 0 0x0
KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 1 0 0x195465
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 0 0 0x0

iss: 1154289541 snduna: 1154289755 sndnxt: 1154289755
irs: 2149897425 rcvnxt: 2149897635

sndwnd: 32612 scal e: 0 maxrcvwnd: 16384
rcvwnd: 16175 scal e: 0 del rcvwnd: 209

SRTT: 737 nms, RTTO 2506 nms, RTV: 1769 ns, KRTT: 0 ms

m nRTT: 7 nms, maxRTT: 1000 ms, ACK hold: 200 ns

uptime: 372981 s, Sent idletime: 16648 nms, Receive idletinme: 16431 ns
Status Flags: active open

Option Flags: nagle, path ntu capable, mds

I P Precedence value : 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 18 (out of order: 0), with data: 8, total data bytes: 209

Sent: 16 (retransnmit: O, fastretransmit: O, partialack: 0, Second Congestion: 0), with data: 9,
total data bytes: 213

Packets received in fast path: 0, fast processed: 0, slow path: 0
fast lock acquisition failures: 0, slow path: 0

TCP Semaphore OxOFBFA8A4 FREE

R8#
oluosd eduws gpd TCP Yl o, gJs R7 - Cisco 10S XR - passive:

I — as seen fromR7 — Csco | GS XR

RP/ 0/ 0/ CPUO: R7#show tcp detail pchb 0x12152e48
Wed Jan 13 13:03:43.363 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Wed Jan 13 12:58:16 2021

PCB 0x12152e48, SO 0x1213c¢130, TCPCB 0x12156060, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 947

Local host: 10.7.8.1, Local port: 179 (Local App PID: 983244)
Foreign host: 10.7.8.2, Foreign port: 52975

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 8 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 8 7 0
KeepAl i ve 1 0 0



Pt uAger 0 0 0
G velp
Throttle 0 0 0

o
o
o

iss: 2149897425 snduna: 2149897616 sndnxt: 2149897616
sndmax: 2149897616 sndwnd: 16194 sndcwnd: 4380
irs: 1154289541 rcvnxt: 1154289736 rcvwnd: 32631 rcvadv: 1154322367

SRTT: 125 ms, RTTO 552 ns, RTV: 427 ns, KRTT: 0 ns
mnRTT: 19 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Nagle
Request flags: none

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R7#

ublis) TCP &) pouodd poluiné

gwpl Jlsdgu IJob)le pouodsu pulisb wogs) bisds lole IJeuwle 1Jlsds J TCP MSS
Jel 09 9,02 pwodl Ss IUSuwe IJoposis pu 0dl ldpuwows. sop luwoile uwvsobsy eduwd
£pJ IBGP pg zpse IJI)lo 1Usse op odssuop wluueisle Gse IP MTU IJI0 el oss
Jdoudd gw) zuvle MSS.
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(MTU) Jeuwl, TCP: 9850 loolJ Uil puluuyéc JIJ wuopsp suvwgde Cisco I0S XR (9506
IP MTU vlows oodg 1280 olsw.

O Iduo9ss Iduwlo s sdew R4 »9)l wuibl 98338, louold TCP: swepz R4 zJ wo TCP pe R1
eJs pud3 19z 179. wwegse JJI U@ 9spo IP MTU IJIV )l oso eds 1Uglzole 1JEloo
wopl. spdu wdgsue euwle MSS Vs o3l Iduwsubisy eds IJuzy IJelds:

Cowodde zese IJeds 9236 1des IJIBuas JJudd (MTU) IJIBe,ljossé Jwsswsdsd IP
wuwed 1500 wlsw

- Swp wgbsd Yoguld MTU Jeuwl) TCP wubdd 1We,)luos

cJledys wble TCP poods puluing $>s) R4 lousld BGPs,uud R4 SYN og MSS 1240
Jlso Jlsop lgs MTU JJslzos B IJlscol, gus 30 louold 1dubsle puliys soglbsd
IJouild MTU Jpuwly TCPbodl Jooese Cisco I0S XR. sop leoul, 1280 Llse
TCP_DEFAULT_MTU1280 (TCP_DEFAULT_MTU) - 20 (minTCP_H) - 20 (minIP_H)s,uvJd R1
SYN. ACK pg MSS Lzep 1240 Ulse Luwld 18J IMSS IJpwedes: MSS 1Jisds 1dpeds]oe
luvedle MSS 1240 Ulse. MSS 1deeds 1Jisds 1240 wlsesop luueesle I8 Gspé MSS
eds JJlNJubso

TCP SYN IJp_03, oo R4:

I — TCP SYN sourced from R4

194 434, 274181 192.168.0.4 192.168.0.1 TCP 62 37740 179 [SYN] Seq=0 Wn=16384
Len=0 MSsS=1240 W5=1

Frame 194: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet Il, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmi ssion Control Protocol, Src Port: 37740, Dst Port: 179, Seq: 0O, Len: O
Source Port: 37740
Destination Port: 179
[Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x8643 [unverifi ed]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maxi mum segnment size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1240 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1240
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQ)

TCP SYN. ACK IJp03, pu R1:

I — TCP SYN, ACK sourced fromR1

195 434. 277985 192.168.0.1 192.168.0.4 TCP 62 179 37740 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MsSs=1240 W5=1



Franme 195: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16: 3e:d7: 7e: f 6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 37740, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 37740
[ Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xd8f7 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1240 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1240
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

oluosd eduws god TCP Yol o, eJs R4 - wibe:

I — as seen on R4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154d3c
Fri Jan 8 12:32:41.096 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 12:17:46 2021

PCB 0x12154d3c, SO 0x12154460, TCPCB 0x1215486¢, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.4, Local port: 37740 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 19 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 16 15 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2075436506 snduna: 2075436868 sndnxt: 2075436868
sndmax: 2075436868 sndwnd: 32460 sndcwnd: 3720
irs: 4238127261 rcvnxt: 4238127623 rcvwnd: 32479 rcvadv: 4238160102

SRTT: 65 nms, RITO 300 ns, RTV: 40 ns, KRTT: 0O ns
m nRTT: 9 ns, maxRTT: 229 ns



ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
oBluosd 2duws £pd TCP Yol wlso, gds R1 - 1JgleJ:

I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x12155390
Fri Jan 8 12:23:52.041 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 12:17:43 2021

PCB 0x12155390, SO 0x121573e4, TCPCB 0x12156948, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 37740

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 9 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 9 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4238127261 snduna: 4238127471 sndnxt: 4238127471
sndmax: 4238127471 sndwnd: 32631 sndcwnd: 3720
irs: 2075436506 rcvnxt: 2075436716 rcvwnd: 32612 rcvadv: 2075469328

SRTT: 144 nms, RTTO 578 nms, RTV: 434 ns, KRTT: O ns



m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

ubls) TCP g, IJpouodsd pulyinyé - [uwedsle gsble TCP (MDS)

uIJuu.uuo stuljsg IJubs,) E._sJ lJpewuod poluiyé sldpuwedse Jeuol>gé TCP MDS. Jl
S9g> Iaqut_‘) quluu._s eueldle |5 wsubsyole |J|auu|_) lJwlo 96 I.J,o_9uoao wlJdued. 9ol
wew pdlzboo puvoll pe Pu0|>d° TCP MD5. ._sla) Cisco IOS XR Ws |JIEUU|J lJowsdle
IJluol®se 9ogd v Ssp6 MSS |J|_9.J§o o Iduvse. syes Idogae 1Js IJIduulro lJwle 96
lovegslp gsblo TCP - XR wuulbs 9lgwegsle gsble TCP - XR Passive JJzuo9d eds wBdluosd
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lJue9,6 2. 7 - ulboyle TCP g, IJpouodé polyi,s - IBGP + TCP MDS.
Sedu wdgsue euvle TCP MSS W o3l I wsubsy eds IJugy IJolds:
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ouliyés,uud R4 SYN g MSS 1216 Ulse Jl sop 1g3 MTU JJslzos B IJlgool, sus g3

louold Idub)le polyiys sogbsd IJould MTU Jeuwl) TCPyV@l JJouopse: Swp

lewol, 1280 Llse TCP_DEFAULT_MTU1280 (TCP_DEFAULT_MTU) - 20 (minTCP_H) - 20

(minlP_H) - 24 Ulse (0b,s gleé eJs gsble TCP J 10S XR)s,uwd R1 SYN. ACK og MSS

weze 1216 Ulse Luwld 18 IMSS IJpuuades: MSS 1JisJs 1JpeJsIMSS 1Jpuwede 1216

s MSS IJpeds IJisds 1240 Ulsosep luvogsle 18d Bspeé MSS gds JJl Jobsu
TCP SYN IJp_o>, pu Ré:

I — TCP SYN sourced from R4

3425 3.691042 192.168.0.4 192.168.0.1 TCP 82 42135 179 [SYN] Seq=0 W n=16384
Len=0 Mss=1216 W5=1

Frane 3425: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Et hernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 42135, Dst Port: 179, Seq: 0, Len: O
Source Port: 42135
Destination Port: 179
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xc503 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scal e, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1216 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

TCP SYN. ACK IJp_o3, pu R1:

I — TCP SYN, ACK sourced fromR1

3426 0. 004186 192.168.0.1 192.168.0.4 TCP 82 179 42135 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 Mss=1216 W5=1

Frane 3426: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 42135, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 42135
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)



Acknow edgment numnber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xbb05 [unveri fied]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scal e, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1216 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

oluosd gduws god TCP Yol o, gJs R4 - wibe:

I — as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154490
Tue Jan 12 14:37:32.097 UIC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 14:27:42 2021

PCB 0x12154490, SO 0x12155014, TCPCB 0x12155a84, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1876

Local host: 192.168.0.4, Local port: 42135 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 14 1 0
SendWhd 0 0 0
Ti meVai t 0 0 0
AckHol d 11 9 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3124761989 snduna: 3124763317 sndnxt: 3124763317
sndmax: 3124763317 sndwnd: 32711 sndcwnd: 3648
irs: 1090344992 rcvnxt: 1090346320 rcvwnd: 32730 rcvadv: 1090379050

SRTT: 28 nms, RTTG. 300 ns, RTV: 57 ns, KRTT: 0 s
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries renmmining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e



Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1216, max MSS 1216

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
oBluosd 2duws £pd TCP Yol wlso, gds R1 - 1JgleJ:

I — as seen from Rl - Passive

RP/ 0/ 0/ CPU0: Rl#show tcp detail pcb 0x12168df4
Tue Jan 12 14: 36: 38.860 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 14:27:32 2021

PCB 0x12168df 4, SO 0x12156bf8, TCPCB 0x12157a44, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1876

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 42135

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 12 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 12 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1090344992 snduna: 1090346320 sndnxt: 1090346320
sndmax: 1090346320 sndwnd: 32730 sndcwnd: 3648
irs: 3124761989 rcvnxt: 3124763317 rcvwnd: 32711 rcvadv: 3124796028

SRTT: 150 s, RTTO. 558 ns, RTV: 408 ns, KRTT: 0 s
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE

Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none



Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e
Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none
Sack holes {start, end, dups, rxmit}: none
Socket
Socket
Socket
Socket
Socket

Socket

options: SO REUSEADDR, SO REUSEPORT, SO NBI O
states: SS | SCONNECTED, SS PRIV

recei ve buffer states: SB _DEL_ WAKEUP

send buffer states: SB_DEL_WAKEUP

receive buffer: Low Hi gh watermark 1/32768

send buffer Low H gh wat er mark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx:
Num Label s: 0 Label Stack:

size: 0 data:

RP/ 0/ 0/ CPUO: R1#

ublis) TCP ¢, IJpouods puluiné - szoss pdbe IJpuwly gds 9226 1>
IJIGuos JJousd (MTU) J IP [J
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oluosd gduws god TCP Yl wbo, gds R4 - wibe:

I — as seen fromR4 — Active

RP/ 0/ 0/ CPUO: R4#show tcp detail pcb 0x15390f e8

Connection state is ESTAB, |I/O status: 0, socket status: O



Establi shed at Wed May 12 12:09: 48 2021

PCB 0x15390f €8, SO 0x15391a7c, TCPCB 0x15391368, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.4, Local port: 39046 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 1267 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 1280 1235 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1991226354 snduna: 1991250450 sndnxt: 1991250450
sndmax: 1991250450 sndwnd: 32578 sndcwnd: 2480
irs: 4276699304 rcvnxt: 4276746737 rcvwnd: 31568 rcvadv: 4276778305

SRTT: 213 ms, RTTO 300 ns, RTV: 54 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 269 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240
<sni p>

oBluosd 2duws £pd TCP Yol wlso, gds R1 - 1Ugled:

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pchb 0x15393770

Connection state is ESTAB, I/O status: 0, socket status: O
Establ i shed at Wed May 12 12:09:46 2021

PCB 0x15393770, SO 0x15392224, TCPCB 0x153928cc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 39046

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 1280 0 0
SendwWhd 0 0 0

Ti meVi t 0 0 0



AckHol d 1264 1213 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4276699304 snduna: 4276746718 sndnxt: 4276746718
sndmax: 4276746718 sndwnd: 31587 sndcwnd: 3720
irs: 1991226354 rcvnxt: 1991250431 rcvwnd: 32597 rcvadv: 1991283028

SRTT: 202 ms, RTTO 355 ns, RTV: 153 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 309 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240
<sni p>

pe logile 2Juwé BGP IJlu. o33 lue sop wuvgsd huwlds wpase BGP sl zzp leds pu Uz
IUbos Jbd puwly MTU 909 512 Clsw. 99pl spdu pdleboo pu ldeszlo JI s89e Cisco 10S
XR cogssu IJ df-bit Llguegsle juwldsé weasse BGP ppl seus 1 pedyple BGP swpe hywlJol
eds euvle wrise IJeses eds 1Jed> Idyywshos.

wzdsw BGP IUss we ldzuesd edso pou R1 - ¢led:

! — as seen fromRl - Passive — BGP UPDATE
! — Note Total Length of 1097 bytes higher than the IP MU val ue of 512 bytes at R2-R3 path
segment

23 3. 450878 192.168.0.1 192.168. 0.4 BGP 1111 UPDATE Message

Frane 23: 1111 bytes on wire (8888 bits), 1111 bytes captured (8888 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1097

I dentification: 0x5841 (22593)

Fl ags: 0x00
0... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnments: Not set

Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)
Header checksum O0x54a4 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 20, Ack: 20, Len: 1057
Border Gateway Protocol - UPDATE Message
Marker: fffffffffffffffffffffffffefffrefee



Lengt h: 1057

Type: UPDATE Message (2)

Wt hdrawn Routes Length: O

Total Path Attribute Length: 1034

Path attributes
Path Attribute - MP_REACH NLRI
Path Attribute - ORIG N | NCOWLETE
Path Attribute - AS PATH enpty
Path Attribute - MILTI_EXIT_DI SC. 0
Path Attribute - LOCAL_PREF: 100

ST wgisé yuwldo wease BGP IJus swp IUzuesd edsol pu 1dgds6 RT Ws 1Ug 836 R2 Jpl
SpJdu pdlebool Lluwbs IJo @l 2,96 1Jey9) 1U3s wp lz)loe eds 9lzes R2 GEO/0/0/1.

wgise IP Ws 1Jg @6 R2:

! — as seen fromR2 — GEO/0/0/1
! — Node R2 fragnments original packet in three distinct packets

4 1. 334852 192.168.0.1 192.168.0.4 BGP 522 UPDATE Message

5 0. 000289 192.168.0.1 192.168.0.4 | Pv4 522 Fragnmented | P protocol (proto=TCP 6,
of f =488, | D=7b41)

6 0. 000122 192.168.0.1 192.168.0.4 I Pv4 135 Fragnmented | P protocol (proto=TCP 6,

of f =976, |D=7b41)
! — Captured frame details

Frane 4: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e:23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41l (31553)

Fl ags: 0x01 (More Fragnents)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set

Fragment offset: 0
Time to live: 254
Protocol: TCP (6)
Header checksum O0x14f1 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 4276759681, Ack: 1991250830
Border Gateway Protocol - UPDATE Message
<sni p>

Frane 5: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e:23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41l (31553)



Fl ags: 0x01 (Mbore Fragnents)
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set
Fragment offset: 488
Tinme to live: 254
Protocol: TCP (6)
Header checksum O0x14b4 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Dat a (488 bytes)
<sni p>

Frane 6: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16: 3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 121
Identification: 0x7b41 (31553)
Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..0. .... = More fragments: Not set
Fragment offset: 976
Time to live: 254
Protocol: TCP (6)
Header checksum O0x35fa [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Data (101 bytes)
<sni p>

lJovsuobssole - opdsy TCP PMTUD
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Lo0 iBGP + tcp path-mtu-discovery Lo0
192:166/0.1/82 | EEEEEEEEEEEE SN E5800 5 5ESER 86 68 .6 s e s > | 192.168.0.4/32

e GED/0/0/0 GE0/0/0/0 e GE0/0/01 Gsome GE0/0/0/ GEO/0/010 e
~ 10.1.2.1/30 ~ ~ 10.3.4.4/30 ~
N - - “

IJu29,6 3.1 - wp wpdse TCP PMTUD.
Sedu odésue euvle MSS Vs o3l Iduvsubsy eds IJues Idelds:

oo zese IJeds 9228 1z IUIGues JJudd (MTU) IJIG el oss Jus9esdsd IP
ouwed 1500 clsw
- op opdsu 1Yol 9236 1Jz> IJiBuos JJdudd (MTU) Jeuwl) TCP
- Jledgy wlble TCP pouods puluing s>s) R4 loold BGPs,uud R4 SYN g MSS 1460
wlse 1500 (slzos IP MTU) - 20 (IJz> IJbus oo TCP_H) - 20 (IJgs IJbos pu IP_H)s 0w
R1 SYN. ACK og MSS 1460 _lse Luwld 18J [MSS 1Jpuvedes: MSS IJlsJs 1Jeeds]e e
lovedle MSS 1460 Llso. MSS Ideeds IJisds 1460 Llsosop lovaesle 18J Bses MSS
eds dJlldubysu
p0 led Il IJogss) Bs Iduwdsd 10ss e beldo po ¢JIJ wpdso PMTUD. ooz Ietizle
lJoldss oundund [JIzsle:

1. 1delJs IJisdss Jeduws gpd TCP IJpss B Iduwsubss IJIde,luos J PMTUD pg bJ:
2. sup wdysy PMTUD gupdsue gds JJ po ublys TCP R4 9 R1:
3. cop lebé wuvésd eduws god TCP. 95w p uwlu MSS. 9sele, o TCP PMTUD.

Jpl 09 p9_oe Bs R4 - ACTIVE - TCP PMTUD pgboJ (I8e,los):

I — as seen on R4 — Active
I — TCP path mu discovery disabled (default)
I — TCP session initial state

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121536c¢8
Fri Jan 8 16:06:30.237 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536¢c8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 6 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0



Pt uAger 0 0 0
G velp
Throttle 0 0 0

o
o
o

iss: 357400981 snduna: 357401257 sndnxt: 357401257
sndmax: 357401257 sndwnd: 32546 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019719 rcvwnd: 32565 rcvadv: 524052284

SRTT: 72 ns, RTTO 416 ns, RTV: 344 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
Jol 09 p9 oz B R1 - glod - TCP PMTUD gl (I8¢l os):

I — as seen on Rl - Passive
I — TCP path mtu discovery disabled (default)
I — TCP session initial state

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x12157020
Fri Jan 8 16:05:52.868 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0



SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019700 sndnxt: 524019700
sndmax: 524019700 sndwnd: 32584 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401238 rcvwnd: 32565 rcvadv: 357433803

SRTT: 46 ns, RTTO 300 ns, RTV: 249 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#
Jpl 09 09 02 b5 R4 - ACTIVE - TCP PMTUD ppdy:

! — "debug tcp pntud' output on R4
I - tcp path mu discovery enabl ed and uses default Path MIU aging timer (10 min / 600000 nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)
RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)

I — as seen on R4 — Active
I — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121536c¢8
Fri Jan 8 16:11:00.138 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536¢8, SO 0x12155370, TCPCB 0x12154f 64, vrfid 0x60000000,



Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376
Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 10 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 4 0
KeepAl i ve 1 0 0
PmtuAger 1 0 508096
G velp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401333 sndnxt: 357401333
sndmax: 357401333 sndwnd: 32470 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019795 rcvwnd: 32489 rcvadv: 524052284

SRTT: 116 ms, RTTO 578 ns, RTV: 462 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
Jpl 09 09,02 B R - Gudus - TCP PMTUD ppdy:

! — "debug tcp pntud' output on Rl
I - tcp path nmu discovery is enabled and uses default Path MIU aging timer (10 min / 600000
nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)
RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)



I — as seen on Rl - Passive
I — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x12157020
Fri Jan 8 16:10:03.101 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 7 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 4 0
KeepAl i ve 1 0 0
PmtuAger 1 0 562042
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019776 sndnxt: 524019776
sndmax: 524019776 sndwnd: 32508 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401314 rcvwnd: 32489 rcvadv: 357433803

SRTT: 95 ns, RTTO 528 ns, RTV: 433 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: O sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#



Jlzls Judsd pd e PMTU Ager:

Not e Pnt uAger
— but after ini

TCP PMIUD i s

RP/ 0/ 0/ CPUO: Jan
timer: 10 mn)

RP/ 0/ 0/ CPUO: Jan
RP/ 0/ 0/ CPUO: Jan
RP/ 0/ 0/ CPUO: Jan
RP/ 0/ 0/ CPUO: Jan

Jel 09 p9oz Ss R4 - Luub -

timer in
tial inte

enabl ed

8 16:09:2
8 16:09:2
8 16:19:2

8 16:21:2
8 16:23:2

itial value is 10mn
rval expires then it expires every 2mn

As seen from'debug tcp pntud’

5.214 :

5.214 :
5.233 :
5. 245
5. 256

I — Once BGP session is cleared
I — TCP SYN sourced fromR4 — Active
I — MSS cal cul ation takes place and is influenced by TCP PMIUD

2734 4.810311

out put

tcp[ 399]:

tcp[ 399]:
tcp[ 399]:
tcp[ 399]:
tcp[ 399]:

I&I.\.o ouwesd edJuwé BGP - TCP SYN:

[t21] Try to enable path MIU di scovery(neww age

[t21] Path ntu is ON (age-tiner: 10)

[t21] PCB 0x12157020: Trying next higher MIU. 1240
[t21] PCB 0x12157020: Trying next higher MIU. 1240
[t21] PCB 0x12157020: Trying next higher MIU. 1240

192.168.0.4 192.168.0.1 TCP 62 32077 179 [SYN] Seq=0 W n=16384

Len=0 MsSsS=1460 W5=1

Frane 2734: 62 bytes on wire (496 bits),

Et hernet Il, Src:

I nternet Protocol
Transm ssi on Cont

62 bytes captured (496 bits) on interface 0O

fa:16:3e:d7: 7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f:54)

Ver si on
rol Proto

Source Port: 32077
Destination Port: 179

[ Stream i ndex:

25]

[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)

Acknow edgmrent
Header Lengt h:
Fl ags: 0x002 (

nunber :
28 bytes
SYN)

W ndow si ze val ue: 1638

[Cal cul ated wi

ndow si ze:

4, Src:

col, Src Port:

0

4
16384]

Checksum 0x6398 [unverified]

[ Checksum St at

Urgent pointer:
Options: (8 bytes),

us: Unver
0

ified]

Maxi mum segnent size: 1460
Maxi mum Segnent Size (2)
Length: 4

MSS Value: 1460

Ki nd:

W ndow scal e:

End of Opt

ion List

(EQL)

192.168.0.4, Dst: 192.168.0.1

Maxi mum segnent si ze,

byt es

O (multiply by 1)

32077, Dst Port: 179, Seq: 0, Len: O

W ndow scal e, End of Option List (ECL)

Jpl 09 9oz b5 R1 - Passive - ghsé o g s eduwé BGP - TCP SYN. ACK.

I — Once BGP session is cleared
I — TCP SYN, ACK sourced fromRl -
I — MBS cal cul ation takes place and is influenced by TCP PMIUD

2735 0.003879

Frane 2735: 62 bytes on wire (496 bits),

Et hernet II, Src:
(fa:16: 3e:d7: 7e: f

Passi ve

192.168.0.1 192.168.0.4 TCP 62 179 32077 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSsS=1460 W5=1

62 bytes captured (496 bits) on interface 0

fa:16:3e:8f:8f: 54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6

6)



Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32077, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 32077
[ Stream i ndex: 25]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxbf 77 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maxinmum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

oluosd gduws TCP Jel oo, gJs R4 - ACTIVE - Lg> wpdsy TCP PMTUD 9pwe 2Juwd
BGP:

I — BGP session re-established
I — as seen on R4 — Active

RP/ 0/ 0/ CPU0: Rd#show tcp detail pcb 0x121567f4
Fri Jan 8 16:45:13.928 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:41:49 2021

PCB 0x121567f4, SO 0x12154460, TCPCB 0x12156190, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.4, Local port: 32077 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 8 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 5 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1254100669 snduna: 1254100983 sndnxt: 1254100983
sndmax: 1254100983 sndwnd: 32508 sndcwnd: 4380
irs: 839938559 rcvnxt: 839938873 rcvwnd: 32527 rcvadv: 839971400

SRTT: 79 s, RTTO 485 ns, RTV: 406 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE



Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
oluosd gduws TCP Jel wlbo, eJs R1 - Passive - Lg> wpdsy TCP PMTUD 90 we 2Juwo
BGP.

I — BGP session re-established
I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121558cc
Fri Jan 8 16:44:59.448 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:41:46 2021

PCB 0x121558cc, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 32077

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 0
SendWhd

Ti meWai t
AckHol d
KeepAl i ve
Pnt uAger
G velp
Throttle

(el ool e e Ne el
O O OO WwWOoOoOo
O OO O0OOoOoo

iss: 839938559 snduna: 839938873 sndnxt: 839938873
sndnax: 839938873 sndwnd: 32527 sndcwnd: 4380
irs: 1254100669 rcvnxt: 1254100983 rcvwnd: 32508 rcvadv: 1254133491

SRTT: 76 ns, RITO 454 ns, RTV: 378 ns, KRTT: O s



m nRTT: 19 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD - sz pdbg 1dpuwly 8ds 9236 1 IJidues JJodd (MTU) J IP i§J

wles 1duwsubess Iuwlod eds Bop pl sz g0 lousle aduws gpd TCP IJlsdss pe wpdse
PMTUD. sgwpes o3l Idgwsobsy eds Idgie 1deds ssuwles eds Wop Js9s6 gpod TCP
PMTUD slJules) IJds swpos wo gds gduwle TCP IJolows.

7 AS65001 \

Lo0 T - iBGP + tcp path-mtu-discovery s TLoO

e GE0/0/0/0 GEOfmoxoeGEmo:on GEowmeszom Geommme
N R1 R2 el L R3 IP MTU 1500 R4 /

192.168.0.1/32 192.168.0.4/32

1IJu09,6 3.2 - wp wpdsu PMTUD. 98 we IJpush, szess eds IP MTU 1 6J.

le o, 1Jue9,6 IUuwleds Jesze: Slbesluo b eduws BGP wp loguldol: syuwd R1 5uwlds
wedse BGP IJus swp uldol usluwbé 506 IP wezp 1Ju) pu 512 Llsw. pg wpdsu PMTUD.
S|u DF-bit (Jl cogje) sop vowbo IJlu. soldelds: ©89p 1Je96 R2 Lluwdlb 2506 IP 9 uulJ
ouwlJs ICMP ()9099sd Huwlisd Idezde Vs Idlow,uw) (Id9ees IJes swed) 1dsuesd [dsel -
IJuse 3¢ 1deziss ldeplbdaws - 1,05 4) 6 1)s IJs R1. gws 1dg$6 R1 wes luwedle suwlds
ICMP. swp wubésd PMTUD sszlod logsle Ideuwly 1J1EJ IP MTU. swed 3Jd Clgwogsle
IJSse6 IS IJoldss pu pze98d pumwessle puwessle pzasé zsalsldos ceow) Sspé MSS
Jeduwd TCP z>s56. s)uwd TCP wg> 3Jd wesse BGP IJILods wlgwegsle §speé MSS 1Ugrs56
Sowd) 0do ldepdss e ldesle zuve Idpbdie zos Jl sop odds Huwlds ICMP (IJgzod
IJos swoed) Idsvesd Idsoel - 1duse 3¢ 1dogiss Idelbdsws - 1d,e) 4). 903l sgus lue zos wuowe



B5pé MSS s> IUlunogsle wese ode IJ 2ips pruwds Iuwdd pdlog Ipuuly IUbos IP MTU.
9p& P29 IsS e sp) "ldeuis Idubews” IU3s sedpo 2ol wadse "zesle” evs puvessle
IJoows W Idlogle IJpgldw 9sess "wblp IUlpo IJguwdys™ [Js leds Bspé Jo. O s 99w
pESU Bl op odds Huwlds ICMP (Iszoed ldos swes) Idsuesd Idsel - 1duge 3« Iduejss
IJelodswé - 10505 4) 0,6 Ig)s Blu PMTUD swuo,08 Jel 09 p9,02 puvedl.

o el 1deldss gw) gwdsd PMTUD I1d3s e 9090 JJw9 95wl po uwsubsy eduwsd
TCP ,lgwgs. ouli edew 1Ug 836 R4 oy Cisco 10S XR »9,l uuilol 900 &p w89 wbbé loold
TCP 9owe gduwé gpd TCP pe R1 edis IJpud5 1d9zos 179. cuwegse I po 1ded> Sspe IP
MTU IJle,luoss eds 1Uglzole [Jgluoo wol. spdo odégsue IJeuwle [Jlsds Jdblis 6 s 03l
lJuvsobsy eds Idugs IJelds:

- Suwwdde ldpdbe Iy wshb oo 1Jgds R2 9 R3 gzsle IP MTU 512 Clse g6y [Ww)luoss.

- Ssuweede JJ pu R1 9 R4 §sp MTU IJlV )l o6 gds 1Uglzole 1UElLo6 wopl.

- op wpdsu Yoyl 920 1Ug> JiBLos JJdudd (MTU) Jeuwl) TCP.

- ulbyle TCP g, pouodd puluijé. s>s) R4 loold BGP.s,uvd R4 SYN og MSS 1460
wlse. 1500 (IJglzes IP MTU) - 20 (minTCP_H) - 20 (minlP_H).s,vd R1 SYN. ACK ¢ MSS
1460 Llso. hwld i8J [MSS lJeuwedps « MSS IJpedso IJigJ@é].op luvedle MSS 1460
wlso MSS Idpzds Ui_9J§ 1460 Ulsw.sop luwwgsle ié.J 9Spedé MSS gds JJl IJub,su.

TCP SYN Ide_o>) pu R4:

I — Initial TCP session establishnment
I — TCP SYN sourced from R4

392 6. 752774 192.168.0.4 192.168.0.1 TCP 62 32449 179 [SYN] Seq=0 Wn=16384
Len=0 MSsS=1460 W5=1

Frame 392: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmi ssion Control Protocol, Src Port: 32449, Dst Port: 179, Seq: 0, Len: O
Source Port: 32449
Destination Port: 179
[Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x6858 [unverifi ed]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maxi mum segment size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQ)

TCP SYN. ACK IJp_03, pu R1:

I — Initial TCP session establishnment



I — TCP SYN, ACK sourced fromR1

393 0. 003628 192.168.0.1 192.168. 0.4 TCP 62 179 32449 [SYN, ACK] Seqg=0 Ack=1
W n=16384 Len=0 MSsS=1460 W5=1

Franme 393: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 32449
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment number: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x509e [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

p€ louble 2Jws BGP. &)uud 1Je826 R1 Huwlds cosse BGP seuwadp suwlJs ICMP (Iszos
lIJos swedy ldauesd Idsoel - 1dusg 3 ¢ 1degise IUpbdscs - 1,5 4) s Lirle pusssol pu
1§26 R2.

Seao 03l JIu 2506 IP 1Jos wepd HuwlJs wzdse BGP Jol pze9gs wo DF 9 MTU J IP ©9sp6
512 Llso IJpuwespd Os pdbg R2/IR3 18 pu 2ee 25pd IP wpdsly 1116 Llse. Jpl wp
w9uosze uwlodl $9s luvoduld Huwlds wy9e9dsd ICMP |Js wuivgsd PMTUD.

WOs RTICMP: scp luwedle Iyuwlds po IJoge 3/Code 4:

! — as seen from Rl — Passive
I — After session is established Rl sends BGP Update nessage with I P I ength of 1116 Bytes
! — note | P Header Fl ags shows DF bit set

528 5. 893055 192.168.0.1 192. 168.0.4 BGP 1130 UPDATE Message, KEEPALI VE Message

Franme 528: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface 0
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN:. Not-ECT)

Total Length: 1116

I dentification: 0x8c37 (35895)

Flags: 0x02 (Don't Fragment)

Fragnent offset: O

Time to live: 255

Protocol: TCP (6)

Header checksum O0xe09a [validation disabl ed]



[ Header checksum status: Unverifi ed]
Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 318, Ack: 251, Len: 1076

Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

' — IP MU on R2/R3 is lower than | P packet length and DF bit is set

! — Rl receives |CW error message fromR2

! — note R2 | COWP error nessage carries Next-Hop MU

I — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-I|evel headers.”

529 0. 002423 10.2. 3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 529: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0O
Ethernet |1, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 96
I dentification: 0x0001 (1)
Fl ags: 0x00
Fragnent offset: O
Tinme to live: 255
Protocol: ICMP (1)
Header checksum O0xac97 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 10.2.3.1
Destination: 192.168.0.1
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)
Checksum 0x2d52 [correct]
[ Checksum St at us: Good]
Length: 17
[Length of original datagram 68]
Unused: 0011
MTU of next hop: 512
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1116
I dentification: 0x8c37 (35895)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 254
Protocol: TCP (6)
Header checksum Oxel9a [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]



[ Destination Geol P: Unknown]
Transni ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847698730, Ack
2130367817
Bor der Gateway Protocol - UPDATE Message
[ Packet size limted during capture: |Pv4 truncated]

g |._J&§>6 R1. IJos sop wyvgsdol wusluubs _)quJén ICMP. sglod TCP PMTUD |y ule IP
MTU UUJ po Qolsé lJs wolsé ulL}uQE)lp IJéspé UUJ |JQ|J§5 po papggé e puww9slo
- (MTU .

MIU pl at eaus from RFC 1191
- values include both TCP and | P headers
65535

32000

17914

8166

4352

2002

1492

1006

508

296

68

9JJo byl Jiu HuwlJs ICMP (Iszos IJes swees, Idsuod Idsoel - 1Juse 3t 1dwgiiss IplbJsws
“1doe) 4) 1Jos sop luwadoldel ugluwbs 1Jg 86 RT audd 926 1Jes IJiduos JJudd (MTU)
lJgluos L1Jgloss IJeldss &p Jel 09 pe 950 Jlzdle BSlo 1Jgds6 RT cuwegse 030 1J9Sp6:
sldos os Vs peldol 512 Clsw: sogoole §spé MSS Jedwé gpd TCP. Jlgb 1y bod p$bog
TCP IJlgods Jlu 1076 Clso soldolds sdie 929> edle e Jlghs buwld p9bg TCP
IJlods.

Jpl Jlsol eds R - Iduwdos - 1Ug pdsé PMTUD:

As seen from Rl — Passive

Hint is provided by | CVMP unreachabl e nessage MU of next-hop field: 512 bytes

R1 then considers this value and retransnmts BGP Update split in three distinct packets
Sum of TCP length = 472 + 472 + 132 = 1076 bytes

530 0. 007497 192.168.0.1 192.168.0.4 TCP 526 [TCP Qut-O-Order] 179 32449 [ ACK]
Seq=318 Ack=251 W n=32593 Len=472

532 0. 015374 192.168.0.1 192.168.0.4 TCP 526 [ TCP Retransmi ssion] 179 32449

[ ACK] Seq=790 Ack=251 W n=32593 Len=472

533 0. 004129 192.168.0.1 192.168.0.4 TCP 186 [ TCP Retransmi ssion] 179 32449

[ PSH, ACK] Seq=1262 Ack=251 W n=32593 Len=132

9Jpl 3J, wlodl ewspl swp busld zese IUeie ew IUsSe: suvs) PMTUD go) puwogsle
lJouowé B IJlwglo Ipgldw IU3s szdpo gols wodse PmtuAger gszlod ,9¢ MSS [Js
I8uo5 Jspd Jo 998l JJuwsubiss 1d3lse.

Jol jlsul eJs R1-PMTUD g, o_ole ppa8:

I — As seen fromRl - Passive — 'debug tcp pntud' and 'debug icnp' active
! — TCP PMIUD is triggered once | CMP unreachabl e received

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: IPv4 | CVP: Received ICMP too big from
192.168. 0.1 about 192.168.0.4, Mru=512

RP/ 0/ 0/ CPUO: May 12 09:09:22.763 UTC. ipv4_io[266]: ipv4_icnp_unreachable_rcvd | CVP unreach
recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5


https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: ip_icnmp_lib_ipvd_receive: sending
pak(0xb0c07d8f) to transport: 1, tid: 5

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CMP Dest-unreach
(next hop ntu: 512)

I — attenmpt new MSS 472 = MIU of next-hop(512) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CWMP Dest-unreach
(next hop ntu: 512)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC: tcp[399]: [t4] PCB 0x15393770: Try to use new MSS: 472

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770, New path MIU deci ded to use:
472 configured tp_user_mss 0O

I — over tinme PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 12 09:19:22.782 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU. 966
RP/ 0/ 0/ CPUO: May 12 09:21:22.793 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1452

RP/ 0/ 0/ CPUO: May 12 09: 23:22.805 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1460

9§pdo pdlzbé 1Jeglds [Jyolissé Jodo Idusloz. dlzbb gds 9go 1UEuo9ue Bspe I IJbos olde>
lJI8uos MSS IJus swp &)000] woluubé 1Jg 956 R1:9ldos ouvdb Iduoge eds IUluvble
lJos op wuvgsd PMTUD gJdsol.

oluosd gduws god TCP Jpl wboj gds R4 - uuube:

I — Final stage as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x153913b8
Wed May 12 10: 09: 43.246 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Establi shed at Wed May 12 09: 02: 07 2021

PCB 0x153913b8, SO 0x153917f0, TCPCB 0x1538fb58, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.4, Local port: 32449 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 72 1 0
SendWhd 0 0 0
Ti meVai t 0 0 0
AckHol d 71 69 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2130367566 snduna: 2130368957 sndnxt: 2130368957
sndmax: 2130368957 sndwnd: 31453 sndcwnd: 2920
irs: 2847698412 rcvnxt: 2847700946 rcvwnd: 31799 rcvadv: 2847732745

SRTT: 220 ms, RTTO 300 ns, RTV: 12 ns, KRTT: 0 ns
mnRTT: 9 ns, maxRTT: 239 ns



ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: RA#
oBluosd 2duws £pd TCP Yol wlso, gds R1 - 1JgleJ:

! — Final stage as seen fromRl — Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pchb 0x15393770
Wed May 12 10:12:41.432 UTC

Connection state is ESTAB, 1/O status: 240, socket status: O
Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Forei gn host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 75 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 73 71 0
KeepAl i ve 1 0 0
PmtuAger 28 27 41595
G velp 0 0 0

Throttle 0 0 0



iss: 2847698412 snduna: 2847701003 sndnxt: 2847701003
sndmax: 2847701003 sndwnd: 31742 sndcwnd: 4380
irs: 2130367566 rcvnxt: 2130369014 rcvwnd: 31396 rcvadv: 2130400410

SRTT: 224 ms, RTTO 300 ns, RTV: 23 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 472, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH 0x20 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

szl bl wp Vs ls 98w peSU oJ&g Juul._.Jé ICMP (Id9zod lJos swes) UgyogJ IJsol - 1Juse
3 ldogss IJpbdys - 1ye) 4) p,6 1258 Oewsd swp od9s PMTUD p,6 I35 Jpl 09 p9 22
puvoll.

Jpl 09 p902 pu R1 - Passive - PMTUD > wp wuvgsdo o6 Ig)s:

! — As seen fromRl - Passive

! — TCP PMIUD is again triggered upon new | CMP unreachabl e recei ved

! — Behavior can be triggered via clearing redistributed, network and aggregate routes
ori gi nat ed

RP/ 0/ 0/ CPUO: R1#cl ear bgp ipv4 all self-originated

Wed May 12 10:19: 06. 836 UTC

RP/ 0/ 0/ CPWO: R1#

I — New BGP update message is sourced fromRl after clear bgp conmand

1707 1. 712657 192.168.0.1 192.168. 0.4 BGP 1121 UPDATE Message

Frane 1707: 1121 bytes on wire (8968 bits), 1121 bytes captured (8968 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80



(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1107
I dentification: 0x1a38 (6712)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)
Header checksum 0x52a3 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2705, Ack: 1562, Len: 1067
Border Gateway Protocol - UPDATE Message

I — I CWP Destination Unreachable / Fragnentation needed is received and triggers PMIUD

1708 0.001614 10.2. 3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 1708: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface O
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 96
I dentification: 0x0002 (2)
Fl ags: 0x00
Fragnent offset: O
Tinme to live: 255
Protocol: ICMP (1)
Header checksum O0xac96 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 10.2.3.1
Destination: 192.168.0.1
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)
Checksum 0x3b73 [correct]
[ Checksum St at us: Good]
Length: 17
[Length of original datagram 68]
Unused: 0011
MTU of next hop: 512
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1107
I dentification: 0x1a38 (6712)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 254
Protocol: TCP (6)
Header checksum 0x53a3 [validation disabl ed]



[ Header checksum status: Unverifi ed]
Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transmi ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847701117, Ack:

2130369128
Bor der Gateway Protocol - UPDATE Message

I — Note new updated MSS val ue and Pnt uAger
I - MBS 472 ; Aligned with “MIU of next hop” val ue contained in | CMP nmessage

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x15393770
Wed May 12 10:19: 31.494 UTC

Connection state is ESTAB, |/O status: 240, socket status: O
Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 83 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 80 77 0
KeepAl i ve 1 0 0
PmtuAger 32 30 575401
G velp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847702184 sndnxt: 2847702184
sndmax: 2847702184 sndwnd: 32173 sndcwnd: 944
irs: 2130367566 rcvnxt: 2130369147 rcvwnd: 32730 rcvadv: 2130401877

SRTT: 221 ms, RTTO 300 ns, RTV: 16 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 1460, min MSS 472, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP



Socket receive buffer: Low H gh watermark 1/32768
Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O
Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPU0: R1#

B luoshle Cisco 10S XR IJos wle,e wPEIS LLOTST |Jigbole oo Cisco CSCvf10395: scpe
welod 1Jglogs IJeldss 1Ue9z936 Vs s ywlds glol ICMP soeled 1dg$s6 logsle 1§J MTU oy
wolsé |Js wolsé wluwegsle 1J9ses IJIdJ lJoldss e pge9ed puuugslu U,ouu..,gslu U,oa»o
2>l (IPMTU) IJos wp 3950l puvedl 9u9es 90l Lol wlos Yo i
(MTU) JJp wl, REC1191. wza 030 Idpzladle zos IULuwld 1dulzz: 903l sgos o yuwlisd ICMP
(IJszod lJos swes)y 1d9uesd Idsoel - 1duge 3 ¢ 1dozsss [Jplbdacs - 1,05 4) Jp wgd sop
luvodelJol.

Jol S pu 856 pg luosl) Cisco I0S XR pule, wpeyd wusese IJigble oo Cisco
CSCvf10395:

— As seen fromIOX XR node with a release inpacted by G sco bug I D CSCvf 10395
Node ignores “MIU of next hop” and tries next |ower plateau

This is observed till ICMP error nessages are no | onger received

— Practical consequence is extra retransm ssions occurrence

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Process | CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:34.649 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 1452
<<<<<<<< HERE: Pl ateau 1492

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:37.239 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 966
<<<<<<<< HERE: Pl ateau 1006

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:39.829 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 468
<<<<<<<< HERE: Pl ateau 508

wsupl vgow IUgbss IJoldss Oy Iduusobss 9JJU pe waswsdsd wojse IJouwpss (LDP)
euy gpse IJsglzole. 9ldosws oyl 09 Wop Ul JIVIC IUos spdu pdlegbuol pu IUuwsulbsgole
lJuwlo®6 VS wsisé e Vsol wpdsy MPLS.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf10395
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395
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-

-

~

LOO® g m o m o m mm e m e m e — = iBGP + tep path-mtu discovery ___ _ _ _ _ _ _ _ __ ____._ » ®L00
192,168.0,1/32 192.168.0.4/32
LDP LDP
T > e mmmm-- -
e GE0/0/0/0 GE0/0/0/0 GE0/0/0/ GE0/0/0/0
~ 10.1.2.1/30 10.3.4.¢m~
R1 [P ru 1500 R4

/

1Uuo9,6 3.3 - & p wpdss PMTUD. 98 we lJeuwly wo IP MTU - Lusolss MPLS 1 8.

lodl. g5 B Idlgeoly IUprzds 1J19Jss oo 2duws wi9w9dsd wolus 12395 (BGP) IJos wp
loublgol Yod woe wyvgsd PMTUD Yol 09 p9 0z oul.

IJzlJs 1JisJss J TCP (BGP) Jpl 09 o9 0z s R4 - [Jwsobiss IUouub - 1U5s cp < pdse
MPLS _o:

as seen on R4 — Active

TCP path MIU di scovery enabl ed
MPLS LDP enabl ed
TCP session initial

state

RP/ 0/ 0/ CPU0: Rd#show tcp det ai |
Mon May 17 08:32:16.673 UTC

pcb 0x153bdaf 0

Connection state is ESTAB, |/O status: socket status: O

Est abli shed at Mon May 17 08:31:57 2021

0,

PCB 0x153bdaf 0, SO 0x153acc80, TCPCB 0x153acea8,
Pak Prio: Medium TOS: 192, TTL: 255, Hash i ndex:
Local host: 192.168.0.4, Local port: 57400 (Local
Forei gn host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/1/0)

vrfid 0x60000000,
757
App PID. 1196319)

Current send queue size in bytes:
Current receive queue size in bytes:

0 (max 24576)

0 (max 32768) ms-ordered: 0 bytes

Current receive queue size in packets: 0 (nmax 0)
Ti mer Starts Wakeups Next (nmsec)
Ret r ans 5 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 2 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0
iss: 1386459919 snduna: 1386460037 sndnxt: 1386460037
sndmax: 1386460037 sndwnd: 32726 sndcwnd: 4380
irs: 3874414679 rcvnxt: 3874414864 rcvwnd: 32678 rcvadv: 3874447542
SRTT: 48 ns, RTTO 300 ns, RTV: 228 ns, KRIT: 0 n®

mnRTT: 9 ns, mMXRTT: 229 ns

ACK hold time: 200 ns, Keepalive tinme: 0 sec, SYNwaittime: 30 sec
Gveup tinme: 0 ns, Retransmission retries: 0, Retransnmit forever:
Connect retries remaining: 10, connect retry interval: 30 secs

FALSE



State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: RA#
IJzlJs IJladss J TCP (BGP) Jel 09 p9oe S5 R1 - ¢led - uvsobisy wp wpdso MPLS gdso:

as seen on Rl — Passive

TCP path MrU di scovery enabl ed
— MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:32:56.618 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0



iss: 3874414679 snduna: 3874414864 sndnxt: 3874414864
sndmax: 3874414864 sndwnd: 32678 sndcwnd: 4380
irs: 1386459919 rcvnxt: 1386460037 rcvwnd: 32726 rcvadv: 1386492763

SRTT: 45 ns, RTTO 300 ns, RTV: 239 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

Bs o3l I wsolisy IUss wp wpdso MPLS vo. sdleb weasy wlyasd gduwle TCP (LDP).
Jizb 1o JJ pl wp 90090 pwlodl Bspl swedd veuwle MSS Jeduwle TCP (BGP). subwd
£Js 2Juwle TOP (LDP) ksl £ usosd 1peld: sado csun cusle MSS Jzdows £
lJe 8> R3 9 R2 TCP (LDP) Jpl sJs:

- suwedse IJ pu R2 5 R3 9256 1Ups IiBuos JJbuwld (MTU) &) IUIBe,luosé Joswsdsd
IP Lp®ol) 512 Llso.

- op wpdsu 1Yol 9236 1Jz> IJiBuos Jdudd (MTU) Jdeuwl).

s Jlsop logold vbb,le TCP pulyiyé (Swp lugsle gduwd TCP oo slzole IUlgweele). s>s)
R3 loold LDP.s,uvd R3 SYN pg MSS Lzzp 472 Llse. 512 (slzos IP MTU) - 20
(MINTCP_H) - 20 (minIP_H)..s,uJ R2 SYN. ACK og MSS Lzzp 472 Ulso. huwld i8J [MSS
IJpuwedes: MSS IJlsJs Ipeds].op luvadle MSS 472 Ulse. MSS IJeeds 1Jlsds 472
Ulso.sop luvogsle 18 Bspsé MSS gds JJI IJobsu.

oBluosd zduwé £pod TCP (LDP) Jpl 09 p9 0z s R3 - w b - uwsobiss op opdso MPLS

wO.

I — as seen on R3 — Active
I — TCP path MIU di scovery enabl ed
I — MPLS LDP enabl ed



I — TCP session initial state

RP/ 0/ 0/ CPUO: R3#show tcp detail pcb 0x15393f bc
Mon May 17 08:33:30.627 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Est abli shed at Mon May 17 08:30: 04 2021

PCB 0x15393f bc, SO 0x15393d94, TCPCB 0x153941b4, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.3, Local port: 57146 (Local App PID: 1151216)
Forei gn host: 192.168.0.2, Foreign port: 646

(Local App PIDinstance/ SPL_APP_ID: 1151216/ 0/ 0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (rmax 16384) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Ti mer Starts Wakeups Next (msec)
Ret r ans 8 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 4 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2917752466 snduna: 2917752838 sndnxt: 2917752838
sndmax: 2917752838 sndwnd: 16013 sndcwnd: 944
irs: 228184383 rcvnxt: 228184763 rcvwnd: 16005 rcvadv: 228200768

SRTT: 103 nms, RTTO 580 ns, RTV: 477 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 279 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 1, connect retry interval: 3 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB SEL, SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/16384

Socket send buffer : Low Hi gh watermark 2048/ 16384, Notify threshold O

Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ornmati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2



Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R3#
oIluosd eduws god TCP (LDP) Jpl 09 p9 oz S R2 - wdos - pusubsy op wpdso MPLS

0.

as seen on R2 — Passive

— TCP path MIU di scovery enabl ed
MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO0: R2#show tcp detail pcb 0x153aif 44
Mon May 17 08:34:28.843 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:30: 31 2021

PCB 0x153alf44, SO 0x153aldlc, TCPCB 0x153a213c, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.2, Local port: 646 (Local App PID: 1151216)
Forei gn host: 192.168.0.3, Foreign port: 57146

(Local App PIDinstance/ SPL_APP_I D: 1151216/ 0/ 0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (nmax 16384) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 228184383 snduna: 228184763 sndnxt: 228184763
sndnmax: 228184763 sndwnd: 16005 sndcwnd: 944
irs: 2917752466 rcvnxt: 2917752856 rcvwnd: 15995 rcvadv: 2917768851

SRTT: 95 s, RTTG 561 ns, RTV: 466 ns, KRTT: 0 ns
m nRTT: 0 ns, maxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanmp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O
Socket states: SS | SCONNECTED, SS_PRIV
Socket receive buffer states: SB_SEL, SB_DEL_WAKEUP



Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low H gh watermark 1/16384
Socket send buffer : Low Hi gh watermark 2048/ 16384, Notify threshold O
Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: O0x60 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0xb5dcl

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R2#

w8 logule gduwé BGP. s, uvd R1 ,wldé wease BGP gsuwedpe yuwlds ICMP (Id9zoé swed,)
IJsue9d 1ol - 1duge 3¢ 1dwziss [dplbdaws - 1,05 4) Os Lzle puossol pu 1Jedr6 R21Jes
wd9p vogvgsd TCP PMTUD W 1Jg 938 R1. szaw 03l Jlu 25e IP IJos weed Huwlds wease
BGP Jol pzp9e6 o DF 9 MTU J IP L8500 512 Llse lJpuwedres Bs pdbe R2/R3 19 pu
2ee 26 IP wpBsl, 1116 Ulse. 9pl 09 1J2ld po Sod: $938 luwedle 5uwlds ICMP oso |Js
oUbgsd PMTUD. sJpu 1JW9,8 Bs Iduvsoulysy 1U3s wp opd@o-MPLS w0 £ pdhuwo pg
IJowsobssole Iduwlods g5y MPLS B ol segdd waraé Ides IUlduos JJudd (MTU) J$ses
IJ¢b9s IJolJsé |Jp 006 Os Huwldo w9099 ICMP JJdg§6 R2 (Id9gos IJos swes)
lJoo9d IJsol - 1Juge 3¢ 1degjise IJelbdews - 1d)ej 4). Bs o3l Iduwsoubsy 1U3s wp wpdsy
MPLS o sop guwle MTU JBses IJgbss IJoldss JJjslhs 1Jloldss J MPLS IJos oudg 4
olsu: ppl sgus luol wpod pdsw ouwpsle MPLS JJghz WS R2: Jel 09 p9oe s 030
LJPEJELL.

lJoguld MTU Jeuwly) TCP Ws IJlz)le Jol 09 p9 oz Vs R1 - 1duwsulysy 1Ugled - MPLS-IU3s
e wpdsyo:

as seen fromRl — Passive

R1 sends BGP Update nmessage with I P I ength of 1116 Bytes

— Note MPLS Header as packet is to be |abel-switched (single |abel ; 1GP |Iabel)
note | P Header Flags shows DF bit set

455 0. 044859 192.168.0.1 192.168. 0.4 BGP 1134 UPDATE Message, KEEPALI VE Message

Franme 455: 1134 bytes on wire (9072 bits), 1134 bytes captured (9072 bits) on interface 0
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)
MultiProtocol Label Switching Header, Label: 24002, Exp: 6, S: 1, TTL: 255
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

I dentification: Oxc6dd (50909)

Fl ags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum O0xa5f4 [validation disabled]
[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]



[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 242, Ack: 175, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

I — IP MIU on R2/ R3 of 512 bytes is |lower than | P packet Iength and DF bit is set

! — Rl receives |CW error message fromR2

! — note R2 | COWP error nessage carries Next-Hop MU

I — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-I|evel headers.”
I — In present MPLS-enabl ed scenario Next-Hop MIU value is 508 bytes
I — In previous non-MPLS scenario Next-Hop MIU val ue was 512 bytes

456 0.014117 10.2. 3.1 192.168.0.1 | CWP 182 Destination unreachable
(Fragmentation needed)

Frane 456: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface O
Ethernet |1, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 168

I dentification: 0x001f (31)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnments: Not se

Fragnent offset: O

Time to live: 251

Protocol: ICMP (1)

Header checksum O0xb031 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 192.168.0.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum 0x5199 [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 508

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

Transmi ssion Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 3874414921, Ack:
1386460094

Bor der Gateway Protocol - UPDATE Message

As seen from Rl - Passive

Hint is provided by | CVMP unreachabl e message MIU of next-hop field: 508 bytes

— R1 then considers this value and retransmits BGP Update split in three distinct packets
Sum of TCP length = 468 + 468 + 140 = 1076 bytes

457  0.006689 192.168.0.1 192.168.0.4 TCP 526  [TCP Retransnission] 179 57400
[ACK] Seq=242 Ack=175 W n=32669 Len=468
460  0.004001 192.168.0.1 192.168.0.4 TCP 526  [TCP Retransnission] 179 57400

[ ACK] Seq=710 Ack=175 W n=32669 Len=468



461 0.001788 192.168.0.1 192.168.0.4 TCP 198 [ TCP Retransm ssion] 179 57400

[ PSH, ACK] Seq=1178 Ack=175 W n=32669 Len=140

463 0. 056695 192.168.0.4 192.168.0.1 TCP 54 57400 179 [ACK] Seq=175 Ack=1318
W n=31545 Len=0

I — As seen fromRl - Passive — 'debug tcp pntud' and 'debug icnp' active
! — TCP PMIUD is triggered once | CMP unreachabl e received

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [tl] Try to enable path MIU di scovery(neww age
timer: 10 min)

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [t1l] Path ntu is ON (age-tiner: 10)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ip_icnp_lib_ipv4_receive: Receiving
pak(0xb0c07d8f) tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: Entering ipv4_ntu_update_cb

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: IPv4d |CMP: Received ICMP too big from
192.168.0.1 about 192.168.0.4, MIU=508

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ipv4a_icnp_unreachable_rcvd | CMP unreach
recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ip_icnp_lib_ipv4_receive: sending
pak(0xb0c07d8f) to transport: 1, tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c: Process | CWMP Dest-unreach
(next hop ntu: 508)

I — attenmpt new MSS 468 = MIU of next-hop(508) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c: Try to use new MSS: 468
RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c, New path MIU deci ded to use:
468 configured tp_user_mss 0O

I — over tinme PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 17 08:45:51.745 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MIU. 966
RP/ 0/ 0/ CPUO: May 17 08:47:51.757 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MIU:
1452

RP/ 0/ 0/ CPUO: May 17 08:49:51.769 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MIU:
1460

Jpl 09 p9oe pu R1-¢lpd - wp wuvgsd TCP PMTUD - Lusulysy wp wpdsoy MPLS o

I — as seen on Rl — Passive
I — Rl session details after TCP PMIUD tri gger

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:43:07.077 UTC

Connection state is ESTAB, |1/O status: 240, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 15 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 9 0



KeepAl i ve 1 0 0
PmtuAger 1 0 164599
G velp 0 0 0
Throttle 0 0 0

iss: 3874414679 snduna: 3874416130 sndnxt: 3874416130
sndmax: 3874416130 sndwnd: 31412 sndcwnd: 936
irs: 1386459919 rcvnxt: 1386460246 rcvwnd: 32517 rcvadv: 1386492763

SRTT: 180 nms, RTTO 509 ns, RTV: 329 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 468, peer MSS 1460, min MSS 468, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH. 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

Jlzb 1ue Bs 1duvsobss 1ss op wpdso MPLS Co 3sp6 9236 1> IJIBuos JJudd (MTU)
JJb9s Ioldss [JpLopus s puslole suulisd wy9e9d9d ICMP JJg 836 R2 Jpds
cumpslo MPLS JJgse. sdogiss o3l 1dsze 19e): cledsl B 1dpeld IJolds. I3l Jloe 2506 IP
lJos wpe wuodswol BWs R2 o oubs wgdps LAVPN. Wosl SEUS IU bl IJlse,ow sgpd Il
guslusu (Cuwpsd IGP 9ouwess VPN). &p cedyw 9226 1z Ul uos JJudd (MTU) JJglkys
lJoldsé gee pdouw [dogupsd IUpbdso. Lee |Js 0o ldpgele

éJro| 09 P92 E_J& R1 - a|foJ - 2JPO &Ip0 L3 VPN:

— as seen fromRl — Passive

— L3 VPN service packet is sourced by node Rl and destined to node R4

Not e presence of MPLS | abel stack — both I GP and VPN | abel are present

— Note IP Total Length of 610 bytes higher than the I P MU on R2/ R3 segnent
— note | P Header Flags shows DF bit set

2024 0. 302370 10.1.14.1 10.1.14. 14 TELNET 632 Tel net Data ...



Frane 2024: 632 bytes on wire (5056 bits),

632 bytes captured (5056 bits) on interface O

Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
MultiProtocol Label Switching Header, Label: 24002, Exp: 0, S: 0, TTL: 255
0000 0101 1101 1100 0010 .... .. .... = MPLS Label: 24002
000. .... .... = MPLS Experinmental Bits: O
.0 .... .... = MPLS Bottom O Label Stack: 0
1111 1111 = MPLS TTL: 255
MultiProtocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 255
0000 0101 1101 1100 0101 .... = MPLS Label : 24005
000. .... .... = MPLS Experinmental Bits: O
.1 ..., .... = MPLS Bottom O Label Stack: 1
1111 1111 = MPLS TTL: 255
Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14

0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 610
I dentification: 0x7c9f (31903)
Fl ags: 0x02 (Don't Fragment)
0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragnents: Not set
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)

Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]

Source: 10.1.14.1

Destination: 10.1.14.14

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transm ssion Control Protocol, Src Port: 22008, Dst Port:

Jpl 09 09,02 Bs R1 - 2lod - £306 L3 VPN - 59¢ ICMP 3/, 4:

— as seen from Rl — Passive

— I P MU on R2/R3 of 512 bytes is |lower than | P packet
— Rl receives |CWP error nessage fromR2

— note R2 | CMP error nmessage carries Next-Hop MU
“The size in octets of
the original datagram
| P header and | P data,

and does not include any |ower-Ievel

2030 0. 020299
(Fragmentation needed)

10.2.3.1 10.1.14.1 w190

Franme 2030: 190 bytes on wire (1520 bits),
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c: f1:80),
(fa:16: 3e: 42: 18: 05)

Dst :

| ength and DF bit

the | argest datagramthat coul d be forwarded,
wi t hout being fragnented at this router.
headers.”

— I n present L3VPN MPLS-enabl ed scenario (dual -1 abel) Next-Hop MIU value is 504 bytes
— In previous MPLS scenario (single-label) Next-Hop MIU val ue was 508 bytes

23, Seq: 34755, Ack: 93250, Len:

is set

al ong the path of
The size includes the

Destination unreachable

190 bytes captured (1520 bits) on interface 0
fa: 16: 3e: 42: 18: 05

Mul ti Protocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 251
0000 0101 1101 1100 0101 .... = MPLS Label : 24005
000. = MPLS Experinental Bits: O
.1 .... .... = MPLS Bottom O Label Stack: 1
1111 1011 = MPLS TTL: 251

Internet Protocol Version 4, Src: 10.2.3.1, Dst: 10.1.14.1
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 172
I dentification: 0x002b (43)



Fl ags: 0x00

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 253

Protocol: ICMP (1)

Header checksum 0x9821 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 10.1.14.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum Oxbbac [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 504

Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 610
I dentification: 0x7c9f (31903)
Fl ags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragnent: Set
.0. .... = More fragnents: Not set

Fragnent offset: O
Time to live: 255
Protocol: TCP (6)
Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 10.1.14.1
Destination: 10.1.14.14
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transmi ssion Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 586828435, Ack: 754580617

PMTUD - ¢sble TCP (MD5)

4 AS65001 N

LoD iBGP + tep path-mtu-discovery + TCP MD5 Lo0
1521600182 | M= = e e e e s s e . > | 192.168.0.4/32

GE/0/0/0 GEO0/0/0/0 GED/0/0N GED/0/0/0

E S S -~

o EEE T W S oW

GE0/0/0N GE0/0/0/0

1Uuo9,6 3. 4 - & pdso PMTUD 500586 TCP MDS.

Jlsop beld s cpssi Ssel seedd wuwdsd PMTUD o ol wp 90080 Lldded B
lJuvsuobsyole [duwlo @ pe wpdso puolb§6 TCP MDS. 9del wpw publdoo puvodl pe
pLP1336 TCP MD5 355 IJluwegsle: slgs Cisco 10S XR B Ilg ol IJedldsd Il oldss
98sp6 MSS IJlydss Jubs, TCP IJugibs gdumwe oy Idubse. sors 1o [Js IUIGuwle



IJuwle s lgwesle gsblo TCP - XR uyibé slgwagsle gsble TCP - XR passive JJzuosd eds
oBluosd luolss zod wlos) luvedsle gsble TCP. spdu wdisue zuvle TCP MSS W o3l
lJowsobss eds IJugy IJolds:

C oumose gpse IMeds 9226 Uz IUIEuos JJudd (MTU) IJIBe)loss gw) wiowsdsd IP
lJos oodg 1500 ulsw.

- op wpdsu Yol 9236 1Jz> Ui&uas JJdudd (MTU) Jeuul, TCP.

- ub)le TCP g5, poods pulyiné.

s op opdsu puold 6 TCP MD5 gJs JJ pu R1 9 R4. s>, R4 louold BGP.s, ud R4 SYN
pe MSS 1436 _lse. 1500 (slzos IP MTU) - 20 (IJg> IJsus po TCP_H) - 20 (IJzs 1Jbos po
IP_H) - 24 Ulse (puo9le gles Jgshle TCP IJgluoé o 10S XR).R1 s ud SYN. ACK og
MSS 1436 Ulse. huwld 18J IMSS IJpuvades: MSS IJeeds 1JisJs].op luvedle MSS 1436
Llse MSS IJpeds IJlsds 1460 Llso.sop luvegsle 16 $spé MSS gds JJIUILE, 0.

TCP SYN IJp_0>, pu Ré:

I — TCP SYN sourced from R4

2408 5. 695076 192.168.0.4 192.168.0.1 TCP 82 59050 179 [SYN] Seq=0 W n=16384
Len=0 Mss=1436 W5=1

Frame 2408: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 59050, Dst Port: 179, Seq: 0, Len: O
Source Port: 59050
Destination Port: 179
[ Stream i ndex: 8]
[ TCP Segnent Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul ated wi ndow si ze: 16384]
Checksum 0x20d7 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: 0O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-Qperation (NOP), TCP MD5
signature, End of Option List (EQ.)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQ)

TCP SYN. ACK IJp03, pu R1:

I — TCP SYN, ACK sourced fromR1

2409 0. 004352 192.168.0.1 192.168.0.4 TCP 82 179 59050 [ SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSs=1436 W5=1

Franme 2409: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O



Ethernet |1, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16: 3e:d7: 7e: f 6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 59050, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 59050
[ Stream i ndex: 8]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxcbf8 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scale, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

oluosd eduws god TCP Yol o, eJs R4 - wibe:

I — as seen fromR4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121542c0
Tue Jan 12 13:27:23.526 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13: 25:41 2021

PCB 0x121542c0, SO 0x1213c0e4, TCPCB 0x12156010, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.4, Local port: 59050 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 6 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3299472269 snduna: 3299473445 sndnxt: 3299473445
sndmax: 3299473445 sndwnd: 31646 sndcwnd: 4308
irs: 3225544359 rcvnxt: 3225545535 rcvwnd: 31665 rcvadv: 3225577200

SRTT: 89 s, RTTG 530 ns, RTV: 441 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRTT: 239 ns



ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: RA#
oBluosd 2duws £pd TCP Yol wlso, gds R1 - 1JgleJ:

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121560ec
Tue Jan 12 13:25:59.310 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13:25:31 2021

PCB 0x121560ec, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 59050

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3225544359 snduna: 3225545516 sndnxt: 3225545516
sndmax: 3225545516 sndwnd: 31684 sndcwnd: 4308
irs: 3299472269 rcvnxt: 3299473426 rcvwnd: 31665 rcvadv: 3299505091



SRTT: 37 ns, RTTO 300 ns, RTV: 244 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD - IJouled IJe e 1Jlus

Jel 09 p9,0e puwwdl B 1JSwe PMTUD - sze9s pdbe IJpuwh edis 9296 12> IUIdues
JJudd (MTU) Je9e9ded IP 19J: sop wuvgsd TCP PMTUD gus wpdsve gu bysd
lovodeld Huwlds ICMP (Idgzoesd IJos swedy 1Usuesd Idsol - 1Juse 3¢ 1deeisé IJplbdeus -
les 4). 3> wdyu 0do Idyuwlisd €y puveded Juwow el 90 IJuolsg Idos Jp sop ouvésd
PMTUD ol. Ws 030 IJzlJsc Jl swp wede I5J 9ea6 IJg> |J|,_9uo._s JJdudd (MTU) Joy9e999J
IP JJeuwl vsu ub,le TCP. ,ouJ o3l IJL}usuljsg 92 STIL W96 Jugsle ppopds 131 Jly Jzje IP
pze9e6 v DF g3l Jly, Jol gz IeJ._s yIe) os pe9bg pwl) IP MTU. swp vl o030 lUgjpe
wUPPw-

$039 03l IS we lJs oundsb IUo9e gds Jsbss 9sle Cisco I0S XR Lldo vl Gusolyss
030 IJog,r6 Ipeopds 9ldepd edso. Josl IUgyuo: sup websd psio seole IPVA IJos sogsd)
lJse9d [Jsol s 9lzos R2 GEO/0/0 Jel 09 p9 oz O 1due9sd IJeldss ez Slzos ywlb,
1Jlsl (CLI).

/ AS65001 \

Lo0 iBGP + tcp path-mtu-discovery Lo
192168.0.1/32 | = == = = = m s e e e e e e e e s e e e e e s s s s s s s R em s s s s s s s s s .- > | 192.168.0.4/32

e GEO/0/0/0  GED/0/0/0 e GEQ/0/0/1 GE0/0/0/0 e GE0/0/0 GE0/0/0/0 e
10.1.2.1/30 ~ ~ 10.3.4.4/30 ~
IP MTU 1500 IP MTU 512 IP MTU 1500
RI R [pwrusz | R3 Ra

\ ipv4 unreachables disable /




1Juo9)6 3.5 - &p cpdse PMTUD gds R1/R4 9 R2 IPV4 ¢, IJélod JJsuosd pelod.

wp websd wy9usdedle IPVA IJos swogsd) 1Usuesd IJsel s R2:

- R2 - IP unreachables is disabled

RP/ 0/ 0/ CPUO: R2#show run interface gigabitEthernet 0/0/0/0
Thu May 13 12: 09: 45. 483 UTC
interface G gabitEthernet0/0/0/0

i pv4 address 10.1.2.2 255.255. 255. 252

ipv4 unreachables disable
!

RP/ 0/ 0/ CPUO: R2#show i pv4 interface gigabitEthernet 0/0/0/0
Thu May 13 12:10: 04.112 UTC
G gabit Et hernet0/0/0/0 is Up, ipv4 protocol is Up

Vrf is default (vrfid 0x60000000)

Internet address is 10.1.2.2/30

MIU is 1514 (1500 is available to IP)

Hel per address is not set

Mul ticast reserved groups joined: 224.0.0.2 224.0.0.1 224.0.0.5

224.0.0.6

Di rected broadcast forwarding is disabled

CQut goi ng access list is not set

| nbound commpn access list is not set, access list is not set
Proxy ARP is disabl ed

ICWP redirects are never sent

ICMP unreachables are never sent

| CMP mask replies are never sent

Table Id is 0xe0000000

coped lUb,s9s IJos segled ol Cisco I0S XR pg yvsubisy IJede IJugs 03l Bes lelsé
c_)u.ulJ Ua)po waOl PIOS U _9&.96 CIJ lL}“UP.)IJ IJL.9,J»J L_90.)| gSE_U.,S |U0 Jp SUp uJ&;S TCP
ACK 1Jpe9 88 &p lgs IJpzlods 9Jdo I,_).Uua)p dspo Uroabo IJI@J oSl weassl wesssl zsol
lJoldss Jel 09 p9e§ Vs Yo i MTU L (Lze lJs
IJSuwe PMTUD - s2o9s pdbg Idpush, gds 9220 1> IJIdua.,s JJudd (MTU) Je,909ded IP
I@.J Jilispo IJg@IU). wlgouol) sWe, o Cisco I0S XR o0 SpJu Io sIY9u IJzlds Idos swe
Osol |uwdlb 1dzjp Bs pdly pl SIEJ 1Jpuwl) 1Us 1U9z00 1Jglos wol wuwew 2zeol 9szled
lJepd 29dol euy lebe Luwld 1dzseé. spdu pdlzlbs o3l Iduwdsd e ldpcld IJolds po ldo@lb
lJzieo 1Jplé9s Vs 9lzos 1Jg 830 R1 9ldpeg)zle pu debug tcp pmtud.

le il 1o e 10S-XR s R1:

—at Rl

— Oiginal BGP Update nessage is sent

— Note I P Total Length of 1116 bytes and TCP Segment Length of 1076 bytes

— R2 filters such packet and send and | CWP error nessage towards Rl which triggers PMIuUD
— But because | Pv4 unreachabl es are disabled at R2 GE0/0/0/0 | CMP nmessage is not sent

— Hence BGP message is silently filtered at R2

562 7.638774 192.168.0.1 192.168. 0.4 BGP 1130 UPDATE Message, KEEPALI VE Message

Franme 562: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)


https://tools.ietf.org/html/rfc1191

Total Length: 1116
I dentification: 0x4a37 (18999)
Fl ags: 0x02 (Don't Fragment)
0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragnents: Not set
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)
Header checksum 0x229b [validation di sabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57082, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

—at Rl
— No TCP ACK is received
— Packet retransmission is attenpted (2 attenpts)

!
!
!
I — Note initial MSS value is of 1460 bytes

563 0. 560058 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
564 1.101367 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

—at R1

Still no TCP ACK received; previous retransm ssions failed
Next |ower plateau value is attenpted — 1492 bytes

Packet retransm ssion is attenpted (2 attenpts)

RP/ 0/ 0/ CPUO: May 13 10: 20: 44. 251 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 1452

567 1. 850294 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
568 1.111361 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

—at R1

Still no TCP ACK received; previous retransm ssions failed
Next |ower plateau value is attenpted — 1006 bytes

Packet retransmi ssion is attenpted (2 attenpts)

RP/ 0/ 0/ CPUO: May 13 10: 20: 47.560 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 966

569 2.198327 192.168.0.1 192.168.0.4 TCP 1020 [ TCP Retransmission] 179 57082
[ ACK] Seq=318 Ack=251 W n=32593 Len=966
570 1.109602 192.168.0.1 192.168.0.4 TCP 1020 [ TCP Retransmission] 179 57082

[ ACK] Seq=318 Ack=251 W n=32593 Len=966

I —at Rl

I — Still no TCP ACK received; previous retransm ssions failed

I — Next lower plateau value is attenpted — 508 bytes

I — Oiginal information (TCP Length of 1076 bytes) is split in three distinct packets
I — TCP Segnent Lengths 468 + 468 + 140 = 1076

I — TCP ACK is received frompeer R4

RP/ 0/ 0/ CPUO: May 13 10: 20: 50. 870 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 468

571 2. 205552 192.168.0.1 192.168.0.4 TCP 522 [ TCP Retransmission] 179 57082



[ ACK] Seq=318 Ack=251 W n=32593 Len=468

573  0.004254 192.168.0.1 192.168.0.4 TCP 522
[ACK] Seq=786 Ack=251 W n=32593 Len=468
574  0.002724 192.168.0.1 192.168.0.4 TCP 194

[ PSH, ACK] Seq=1254 Ack=251 W n=32593 Len=140
I — Peer R4 TCP ACK is received

575 0. 223172 192.168.0.4 192.168.0.1 TCP 54
W n=31469 Len=0

[ TCP Retransmi ssion] 179 57082

[ TCP Retransmi ssion] 179 57082

57082 179 [ACK] Seq=251 Ack=1394
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