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Cisco SNMP AuthenticationFailure
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1.3.6.1.2.1.11.0.4.

authenticationFailure OBJECT-TYPE

FROM CISCOTRAP-MIB --

TRAP

{ VARBINDS { authAddr

DESCRIPTION "An authenticationFailure trap signifies that the sending protocol
.entity is the addressee of a protocol message that is not properly authenticated
While implementations of the SNMP must be capable of generating this trap, they
-must also be capable of suppressing the emission of such traps via an implementation
" .specific mechanism
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1.3.6.1.4.1.9.2.1.5.

authAddr OBJECT-TYPE

FROM OLD-CISCO-SYSTEM-MIB --

SYNTAX IpAddress

MAX-ACCESS read-only

STATUS Mandatory

DESCRIPTION "This variable contains the last SNMP

".authorization failure IP address
(ISO(1) org(3) DOD(6) Internet(l) private(4) enterprises(l) cisco(9) local(2 } =
{ lsystem(1l) 5
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IMPORTS
,8ysUpTime, ifIndex, ifDescr, ifType, egpNeighAddr
tcpConnState
FROM RFC1213-MIB


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-GENERAL-TRAPS
http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=OLD-CISCO-SYSTEM-MIB
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FROM CISCO-SMI

whyReload, authAddr

FROM OLD-CISCO-SYSTEM-MIB
locIfReason

FROM OLD-CISCO-INTERFACES-MIB
tslineSesType, tsLineUser
FROM OLD-CISCO-TS-MIB
loctcpConnElapsed, loctcpConnInBytes, loctcpConnOutBytes
FROM OLD-CISCO-TCP-MIB
TRAP-TYPE

;FROM RFC-1215
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Oct 18 16:54:04 nms-server2 snmptrapd[415]: 10.29.4.1: Authentication Failure
,Trap (0) Uptime: 148 days, 19:19:06.60

enterprises.cisco.local.lsystem.authAddr.0 = IpAddress: 172.18.123.63

Oct 18 16:54:05 nms-server2 snmptrapd[415]: 10.29.4.1: Authentication Failure
,Trap (0) Uptime: 148 days, 19:19:07.61

enterprises.cisco.local.lsystem.authAddr.0 = IpAddress: 172.18.123.63
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