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NAT azg0 (955

interface Loopback0

ip address 10.0.1.1 255.255.255.252

ip nat outside

Creates a virtual interface called Loopback 0 and ---!
assigns an !--- IP address of 10.0.1.1 to it. Defines
interface Loopback 0 as !--- NAT outside. ! ! interface
Ethernet0 ip address 192.168.1.2 255.255.255.0 secondary
ip address 10.0.0.2 255.255.255.0 ip Nat inside !---
Assigns a primary IP address of 10.0.0.2 and a secondary

IP !--- address of 192.168.1.2 to Ethernet 0. Defines
interface Ethernet 0 !--- as NAT inside. The 192.168.1.2
address will be used to communicate !--- through the CM

to the CMTS and the Internet. The 10.0.0.2 address !---
will be used to communicate with the local hosts. ip
policy route-map Nat-loop !--- Assigns route-map "Nat-
loop" to Ethernet 0 for policy routing. ! ip Nat pool
external 192.168.2.2 192.168.2.3 prefix-length 29 ip Nat
inside source list 10 pool external overload ip Nat
inside source static 10.0.0.12 192.168.2.1 !--- NAT is
defined: packets that match access-list 10 will be !---
translated to an address from the pool called

"external". !--- A static NAT translation is defined for
10.0.0.12 to be !--- translated to 192.168.2.1 (this is
for host 2 which needs !--- to be accessed from the

. (Internet

ip classless
|
!
ip route 0.0.0.0 0.0.0.0 192.168.1.1
ip route 192.168.2.0 255.255.255.0 EthernetO
Static default route set as 192.168.1.1, also a ---!

static !--- route for network 192.168.2.0/24 directly
attached to !--- Ethernet 0 ! ! access-list 10 permit
10.0.0.0 0.0.0.255 !--- Access-list 10 defined for use

.by NAT statement above

access-1list 102 permit ip any 192.168.2.0 0.0.0.255
access-1list 102 permit ip 10.0.0.0 0.0.0.255 any
Access-list 102 defined and used by route-map "Nat- ---!
.loop" !--- which is used for policy routing

|
Access-1list 177 permit icmp any any
.Access-1list 177 used for debug ---!

|
route-map Nat-loop permit 10
match ip address 102
set ip next-hop 10.0.1.2
Creates route-map "Nat-loop" used for policy ---!

routing. !--- Route map states that any packets that
match access-1list 102 will !--- have the next hop set to
10.0.1.2 and be routed "out" the !--- loopback

interface. All other packets will be routed normally. !-
-- We use 10.0.1.2 because this next-hop 1s seen as
located !--- on the loopback interface which would
result in policy routing to !--- loopbackO.
Alternatively, we could have used "set interface !---




loopback0" which would have done the same thing. ! end
#NAT-router

ISP J 065s ul vy NAT a>g0 99 10.0.0.2 _lc dannoll 6562V guax) awsl iVl dlgdl usi o da>No
aS,> oY (Jo=ll J 6xlell 59,0l dS,=) NAT azgo JI winy 29/192.168.2.0 _JI ;Lo CMTS _J] aslodL,
a>gi CMTS pgiuw (Jloll 13d (5 .duc ,a)l dSuil 03 (0 @038 lelSs 9as dds Il dawan)l il oo 49 ,all
NAT azg0 e aigSs o5 sl sailill IP Glgic 99 192.168.1.2 J1 29/192.168.2.0 (0 wlll 49,0 &,>

51,0l debu 2,01 Jbo

2o JSuiy Jagy oueSil ol o sl Lgolaziw] diSoy ologles puudll 13D 499,

nat JI _le zl| debug JI lois HLi3| jo51 dulac a few was) o Jass JaSill ol > in order to
Jouially Gaxy b sl aenas 21,31 Loy ol ax=b ping Lelol ol 5 ol disa, .monitore 3z gl

clasVl aouai olol 8 dogall wlogleall g1, debug ,olsl plasiw] Jid rdas>Vo

VI LY

llaiall o1 Gl LS5 .2 cawaall ] o) iall (9 &,mall coudl aSuis S Sle> o iz W ks Joi L9
osd IP 192.168.2.1 Glsis; 2 awinll, JLas¥l e 6,018 oS5 ol won ciidl (3 83929all 562Vl ol wils

azg0 le Jasi wils il elasVl aouai solgl cils .NAT azg0 e ziogo 3 oS elasVl awuas 23] L
debug ip policys .debug ip naty .access-list 177 o il debug ip packet 177 detail _® NAT

o] g3 dgzgall o5l Lo, ill

135 glws nat Jl e s ol dax,s ip nat osll oo zy5ell 9 139

NAT-router# show ip Nat translation

Pro Inside global Inside local Outside local Outside global
-—= -—- 10.0.0.12 192.168.2.1 ---
#NAT-router

b oSy sl 192.168.2.1 Jlasl HLisl pois o lezaall axl ooy Al 03® (99 i iVl e le> oo
D 2090 98 LaS

Internet-device# ping 192.168.2.1

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip min/avg/max = 92/92/92 ms
#Internet-device

rolageilly 13 elasVl amuas 21,31 Ll gl NAT azgall (6 axy bo i

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1, len 100, policy match
ICMP type=8, code=0

IP: route map Nat-loop, item 10, permit

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), Len 100, policy routed
ICMP type=8, code=0

The above debug output shows the packet with source 177.10.1.3 destined !--- to ---!
192.168.2.1. The packet matches the statements in the "Nat-loop" !--- policy route map and is
permitted and policy-routed. The Internet !--- Control Message Protocol (ICMP) type 8, code 0

.indicates that this !--- packet is an ICMP echo request packet
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IP: Ethernet0 to Loopback0O 10.0.1.2
,IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), g=10.0.1.2, Len 100
forward
ICMP type=8, code=0

The packet now is routed to the new next hop address of 10.0.1.2 !--- as shown above. IP: ---!
NAT enab = 1 trans = 0 flags = 0 NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [52] IP:
s=177.10.1.3 (Loopback0), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100, forward ICMP type=8,
code=0 IP: NAT enab = 1 trans = 0 flags = 0 !/--- Now that the routing decision has been made,
NAT takes place. We can !--- see above that the address 192.168.2.1 is translated to 10.0.0.12
and !--- this packet is forwarded out Ethernet 0 to the local host. !--- Note: When a packet is
going from inside to outside, it is routed and !--- then translated (NAT). In the opposite
.direction (outside to inside), !--- NAT takes place first

IP: s=10.0.0.12 (Ethernet0), d=177.10.1.3, Len 100, policy match

ICMP type=0, code=0
IP: route map Nat-loop, item 10, permit
IP: s=10.0.0.12 (Ethernet0O), d=177.10.1.3 (Loopback0), Len 100, policy routed

ICMP type=0, code=0
IP: Ethernet0 to Loopback0O 10.0.1.2
Host 2 now sends an ICMP echo response, seen as ICMP type 0, code 0. !--- This packet also ---!
matches the policy routing statements and is !--- permitted for policy routing. NAT:
s=10.0.0.12->192.168.2.1, d=177.10.1.3 [52] IP: s=192.168.2.1 (EthernetO), d=177.10.1.3
(Loopback0), g=10.0.1.2, Len 100, forward ICMP type=0, code=0 IP: s=192.168.2.1 (Loopback0),
d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward ICMP type=0, code=0 IP: NAT enab = 1
trans = 0 flags = 0 !--- The above output shows the Host 2 IP address 1is translated to !---
192.168.2.1 and the packet that results packet is sent out loopback 0, !--- because of the
policy based routing, and finally forwarded !--- out Ethernet 0 to the Internet device. !--- The
remainder of the debug output shown is a repeat of the previous !--- for each of the additional
four ICMP packet exchanges (by default, !--- five ICMP packets are sent when pinging from Cisco
.routers). We have !--- omitted most of the output since it is redundant

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1, Len 100, policy match
ICMP type=8, code=0
IP: route map Nat-loop, item 10, permit
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0O), Len 100, policy routed
ICMP type=8, code=0
IP: Ethernet0 to Loopback0 10.0.1.2
,IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), g=10.0.1.2, Len 100
forward
ICMP type=8, code=0
IP: NAT enab = 1 trans = 0 flags = 0
[NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [53
,IP: s=177.10.1.3 (Loopback0), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100
forward
ICMP type=8, code=0
IP: NAT enab = 1 trans = 0 flags = 0
IP: s=10.0.0.12 (Ethernet0), d=177.10.1.3, Len 100, policy match
ICMP type=0, code=0
IP: route map Nat-loop, item 10, permit
IP: s=10.0.0.12 (Ethernet0O), d=177.10.1.3 (Loopback(0), Len 100, policy routed
ICMP type=0, code=0
IP: Ethernet0 to Loopback0O 10.0.1.2
[NAT: s=10.0.0.12->192.168.2.1, d=177.10.1.3 [53
,IP: 5=192.168.2.1 (Ethernet0), d=177.10.1.3 (Loopback0), g=10.0.1.2, Len 100
forward
ICMP type=0, code=0
,IP: s=192.168.2.1 (Loopback0), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100
forward
ICMP type=0, code=0
IP: NAT enab = 1 trans = 0 flags = 0
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NAT-router# show ip Nat translation

Pro Inside global Inside local Outside local Outside global
-—— -—= 10.0.0.12 192.168.2.1 ---
#NAT-router

sy 1 dawanll oo JLasVl L] laol 5,5

Host-1# ping 177.10.1.3

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 177.10.1.3, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip min/avg/max = 92/92/96 ms
Host-1#

;oY1 93y NAT a>g0 8 NAT Joaz .x>b oS JasVl Hlas] ol oMel s

NAT-router# show ip Nat translation

Pro Inside global Inside local Outside local Outside global
icmp 192.168.2.2:434 10.0.0.11:434 177.10.1.3:434 177.10.1.3:434
icmp 192.168.2.2:435 10.0.0.11:435 177.10.1.3:435 177.10.1.3:435
icmp 192.168.2.2:436 10.0.0.11:436 177.10.1.3:436 177.10.1.3:436
icmp 192.168.2.2:437 10.0.0.11:437 177.10.1.3:437 177.10.1.3:437
icmp 192.168.2.2:438 10.0.0.11:438 177.10.1.3:438 177.10.1.3:438

-—= -—= 10.0.0.1 192.168.2.1 ---

#NAT-router

oSlw Jl as opposed) JiSuiw nat _S,> Jl axi o8 sl L 8lo] ao> 5 oYl oMel gl (say a5 nat JI
(S nat Slwl

NAT a>g0 _le &axy b obsl elasVl aenas 2,31 oz

IP: NAT enab = 1 trans = 0 flags = 0
IP: s=10.0.0.11 (Ethernet0), d=177.10.1.3, Len 100, policy match

ICMP type=8, code=0
IP: route map Nat-loop, item 10, permit
IP: s=10.0.0.11 (EthernetO), d=177.10.1.3 (Loopback0), Len 100, policy routed

ICMP type=8, code=0
IP: Ethernet0 to Loopback0O 10.0.1.2
The above output shows the ICMP echo request packet originated by !--- Host 1 which is ---!
policy-routed out the loopback interface. NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [8] IP:
s=192.168.2.2 (Ethernet0), d=177.10.1.3 (LoopbackO), g=10.0.1.2, Len 100, forward ICMP type=8,
code=0 IP: s=192.168.2.2 (Loopback0), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
ICMP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 !/--- After the routing decision has
been made by the policy routing, !--- translation takes place, which translates the Host 1 IP



address of 10.0.0.11 !--- to an address from the "external" pool 192.168.2.2 as shown above. !--
- The packet is then forwarded out loopback 0 and finally out Ethernet 0 !--- to the Internet
device. IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2, Len 100, policy match ICMP type=0, code=0
IP: route map Nat-loop, item 10, permit IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (Loopback0),
Len 100, policy routed ICMP type=0, code=0 IP: Ethernet0 to LoopbackO 10.0.1.2 IP: s=177.10.1.3
(Ethernet0), d=192.168.2.2 (Loopback0), g=10.0.1.2, Len 100, forward ICMP type=0, code=0 !---
The Internet device sends an ICMP echo response which matches our !--- policy, 1s policy-routed,
and forward out the Loopback 0 interface. IP: NAT enab = 1 trans = 0 flags = 0 NAT:
s=177.10.1.3, d=192.168.2.2->10.0.0.11 [8] IP: s=177.10.1.3 (Loopback0), d=10.0.0.11
(Ethernet0), ¢g=10.0.0.11, Len 100, forward ICMP type=0, code=0 !--- The packet is looped back
into the loopback interface at which point !--- the destination portion of the address 1is
translated from 192.168.2.2 !--- to 10.0.0.11 and forwarded out the Ethernet 0 interface to the
local host. !--- The ICMP exchange is repeated for the rest of the ICMP packets, some of !---
which are shown below. IP: NAT enab = 1 trans = 0 flags = 0 IP: s=10.0.0.11 (EthernetO),
d=177.10.1.3, Len 100, policy match ICMP type=8, code=0 IP: route map Nat-loop, item 10, permit
IP: s=10.0.0.11 (EthernetO), d=177.10.1.3 (Loopback0), Len 100, policy routed ICMP type=8,
code=0 IP: EthernetO0 to Loopback0 10.0.1.2 NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [9] IP:
s=192.168.2.2 (Ethernet0), d=177.10.1.3 (Loopback0), g=10.0.1.2, Len 100, forward ICMP type=38,
code=0 IP: s=192.168.2.2 (Loopback0O), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
ICMP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 IP: s=177.10.1.3 (EthernetO),
d=192.168.2.2, Len 100, policy match ICMP type=0, code=0 IP: route map Nat-loop, item 10, permit
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (Loopback0), Len 100, policy routed ICMP type=0,
code=0 IP: EthernetO0 to Loopback0 10.0.1.2 IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2
(Loopback0), g=10.0.1.2, Len 100, forward ICMP type=0, code=0 IP: NAT enab = 1 trans = 0 flags =
0 NAT: s=177.10.1.3, d=192.168.2.2->10.0.0.11 [9] IP: s=177.10.1.3 (Loopback0), d=10.0.0.11
(Ethernet0), ¢g=10.0.0.11, Len 100, forward ICMP type=0, code=0

018539 gl ) @S 2 Jlio
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NAT a>g90 ;295G

NAT a>g0 (1955

interface Loopback0
ip address 4.4.4.2 255.255.255.0
ip Nat inside

Creates a virtual interface called "loopback 0" and ---!




assigns IP address !--- 4.4.4.2 to it. Also defines for
it a NAT inside interface. ! Interface Ethernet0/0 ip
address 1.1.1.2 255.255.255.0 no ip redirects ip Nat
outside ip policy route-map Nat !/--- Assigns IP address
1.1.1.1/24 to e0/0. Disables redirects so that packets
!--- which arrive from R1 destined toward R3 are not
redirected to R3 and !--- visa-versa. Defines the
interface as NAT outside interface. Assigns !--- route-
map "Nat" used for policy-based routing. ! ip Nat inside
source static 10.10.10.1 200.200.200.1 !--- Creates a
static translation so packets received on the inside
interface !--- with a source address of 10.10.10.1 will
have their source address !--- translated to
200.200.200.1. Note: This implies that the packets
received !--- on the outside interface with a
destination address of 200.200.200.1 !--- will have the
.destination translated to 10.10.10.1

ip Nat outside source static 20.20.20.1 100.100.100.1
Creates a static translation so packets received on —---!
the outside interface !--- with a source address of
20.20.20.1 will have their source address !---
translated to 100.100.100.1. Note: This implies that
packets received on !--- the inside interface with a
destination address of 100.100.100.1 will !--- have the
.destination translated to 20.20.20.1

ip route 10.10.10.0 255.255.255.0 1.1.1.1

ip route 20.20.20.0 255.255.255.0 1.1.1.3

ip route 100.100.100.0 255.255.255.0 1.1.1.3
i

access-1list 101 permit ip host 10.10.10.1 host
100.100.100.1
route-map Nat permit 10

match ip address 101

set ip next-hop 4.4.4.2

el ol debug 9 o,e 2 Jlo

2l ol 23] s oe U 2 Ll @byl a2 io s>l dauwlg, Lol el9l Las, pC> pis tila> Voo
ezl auxai pwol9l oy dogo wlogleo JI @)l «debug ol9l plaxiw] Jid

JoVI LI

show ip nat oYl plasiwl R2 e lgid, oSy NAT J oSl Slia> i L) coMel oueSill 9 pingo o las
a0

122535 2l Nat JI e s ol a5 ip nat yo,ell o 2,500l o8 13D

NAT-router# show ip Nat translation

Pro Inside global Inside local Outside local Outside global
20.20.20.1 100.100.100.1 - -——= -==

-—— -—= 10.10.10.1 200.200.200.1 ---

R2#
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Sle plal Ulgil) a>g0 R1 walz (10.10.10.1) Sle> oo Jasl Hlis] e Joaxdl pi LI gl
zbeVl i@ R2 e debug ip packety debug ip nat Jizis ¢ zi .R3 wal> (100.100.100.1)

IP: NAT enab = 1 trans = 0 flags = 0
IP: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1, Len 100, policy match

ICMP type=8, code=0
IP: route map Nat, item 10, permit
IP: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO), Len 100, policy
routed

ICMP type=8, code=0
IP: Ethernet0/0 to Loopback0 4.4.4.2
The above output shows the packet source from 10.10.10.1 destined !--- for 100.100.100.1 ---!
arrives on E0/0, which is defined as a NAT !--- outside interface. There is not any NAT that
needs to take place at !--- this point, however the router also has policy routing enabled for
!--- E0/0. The output shows that the packet matches the policy that is !--- defined in the
policy routing statements. IP: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO),
g=4.4.4.2, Len 100, forward ICMP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 !--- The
above now shows the packet is policy-routed out the loopback(O !--- interface. Remember the
loopback is defined as a NAT inside interface. NAT: s=10.10.10.1->200.200.200.1, d=100.100.100.1
[26] NAT: s=200.200.200.1, d=100.100.100.1->20.20.20.1 [26] !--- For the above output, the
packet is now arriving on the loopback(Q !--- interface. Since this is a NAT inside interface, it
is important to !--- note that before the translation shown above takes place, the router !---
will look for a route in the routing table to the destination, which !--- before the translation
is still 100.100.100.1. Once this route look up !--- 1is complete, the router will continue with
.translation, as shown above. !--- The route lookup 1is not shown in the debug output

,IP: s$=200.200.200.1 (Loopback0), d=20.20.20.1 (Ethernet0/0), g=1.1.1.3, Len 100
forward
ICMP type=8, code=0
IP: NAT enab = 1 trans = 0 flags = 0
The above output shows the resulting translated packet that results is !--- forwarded out ---!
.E0/0
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[NAT: s$=20.20.20.1->100.100.100.1, d=200.200.200.1 [26
[NAT: s$=100.100.100.1, d=200.200.200.1->10.10.10.1 [26

The return packet arrives into the e0/0 interface which is a NAT !--- outside interface. ---!
In this direction (outside to inside), translation !--- occurs before routing. The above output
shows the translation takes place. IP: s=100.100.100.1 (Ethernet0/0), d=10.10.10.1
(Ethernet0/0), Len 100, policy rejected -- normal forwarding ICMP type=0, code=0 IP:
s=100.100.100.1 (Ethernet0/0), d=10.10.10.1 (Ethernet0/0), g=1.1.1.1, Len 100, forward ICMP
type=0, code=0 !/--- The E0/0 interface still has policy routing enabled, so the packet is !---
check against the policy, as shown above. The packet does not match the !--- policy and is
. forwarded normally
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