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ASA (u9S5

:Jliall lig) ASA (1655 o 13D

show run
Saved

(ASA Version 9.1(2

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
xlate per-session deny tcp any4 any4

xlate per-session deny tcp any4 anyb6

xlate per-session deny tcp any6 anyéd

xlate per-session deny tcp any6 anyb6

xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eqg domain
xlate per-session deny udp any6 any4 eqg domain
xlate per-session deny udp any6 any6 eq domain
passwd 2KFQnbNIdI.2KYOU encrypted

names

.Configure the dmz interface ---!

interface GigabitEthernet0/0
nameif dmz
security-level 50

ip address 172.16.31.1 255.255.255.0
1

.Configure the outside interface ---!

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0

.Configure inside interface ---!

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

boot system disk0:/asa912-k8.bin
ftp mode passive

This access list allows hosts to access ---!
.IP address 172.16.31.10 for the SMTP port from outside ---!

access-list outside_int extended permit tcp any4 host 172.16.31.10 eq smtp
object network objl-10.1.1.0
subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

.This network static does not use address translation ---!
.Inside hosts appear on the DMZ with their own addresses ---!

object network obj-10.1.1.0



subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

.This Auto-NAT uses address translation ---!
Hosts that access the mail server from the outside ---!
.use the 203.0.113.10 address ---!

object network obj-172.16.31.10
host 172.16.31.10
nat (dmz,outside) static 203.0.113.10

access-group outside_int in interface outside

route outside 0.0.0.0 0.0.0.0 203.0.

timeout xlate

timeout pat-xlate

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect

113.2 1

o O O W

0:

:00:
:00:
:00:
:05:
02:

00
30
02
00
00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

class-map inspection_default

match default-inspection-traffic

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto

message-length maximum 512

The inspect esmtp command (included in the map) allows ---!
.SMTP/ESMTP to inspect the application ---!

policy-map global_policy
class inspection_default

inspect dns maximum-length 512
inspect ftp inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh
inspect rtsp
inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip
inspect xdmcp

The inspect esmtp command (included in the map) allows ---!
.SMTP/ESMTP to inspect the application ---!

service-policy global_policy global

ESMTP TLS .65

aiSanll) Loxall 0 podi Bxigd (59 iUV ALl eYlasV (TLS) Jadl dado olol i pasims s 13]
2l Sl plasadl) o5l bolawl, ASA L8 (ESMTP) gusall ol 2l Ji5 JoSgio ) (oiolidl JSi


/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/i2.html

I Jall L pinge 98 LaS ESMTP Lo 6500 s o3 Wlgr TLS (iSas g3 all ig SOV

e Jgaxll (laad ¢ elxunll eMasll) Cisco CSCN08326 o cllasVl auxuai & 20 g1 (da>No
.logleall o 20

ciscoasa(config) #policy-map global policy
ciscoasa(config-pmap)#class inspection_default

ciscoasa(config-pmap-c) #no inspect esmtp
ciscoasa(config-pmap-c) #exit
ciscoasa(config-pmap) #exit

a1l aSeill LS sl pols

aSaiall ozl pu

W1 el shel punall 13D (8 aiogall (oSl pasi,

10.1.2.1 203.0.113.1 203.0.113.2

Mail Server

10.1.2.10
NATIP: 203.0.113.10

Lle a5 @49 24/10.1.1.0 _le a5l dui go ASA _le Jliall 13D (5 pasiuall dSuidl slac] sgixy
sl aSaidl U3 1P 10.1.2.10 Glsizs all p3ls a>e, .24/203.0.113.0

ASA (0S5

:Jbiall Lig) ASA (1655 o 13D
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/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p1.html

ASA#show run
Saved

(ASA Version 9.1(2
1

--Omitted--
1

.Define the IP address for the inside interface ---!

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

.Define the IP address for the outside interface ---!

interface GigabitEthernet0/1
nameif outside
security-level 0

ip address 203.0.113.1 255.255.255.0
!

--Omitted--

Create an access list that permits Simple ---!

Mail Transfer Protocol (SMTP) traffic from anywhere ---!

to the host at 203.0.113.10 (our server). The name of this list is ---!
.smtp. Add additional lines to this access list as required ---!

Note: There is one and only one access list allowed per ---!

.interface per direction, for example, inbound on the outside interface ---!
Because of limitation, any additional lines that need placement in ---!
the access list need to be specified here. If the server ---!

in question is not SMTP, replace the occurrences of SMTP with ---!
.www, DNS, POP3, or whatever else is required ---!

access-list smtp extended permit tcp any host 10.1.2.10 eqg smtp

--Omitted--

Specify that any traffic that originates inside from the ---!
x network NATs (PAT) to 203.0.113.9 if.10.1.2 ---!

.such traffic passes through the outside interface ---!

object network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynamic 203.0.113.9

Define a static translation between 10.1.2.10 on the inside and ---!
on the outside. These are the addresses to be used by 203.0.113.10 ---!
.the server located inside the ASA ---!

object network obj-10.1.2.10

host 10.1.2.10

nat (inside,outside) static 203.0.113.10

.Apply the access list named smtp inbound on the outside interface ---!

access-group smtp in interface outside

Instruct the ASA to hand any traffic destined for 10.1.2.0 ---!
.to the router at 10.1.1.2 ---!



route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

.Set the default route to 203.0.113.2 ---!
.The ASA assumes that this address is a router address ---!

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

a1 apidl LS apl pol5

Sl _ladazidl puw )l

'S aSidl slae] pawsdl 13D 9 ziogoll oSl pasiawy

203.0.113.2

10.1.2.1 10.1.1.1 203.0.113.1

Router A
Network

Mail Server
203.1.113.10

ASA 1653

' Jbiall Lig) ASA (1655 o8 13D

ASA#show run
Saved :

(ASA Version 9.1(2

!

--Omitted--

.Define the IP address for the inside interface ---!

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

.Define the IP address for the outside interface ---!
interface GigabitEthernet0/1

nameif outside
security-level 0



ip address 203.0.113.1 255.255.255.0
!

--Omitted--

This command indicates that all addresses in the 10.1.2.x range ---!

that pass from the inside (GigabitEthernet0/2) to a corresponding global ---!
.destination are done with dynamic PAT ---!

As outbound traffic is permitted by default on the ASA, no ---!

.static commands are needed ---!

object network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynamic interface

.Creates a static route for the 10.1.2.x network ---!
The ASA forwards packets with these addresses to the router ---!
at 10.1.1.2 ---!

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

Sets the default route for the ASA Firewall at 203.0.113.2 ---!
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

--Omitted--

end
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ciscoasa(config)# ping tcp

Interface: outside

Target IP address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

.Type escape sequence to abort

Sending 5 TCP SYN requests to 203.0.113.10 port 25
:from 203.0.113.2 starting port 1234, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



JlasVl

Slaz JYS o 8302l sl @315 1o dailedl Sl 59,0 8,3 2lawdl aiy W 95 dla> Hla> o ASA
oo A Il go sullas Al 59,00l 45,2 glowdl gt ayloxl slax Juasl Joa> (9 Vsl Gulloy @Y dylax
(ACL) dg>lg)l I Joogll (9 aSxill dild dlawlg, lemio 0,95 dlaxl jla> JMs
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lig) Al Al Jl Lol oloMe uin .ol 5a) Vol oIS 2389 TCP JsSsign plaziwl, Jlasyl 13d
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ciscoasa(config)# show conn address 172.16.31.10
in use, 2 most used 1
TCP outside 203.0.113.2:16678 dmz 172.16.31.10:25, idle 0:00:02, bytes 921, flags UIO

Jaud|

955 Il bliwl $xo,31 §lail 9 syslogs §las . solell Jasill clsl syslog clisl, ASA dlo> la> 098,

&) dsuw Soiumall9 (Sgime dilogleall) diw Sgmall e eln, ol syslog ulil gl 1i® say J..z.uull
(Sgims clas VI

ciscoasa(config)# show logging | i 172.16.31.10
ASA-7-609001: Built local-host dmz:172.16.31.10%

ASA-6-302013: Built inbound TCP connection 11 for outside:203.0.113.2/16678%
(to dmz:172.16.31.10/25 (203.0.113.10/25 (203.0.113.2/16678)

a Lol JlasVl J9az 98 Jlasl clisly o8 gylaxdl laz ol JJI Jball 13 (8 sl syslog JgSgi9 s i
531 Jole o8 ol c0i® JLasVl dglo oz dylaxdl 1oz (ueSs pi 131 . o119 Jsoell 8332001 59,0l &S,
ity S clinl aloaxl jlaz peiy o8 (usSil L8 Uas 9a> Jlais| 9l 5)lgall 59.8) JlasVl 13 clis] gioy

clii] gio s3I Jololl o,e yivgo 91 JuasVl (a9, Jixansis ooy aild 3 o Yaug . JlasVl eliaul ]
JlaiVl

Lle 172.16.31.10 o zlawall 2,501 le (ACL) ool (6 aSxidl aaild cue5s aiy o) 15] Jliall Jusaw _le
oall &,> ad, e Jzull 13D (S i > (25 Adioll

<- (3756)203.0.113.2/2, 1 int_z,5 Jowsll desla) TCP Lad, a5 :ASA-4-106100%
Jol asks cnt 5 300,20 (DMZ/172.16.31.10(25

LD ping0 o oS aumo & JSuin @sSo 9l 63580 (ACL) Jguog)l (8 aSxill dasld 0,055 losie ell3 &y 28

access-1list outside_int extended permit tcp any4 host 172.16.31.10 eqg http

access-1list outside_int extended deny ip any4 any4

(NAT (Xlate olo>

dalS)l go axo> xic . show Xlate Lol Lo, (de ) Xlate J9a> o il diSay ol elis] At
2u0g; .awanll i) doz il J9az L9 636>gall oYY gae> (I3l awaall IP Glgicy dudxall dpuluwl
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<5 8) @20l SloMall juisi - 8:lw (oS5 JSJ 203.0.113.10 wlsic JI DMZ p3lsy Lol IP Glsic dax i
pl daz,dl ol I (Jkall 13D



ciscoasa(config)# show nat detail

(Manual NAT Policies (Section 1

dmz) to (outside) source static ob3j-172.16.31.10 obj-203.0.113.10) 1
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

N

(Auto NAT Policies (Section
dmz) to (outside) source static ob3j-172.16.31.10 203.0.113.10) 1
translate_hits = 1, untranslate_hits = 5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32
inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0) 2
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24
inside) to (outside) source dynamic objl-10.1.1.0 interface) 3
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ciscoasa(config)# show xlate

in use, 4 most used 4

,Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap

s - static, T - twice, N - net-to-net

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags s idle 0:10:48 timeout 0:00:00

NAT from inside:10.1.1.0/24 to dmz:10.1.1.0/24
flags sI idle 79:56:17 timeout 0:00:00

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags sT idle 0:01:02 timeout 0:00:00

NAT from outside:0.0.0.0/0 to dmz:0.0.0.0/0
flags sIT idle 0:01:02 timeout 0:00:00

a1yl apidl LS apl pols

TCP Jlasl L]

TCP Jlasl ,lis| 2,31 e Jlo L

ciscoasa(config)# PING TCP

Interface: outside

Target IP address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

.Type escape sequence to abort

Sending 5 TCP SYN requests to 203.0.113.10 port 25
:from 203.0.113.2 starting port 1234, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

JlasVl

oVl oo Baxill e Jlio lid



ciscoasa(config)# show conn address 10.1.2.10
in use, 2 most used 1
TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871, flags UIO

Jaud|

:syslog Jlo Lo

ASA-6-302013: Built inbound TCP connection 553 for outside:203.0.113.2/19198%
(to inside:10.1.2.10/25 (203.0.113.10/25 (203.0.113.2/19198)

(NAT (Xlate olo>

aiiy ol Xlate Jo,c9 Juads nat Jo,e Jlio id

ciscoasa(config)# show nat detail

(Auto NAT Policies (Section 2
inside) to (outside) source static obj-10.1.2.10 203.0.113.10) 1
translate_hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32
inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0) 2
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24
inside) to (outside) source dynamic objl-10.1.1.0 interface) 3
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ciscoasa(config)# show xlate

NAT from inside:10.1.2.10 to outside:203.0.113.10
flags s idle 0:00:03 timeout 0:00:00

az, B aSpidl LS apll pol5

TCP Jlwsl ,Lis]

TCP Jlail ;L] gLl e Jlo L

ciscoasa# PING TCP

Interface: inside

Target IP address: 203.1.113.10

Destination port: [80] 25

Specify source? [n]: y

Source IP address: 10.1.2.10

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

.Type escape sequence to abort

Sending 5 TCP SYN requests to 203.1.113.10 port 25
:from 10.1.2.10 starting port 1234, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



JlasVl

IVl o el e Jlis i

ciscoasa# show conn address 203.1.113.10
in use, 2 most used 1
TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898, flags UIO

Juudl

:syslog Jlio Lo

ciscoasa# show logging | i 203.1.113.10

ASA-6-302013: Built outbound TCP connection 590 for outside:203.1.113.10/25%
(to inside:10.1.2.10/1234 (203.0.113.1/1234 (203.1.113.10/25)

(NAT (Xlate olo> s

-z Xlate ol Lo, Jlio i

ciscoasa# show xlate | i 10.1.2.10

TCP PAT from inside:10.1.2.10/1234 to outside:203.0.113.1/1234 flags ri idle
timeout 0:00:30 0:00:04

le>Nol9 cllasVl BLiSiwl
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Packet-Tracer
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25 diall J| dg250 190ll &S ,> -
el tracer loy) Jbo L

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
--Omitted--

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

:Config

nat (dmz,outside) source static obj-172.16.31.10 obj-203.0.113.10
:Additional Information

NAT divert to egress interface dmz

Untranslate 203.0.113.10/25 to 172.16.31.10/25

:Result

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

:CiSCO 0 (ASDM) dasall oloYl Jol> 65631 a0 e Jlo _L lasds

Select the packet type and supply the packet parameters. Click Start to trace the packet.

Interface: |outside ] Packet Type @) TCP (JuUDP (ICMP (IR
Source: :IFMdress v: 203.0.113.2 Destination: .]PAddress v: 203.0.113.10
Source Port; 1234 « | Destination Port; |25 -

| Show animation

: il : ¥ i, e LAY S "0
outside ’-TLnthq NAT[DMI TP Oiptiarns | Trspect I Hﬁl’lﬂtﬂ:i HAT[MI TP Ciptians. | Flovar |
Lockup Lok aeasion
[ET) (k]
Phase
[ UN-NAT

il

Type - UN-MAT | Subtype- stebic | | Acion- ALLOW  Show rulsin AT Rules table,

Config
rat (b cutsicde) source static obi-172,16.30.10 obd-202.0.113.10

Irtfa
MAT divert to egress intarfacs drg
Unkranalsbe 203,0,103 1025 bo 172.16.31, 1025
[EACCESS-LIST
[EHAT
[FHMNAT
F IP-OPT IONS
[FINSPECT




4 61V 5 tracer puanas by JW5 o 130 asslud] oz all S DMZ agly) S5 a2, Y &l >y
ig>lo sl 09 legoi dasS e Ly (JLasYl o¥9lxo oo goill lig dlaxll ,laz dxles

Jd> (9 guill o> go guill pund I @25l Mdojxl ési" diue Jg> adlo| wlogles e Joaxl jauals
8.6 9 CLI. 8.4 plaziwl Cisco ASA 5500 dluidw (51655

do ;x| blail

8380 030 blaVl daby .LgSw ol wlezloll S35 Ll oLl 19,0 iS,> ASA dla> x> sl ol Sa,
Jlall 2ing, .aio s ol Lozl sz I Juas ,9 0l @, cols 3] Lo gbld JSoisy cuis ol Sy LY dglal
LV olgl pasius - Jlsdl e i s DMZ wlgzlsll e capouty capd olowsy ool (ueSs Jul
Leblad] 35 Ll 59,0l 45,5 Jo> axe 0955 ol el aus Lily cddslas duwlul dals

ig=ly Lo lgud) s il 19,00l 8,5 ddyllan a5 bl I iy (Jall 138 (5 CAPD lolaill a8lay duill,
2 il 31 Linay . TCP 172.16.31.10/host 203.0.113.2 cawis gulls il (g5l 51 J520)l) DMZ
.Sl 91 203.0.113.2 Gagiaall I 172.16.31.10 casiaall 0 Ll | i il TCP 49 50 &S, (sl ol
ol wiiny ¥ ol il JSuin b 9l &> bl dlaxdl laz) daslaall dwwlwd] dolSIl plakiw! 2o
eb,>l poiy dlaxll Hlaz oY Ll LISl adl o33 P Glgie I d il dg>loll agy e pi sl blaxyl
U3 o Yay el s 1P loic o diylaall cliSey ¥ Ui a9 13D aull e3P Glgie le NAT
Dol 138 gylloiw dlaixall IP (u9lic gro> ol Il 6L any aslsIl _JW1 Jbadl oo,

bladVl ollac o) dylially 5,31 650 Juail clis] dglxe el a2y oy blaidVl Sllac ¢ueSs 12y
B oS (=Bl il ol 5 ol diSey JUall 132 9 .<show capture <capture_name oYl plaziwl,
eVl ollae (9 g pi (il @Ml TCP axdlae WS (o 2ioge 98 S aull poly JLaiVl e

ASA# capture capd interface dmz match tcp host 172.16.31.10 any
ASA# capture capout interface outside match tcp any host 203.0.113.10

ASA# show capture capd

packets captured 3

:S 780523448 :172.16.31.10.25 < 203.0.113.2.65281 11:31:23.432655 :1
<win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK (0)780523448

:S 2123396067 :203.0.113.2.65281 < 172.16.31.10.25 11:31:23.712518 :2
<ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8 (0)2123396067
ack 2123396068 .172.16.31.10.25 < 203.0.113.2.65281 11:31:23.712884 :3
win 32768

ASA# show capture capout

packets captured 3

:S 1633080465 :203.0.113.10.25 < 203.0.113.2.65281 11:31:23.432869 :1
<win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK (0)1633080465

:S 95714629 :203.0.113.2.65281 < 203.0.113.10.25 11:31:23.712472 :2
<ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8 (0)95714629
ack 95714630 . :203.0.113.10.25 < 203.0.113.2.65281 11:31:23.712914 :3
win 32768

als 1l aSeall LS sl pols
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CLI

hits=1,

CLI

Packet-Tracer

el tracer lay) Jbo L

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed

--Omitted--

Phase: 2
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.1.2.10
nat (inside,outside) static 203.0.113.10
:Additional Information
NAT divert to egress interface inside
Untranslate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
:Config
access-group smtp in interface outside
access-list smtp extended permit tcp any4 host 10.1.2.10 eg smtp
:Additional Information
:Forward Flow based lookup yields rule
in 1d=0x77dd2c50, priority=13, domain=permit, deny=false

user_data=0x735dc880, cs_id=0x0, use_real_addr, flags=0x0, protocol=6

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0

dst ip/id=10.1.2.10, mask=255.255.255.255, port=25, tag=0, dscp=0x0

input_ifc=outside, output_ifc=any

a1 aSaidl LS sl pol5

Packet-Tracer

el tracer loy) Jlo Lo

packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detailed
--Omitted--

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

:Config

:Additional Information

in 203.1.113.0 255.255.255.0 outside

Phase: 3
Type: NAT

: Subtype
Result: ALLOW
:Config



object network obj-10.1.2.0

nat (inside,outside) dynamic interface

:Additional Information

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234

:Forward Flow based lookup yields rule

in i1id=0x778bl4a8, priority=6, domain=nat, deny=false

hits=11, user_data=0x778b0f48, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
input_ifc=inside, output_ifc=outside

do ol ologleo

Cisco ASA Series Syslog , lw),

ASDM ;055 JUog CLI plaziiuwl, ASA do ;> blaill

NAT aSuidl 515 2055 - 9.0 HlaoYl .Cisco ASA Series joloVl Jlaw dg219 ueSs Ju> -
o QS = d@ﬁgiéh!nc) .

.
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