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wes> FlowSpec IJlg)lele 1Jgluoé wogsise @oles poluodle IJesdd go, BGP gog, p)le
Cubds) B9led poluoVle 1Jessyd eds luel pedsple §lodss Idsuegd IUs bods yuods
w9w999d Ide vl 1Uza9sso (BGP NLRI) IJos Spdu luvegslpol Vs ls wbosd. Jel sgad
Jebusd wiro cuobes Izie JJes (10a93e) po ozele 5o 1Uzses.

lJ5s9>
o3l IJuzysy JJuwdssu:

- &80 pwEIT weise eu Elisdle IJgolase Vs $ole> waBd$ Iduslule.

s Bs uwsubiss IJoblod IJpogss. sop clbusd Bless wrdd lduslule [Jebluds 1Ulsds
Bl

. Sop >8p 3000 Gless FlowSpec Jzs iduos JIJ wble.

lJodosy
B o3l lJpeld: Gpol wodsse ASRIK Jozss wpde 9 ASRIK Jg psJ PE 5 RR 9 FlowSpec.

03l 09 1Jz> IJbus JJodssy Idpbdse Juvs, £pd IPV6.

On controller to push the policy to PE/client:
class-map type traffic match-all FLOASPEC
mat ch destination-address ipv6 2001: db8::/32 <<<<< Match destination address/subnet.
end- cl ass- map
|
policy-map type pbr FS P
class type traffic FLONSPEC <<<<< Apply cl ass-map under policy-nap
dr op
!
f | owspec
address-fanily ipv4
service-policy type pbr FSP_V4
|
address-fanily ipv6

service-policy type pbr FS_P <<<<< Apply policy-nmap inside Flowspec under AF.
!

On PE/client is to enable IPv6é flowspec AF under BGP.

address-family ipv6 flowspec <<<<< Under ipv6 flowspec AF, activate the
nei ghbor.

nei ghbor 10.192.202.5 activate

nei ghbor 10.192.202.5 val i dation off

To apply the flowspec policy on interface, "local-install interface-all" command is must under
flowspec.
f | owspec

| ocal -install interface-all <<<<< Push the policy on interface

lgwoohl [Js odase 9258 lJoede: Sew luwdlb bs 2)Js 0,9, 09206 |Js 2001:db8:/32 9.8 6
\JJLyh§hJu6.
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| DCPRO1 |

e + o + o +
e +

IJoYdssule

Sewpd 03l IJodysy eds Iyuwe Idotbsbs JJuvwdo: 909 GO w lesh Idpuwedse.

Controller:

RP/ 0/ RSPO/ CPUO: Cont rol | er# show runni ng-confi g
Mon Apr 8 16:33:36.578 UTC

Bui | di ng configuration...

1l 10S XR Configuration 5.3.4

I'l Last configuration change at Wed Apr 3 17:34:59 2019 by adnin
1

host nane Controll er

cdp

cdp advertise vl

1

class-map type traffic match-all FLOASPEC



mat ch destinati on-address ipv6 2001: db8::/32
end- cl ass- map
|
class-map type traffic match-all VA_FLOASPEC
mat ch source-address ipv4 102.102.102. 102 255. 255. 255. 255
end- cl ass- map
!
policy-map type pbr FS P
class type traffic FLOAMSPEC
dr op
!
class type traffic class-default
!
end- pol i cy- map
!
policy-map type pbr FSP_V4
class type traffic V4_FLOASPEC
set dscp ef
!
class type traffic class-default
!
end- pol i cy- map
!
interface LoopbackO
i pv4 address 10.192.202.5 255. 255. 255. 255
|
interface Loopback100
i pv4 address 102.102.102. 102 255. 255. 255. 255
i pv6 address 2001:db8::1/32
!
interface TenG gEOQ/ 0/0/0
i pv4 address 10.10.12.1 255.255.255.0
i pv6 address 2001: 10: 10: 12::1/64
|
route-policy ALL
pass
end- policy
!
router static
address-fam |y ipv4 unicast
203. 202. 143. 33/ 32 Tend gEO/ 0/ 0/ 0
!
address-fam |y ipv6 unicast
2003::/64 2001:10:10:12::2
!
!
router ospfv3 1
area 0
interface TenG gEOQ/ 0/0/0
net wor k poi nt-to-poi nt
|
!
1
router bgp 64696
bgp router-id 10.192.202.5
address-fam |y ipv4 unicast
networ k 102.102. 102. 102/ 32
!
address-fam |y vpnv4 uni cast
!
address-fam |y ipv4 fl owspec
!

address-fam |y ipv6 fl owspec
!



nei ghbor 203.202. 143. 33
renote-as 7474

ebgp-mul ti hop 10
updat e- sour ce LoopbackO
address-fanily ipv4 unicast
route-policy ALL in
route-policy ALL out

1

address-fanily vpnv4 uni cast
1

address-fanily ipv4 fl owspec
route-policy ALL in
route-policy ALL out

1

address-fanmily ipv6 fl owspec
route-policy ALL in
route-policy ALL out

1

1
fl owspec
local-install interface-all
address-famly ipv4d
service-policy type pbr FSP_V4
!
address-fam |y ipv6
service-policy type pbr FS_P
!

end

PE/RR1:
CRRO1#show runni ng-config
Bui | di ng configuration...

!
i pv6 uni cast-routing
npl s | abel protocol |dp
!
spanni ng-tree extend systemid
fl owspec
local-install interface-all

di agnostic bootup | evel m ninal
!

nt erface LoopbackO
i p address 203.202. 143. 33 255. 255. 255. 255
ip ospf 1 area O

nt erface Loopback1010
no i p address
i pv6 address 2001: DB8:: 10/ 32

nterface TenG gabit Et hernet0/0/0

i p address 10.10.12.2 255.255.255.0
i p ospf network point-to-point

cdp enabl e

i pv6 address 2001: 10: 10: 12:: 2/ 64

nterface TenG gabit Et hernet0/0/3

i p address 10.10.23.2 255.255.255.0
i p ospf network point-to-point

ip ospf 1 area O



cdp enabl e
i pv6 address 2003::1/64
mpls ip
1
router ospf 1
mpl s 1 dp autoconfig
1
router bgp 7474
bgp router-id 203.202. 143. 33
bgp | og- nei ghbor - changes
nei ghbor 10.192. 202.5 renote-as 64696
nei ghbor 10.192. 202. 5 ebgp-mul ti hop 10
nei ghbor 10.192. 202. 5 updat e-sour ce LoopbackO
nei ghbor 2001: 10: 10: 12:: 1 renote-as 64696
nei ghbor 203.202. 143. 44 renpte-as 7474
nei ghbor 203. 202. 143. 44 updat e- sour ce LoopbackO
!
address-famly ipv4d
nei ghbor 10.192.202.5 activate
no nei ghbor 2001:10:10:12::1 activate
nei ghbor 203.202. 143. 44 activate
nei ghbor 203. 202. 143. 44 route-reflector-client
exit-address-famly
!
address-fam |y ipv4 fl owspec
nei ghbor 10.192.202.5 activate
nei ghbor 203. 202. 143. 44 activate
nei ghbor 203. 202. 143. 44 send-comunity both
nei ghbor 203. 202. 143. 44 route-reflector-client
exit-address-famly
!
address-fam |y ipv6
nei ghbor 10.192.202.5 activate
nei ghbor 203.202. 143. 44 activate
nei ghbor 203.202. 143. 44 route-reflector-client
nei ghbor 203. 202. 143. 44 send-1| abe
exit-address-famly
!
address-fam |y ipv6 fl owspec
nei ghbor 10.192.202.5 activate
neighbor 10.192.202.5 validation off
nei ghbor 203.202. 143. 44 activate
nei ghbor 203. 202. 143. 44 send-comunity both
nei ghbor 203. 202. 143. 44 route-reflector-client
nei ghbor 203. 202. 143. 44 next - hop-sel f
exit-address-famly
1
ip route 10.192.202.5 255. 255. 255. 255 10.10.12.1
1
1
ipvé route 2001: DB8::1/128 2001:10: 10: 12::1
1
end

PE/RR2:
CRRO2#show runni ng-config
Bui | di ng configuration...

Current configuration : 7227 bytes
|

I Last configuration change at 18:21:29 UTC Mon Apr 8 2019
!



host name CRRO2
1
boot - st art - mar ker
boot system fl ash bootfl ash: asr 1000r px86- uni ver sal k9. 16. 10. 0la. SPA. bi n
boot - end- mar ker
1
i pv6 uni cast-routing
mul tilink bundl e-name aut henti cated
1
spanni ng-tree extend systemid
fl owspec
di agnostic bootup | evel m ninal
1
interface LoopbackO
i p address 203.202. 143. 44 255. 255. 255. 255
ip ospf 1 area O
1
interface TenG gabitEthernet1/0/0
i p address 10.10.23.3 255.255.255.0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
i pv6 address 2003::2/64
mpls ip
1
interface TenG gabitEthernet1/0/1
i p address 10.10.34.3 255.255.255.0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
1
router ospf 1
mpl s 1 dp autoconfig
1
router bgp 7474
bgp router-id 203.202. 143. 44
bgp | og- nei ghbor - changes
nei ghbor 203.202. 143. 33 renpte-as 7474
nei ghbor 203. 202. 143. 33 updat e- source LoopbackO
nei ghbor 203.202. 143.45 renpte-as 7474
nei ghbor 203. 202. 143. 45 updat e- sour ce LoopbackO
!
address-famly ipv4
nei ghbor 203.202. 143. 33 activate
nei ghbor 203.202. 143. 45 activate
exit-address-famly
!
address-fam ly ipv4 fl owspec
nei ghbor 203.202. 143. 33 activate
nei ghbor 203.202. 143. 45 activate
nei ghbor 203. 202. 143. 45 send-comunity both
nei ghbor 203. 202. 143.45 route-reflector-client
exit-address-famly
!
address-famly ipv6
nei ghbor 203.202. 143. 33 activate
nei ghbor 203. 202. 143. 33 send-1| abe
exit-address-famly
!
address-fam |y ipv6 fl owspec
nei ghbor 203.202. 143. 33 activate
neighbor 203.202.143.33 validation off
nei ghbor 203.202. 143. 45 activate
nei ghbor 203. 202. 143. 45 send-comuni ty both



nei ghbor 203. 202. 143.45 route-reflector-client
exit-address-famly
!
ipv6 route 2001:10:10:12::/64 2003::1
ipvé route 2001: DB8::1/128 2003::1
|
end

End-PE:
DCPRO1#show runni ng- config
Bui | di ng configuration...
!
host nanme DCPRO1
!
subscriber tenplating
|
i pv6 uni cast-routing
|
fl owspec
di agnostic bootup | evel m ninal
!
interface LoopbackO
i p address 203.202. 143. 45 255. 255. 255. 255
ip ospf 1 area O
!
interface TenG gabitEthernet1/3/0
i p address 10. 10. 34. 4 255. 255. 255. 0
i p ospf network point-to-point
ip ospf 1 area O
cdp enabl e
i pv6 address 2001::1/64
!
router ospf 1
mpl s 1 dp autoconfig
!
router bgp 7474
bgp router-id 203.202. 143. 45
bgp | og- nei ghbor - changes
nei ghbor 203.202. 143. 44 renpte-as 7474
nei ghbor 203. 202. 143. 44 updat e- sour ce LoopbackO
!
address-fam |y ipv4 fl owspec
nei ghbor 203. 202. 143. 44 activate
exit-address-famly
!
address-fam |y ipv6 fl owspec
nei ghbor 203.202. 143. 44 activate
neighbor 203.202.143.44 validation off
exit-address-famly
|
ipve route ::/0 TenG gabitEthernet1/3/0
!
end

IJoedd pu lJuoes

PE/ RR2
CRRO2#pi ng 2001: db8:: 1
Type escape sequence to abort.



Sending 5, 100-byte | CMP Echos to 2001:DB8::1, tineout is 2 seconds:
Success rate is 0 percent (0/5)
CRRO2#

Control ler:

RP/ 0/ RSP0/ CPUO: Cont r ol | er #show bgp i pv6 fl owspec
Mon Apr 8 17:55:17.041 UTC

BGP router identifier 10.192.202.5, |ocal AS nunber 64696
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table I D: 0x0 RD version: 20

BGP main routing table version 20

BGP NSR Initial initsync version 0 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> Dest:2001: db8::/0-32/56
e 0 i
Processed 1 prefixes, 1 paths
RP/ 0/ RSP0/ CPUO: Cont rol | er #show fl owspec i pv6 detail
Mon Apr 8 17:55:36.786 UTC
AFl: |1 Pv6
FI ow : Dest: 2001: db8::/0-32
Acti ons :Traffic-rate: 0 bps (policy.1l. FS_P. FLONSPEC)
Statistics (packet s/ byt es)
Matched H 14/1652
Dropped : 14/1652

RP/ 0/ RSP0/ CPUO: BGL14. 1. J. 05- ASR- 9000- 1#

PE/ RR1:

CRRO1#show bgp ipv6 fl owspec

BGP table version is 2, local router IDis 203.202.143. 33

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,
X best-external, a additional-path, ¢ Rl B-conpressed,

t secondary path,

i

Oigin codes: - 1GP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found
Net wor k Next Hop Metric LocPrf Weight Path
*> Dest: 2001: DB8: : / 0- 32
e 0 64696 i
CRRO1#
CRRO1#show fl owspec ipv6 detail
AFl: |1 Pv6
Fl ow : Dest: 2001: DB8: : / 0- 32
Acti ons :Traffic-rate: 0 bps (bgp.1)
Statistics (packet s/ byt es)
Matched s 4/456
Dropped : 4/456
CRRO1#

lweduuld IJizble 9] oJlzol



Jl o9, eldsl pedsple pg3é Jluweduldd IJigble ol odlzol Josl IJodssy.

UJP'SE |)| dpu uk.gua al.Jo u|uuuC)|p 3.16.58 9uLdPU up‘c‘)d |JCJD| CSCvahb5510. )&p
Iuo Jp swp wyosyo Vs lJgbl |Jl luo 5ubu§ eJs IPV6. 9swp wldss 03l po ASRTK
BGP BU gswpe Idozdd pu wozwo. aEJoI 13, CSCvp18767 L§uo| o) 99806 Jlro_) show !J)@ O
02830 B 16.12.1: 900 wp Spu Il jod [gwesle o3l 1Jluosh. 9pg 3JI: spdu lu sgpd
OB Y wy9w9ded IPVE W s |uosl) 16.x.


https://tools.cisco.com/bugsearch/bug/CSCva55510
https://tools.cisco.com/bugsearch/bug/CSCvp18767

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



