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e ldodysy JJauesd:
#conf t
OEHSYW 19, luwewule OID:

#role name <name_of_role>
#rule 1 permit read feature snmp
#rule 2 deny {read/ read-write} oid <oid_you_want_to_exclude>



odpse: suvee JJ {read/read-write} UlJigo sl oso gpdsle SNMP 'read’ g'read-write'.
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#exit

wbosd IJodsso eds peope/puveise SNMP.



douwed JJluosh IJelos pu wy9e9dsd bl Luwds Ileold 1o uslb:
#snmp-server community <name_of_community_you_want_to_map> group <name_of_role>

J SNMPv3:

#snmp-server user <user_to_map_with> <name_of_role> auth {sha/md5} <authentication_password> priv {aes/

lJodosy

edlebé: soopw 03l IJpold luvowgl OID 1.3.6.1.2.1.2.1.3 (ifType). clds oo luwewsld
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switch#
switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# role name deny_oid
switch(config-role)# rule 1 permit read feature snmp
switch(config-role)# rule 2 deny read oid 1.3.6.1.2.1.2.2.1.3
switch(config-role)# exit
switch(config)# exit
switch# sh role name deny_oid
Role: deny_oid
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity
2 deny read oid 1.3.6.1.2.1.2.2.1.3
1 permit read feature snmp

switch#

louvle pzops SNMPV2 pg deny oid»y):

switch(config)# snmp-server community snmpv2user group deny_oid switch(config)# exit switch# sh snmp co

lousle puweése SNMPV3 pg 59, deny_oid:

switch# config t Enter configuration commands, one per 1ine. End with CNTL/Z. switch(config)# snmp-serv

Joedd
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2ITES: s [ouaesle abed usdl pu guslo IPIJEILo wldzols B 1Uplss Llddled.

[root@user ~]# snmpwalk -v2c -c trial a.b.c.d 1.3.6.1.2.1.2.2.1.3 IF-MIB::ifType.83886080 = INTEGER: et

SNMPwalk J SNMPV2 pg OID IJp ucwgs:

[root@user ~]# snmpwalk -v2c -c snmpv2user a.b.c.d 1.3.6.1.2.1.2.2.1.3 IF-MIB::ifType = No Such Object



pdITE: oo louble puvegse zass 'HaAV3 po lad wosose IUluvebllgle 290 [wowel perd IJpgucgse.

SNMPwalk 9y lwoeuls ro&)d Lqu.uo'a)pi

[root@user ~]# snmpwalk -v3 -u trialv3 -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123' a.

SNMPwalk Jpuwgse SNMPV3 pg pE)d PR PUNOLED!



[root@user ~]# snmpwalk -v3 -u snmpv3user -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123'
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