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IJoedd pw Lo EEM Oluwegsle I9lo, show
oid§> I geole Idousvse wuubs

gw> uU) wulez Lues J IM sop wubgsdo WIluwbs PSC: I3l Jp sup wubgsd Idwsulee
IJouos Jel 09 pusde: olds pu lu 1Jpdde vuvl 9889p wIJodsse

& vesu ldlgwcl) odo lJuuosue Idpuweld IUIRo Gl sldie ol 3 eds Ideslds:

<#root>
event manager
appl et test

authorization bypass
event timer watchdog time 60
action 0010 syslog msg "Test script running'

v

event manager
appl et test3

authorization bypass
event timer watchdog name test3 time 300
action 0010 syslog msg "test3 script running"

+ suvose Uwolez Iduuos Uisd (1JIoul) zols owb pdde Jpss 60 Blouss (Es)
euwpes) JibJlg 1o, ulez IJouos.

* swvodde lduue IJelus (Test3) p9lde zolj pildwo 300 eluss syves Test3 Jogvgsd
lJouo.

Sedu &0 .9?-"0 lJosdse IJos we wdysuoel 91d8ses 1Jzldss Jodo gpale [Jugdse
wluwegsle 1Ule, show event manager statistics server.

euld

<#root>

Switch#



show event nmanager statistics server

EEM Queue Information
Triggered Dropped Queue Queue Average

Client Events Events Size Max Run Time
Call Home 5 0 0 64 0.021
EEM Applets 181 0 0 64 0.003
EEM IOS .sh Scripts 0 0 0 128 0.000
EEM Tcl Scripts 0 0 0 64 0.000
iosp_global_eem_proc 30 0 0 16 0.004
onep event service init 0 0 0 128 0.000
EEM Policy Counters
Name Value
EEM Pol i cy Tiners
Name Type
Ti me Remai ni ng <-- EEM Countdown ti mer
_EEM nt er nal nane0

watchdog 53.328
<--- Unnaned timers receive an internal nane - this timer is for the "test' policy
_EEMinternalnamel watchdog 37.120
test3

watchdog 183.232

<--- Named tiners use their configured nane - this is the nanmed timed configured for policy 'test3

oldss lpsle 1J1bJlg

Jel 09 p9uo2 B IUBuwe "oldss 92ole 1Jesdse" IJos os Buwe vuvb Vs o3l IUpuueus.
S89p 10S XE ¢ jslss g095 "lJizsle IJes wp wuvgsdol” Juod gpsd whbousdle IM Bs [3)lz
ehe leuplssle pos) leole 1Jesue s IJ 0168 sop Bsol wupvésd cbousd IM. JJezdd pulu
wolpz M Iduuos sgpd Jel 09 posde: Sp woudss 28 IJpuugd IJElue wd €36 plo 9920
1lz ebp lzuolssle pas) IdIzsle show Joldss 030 1djsble WS 1JB8sps. 131 e Sop ouvgsd
IJeolez IJuuas IJElue .

vl sop wuvgsd Ile) €28 wlo B cuvdusd: Blo Gse 1Jedde IJpl> wesbol. gusel suod
Ies8e [Js uo9) sswe wubésd IJwuler IJuuas: sope lsuol puvle 5 IdIle Idos op
oubgsdoel Jubosdle IMIJuogs)s.



<tfroot>
Switch#

show event manager statistics server

EEM Queue Information

Tri ggered

Dropped Queue Queue Average
Client

Event s

Events Size Max Run Time

Call Home 5 0 0 64 0.021
EEM Appl et s 183
0 0 64 0.003

<--- "Triggered Events" columm is increnmented by 2 due to 2 tinmers firing
EEM IOS .sh Scripts 0 0 0 128 0.000
EEM Tc1 Scripts 0 0 0 64 0.000
iosp_global_eem_proc 30 0 0 16 0.004
onep event service init 0 0 0 128 0.000
EEM PoTlicy Counters
Name Value
EEM Policy Timers
Name Type
Ti me Remmi ni ng
_EEM nt er nal nane0

watchdog 56.215
_EEMinternalnamel watchdog 100.006
test3

watchdog 126.117

~ pdlgbs: 3l Je seoe 3JdYc wpdld pu Idouulpz IJouos Jdwgdd pu sedle ldoesdse IJos
wpe wdgsuol.

wed 2o lJelees

NJouwes Jdulez IJouoss IJos Jl sop wuvgsdol usluubs gesle IJesdso. Bl lzsle



ped9ble )8 IJizsle JJie, show pdsss Joldss ouigsd IJobusdle Jel 09 posde.

ledsl B 03l IJuuo:

<#root>
event manager
appl et test_manua

authorization bypass

event none <-- manual trigger type for testing

action 0010

syslog msg "I ama nanually triggered script!" <-- nessage that is printed when script runs

Swp wubgsd 03l IJu,ulpe IJuuos £us wuldss bblys lzsle slzos yul, IUisle, (CLIY IJes
ouvgd TEST_MANUAL gblgs Hwlds syslog. wldlols [Js 1JIE)lz W syslog: sedy
IJozdd pu wuWdss 03l ldu,olez IJouas pu edld polees 1)1z Izole pedoble ps) IJizsle
show Jpel 09 p9oe:

<#root>
Switch#

show event manager history events

No. Job Id Proc Status Time of Event
Event Type

Name
1 5 Actv success Fri Nov 6 15:45:07 2020

ti mer count down

cal | back: Call Home process <-- tiner bases event that fired

2 18 Actv success Mon Nov 9 14:12:33 2020 oir callback: Call Home process
3 19 Actv success Mon Nov 9 14:12:40 2020 oir callback: Call Home process
4 20 Actv success Fri Novl3 14:35:49 2020

none

appl et: test_nanual <-- manually triggered event



lJoz80 pu Lors BEEM pg IJpungd Idso9:s

ould pwsubsgole g pu ldpduod cubésd wolez vuos IM sossl el JiZowl) w8
lJouwdss 19 Jouwdss lple Jpyo 9lgrs. Spdu wpdsd 3JY pu ¢JdIJ Ibgld 1bEld 9lg)lz Ws Blispes
IUz>e odl pedel 09 p9oe B o3l IJIRle:

<#root>
event manager
appl et test_manua

authorization bypass
event none
action 0010 syslog msg "I am a manually triggered script!"

Bp woubésd IJuolpz IJouos 898! wluwegsle 1l event manager run test_manual oy p9zo
IJio, enable:

<{froot>
Switch#

event nanager run test_nmnual <-- Mnually runs the script

Switch#

show | og <-- Check for the log fromaction 10.

*0Qct 26 21:24:40.762:

%A EM 6-LOG test_nmnual: | ama nanually triggered script! <-- %A EM|ogs are from EEM events. The ¢

leooble gpdsloss

oicbgro.;, lJozdd pu woes ltooble EEM §od luwegsleol Vs IJluole. ouvdd glec ould g6
b3 luwlgwss Wuvd IJuue Vs Idgpd Jpl 09 pusde: odle puol wop pulduivwol oul.

S92z 03l IJBuwpe JsVso IJez 8l pu 929> 030 ldpuildd IJedles IJyilisgs Vs w)lez IM
lJouos6:

1. CLI s8yivd loy: sbuivd Iloy Bs ldoedsd suldelds sbuvd B lJoudss.

2. sop oungsd Ideuolee IJouos JBe,s bysds 2ol czoss Idwlez IJuuass J EEM gds
22 5pus 1V¥e)lgos JJouvésd swdé 20 eluss. bl e celyj o3l Idsde: swsdsd Idosuler
IJouos Bud wuvésd JJ 1Uisle,.
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PU Sod IJuue IJoudsis wuvdd pod): ppl souvon Ss oyvésd Iduue wuvdd
UIISE- 9pu Idpuwoeuwu lo ool Jp 0,6 9uls pedd suuve Juue.

o dJé: Buvd wudss lgle, CLI

szess ol ldpcld ldoges eds €26 punldd. 09 wlowsd wuvsh o sdled Idloclz po 836 502
los Ids v pusd Ss suwlisb flash pedss:

<ffroot>

event manager

appl et Data_Col | ection

auth bypass

event timer

wat chdog ti ne 60

action
action
action
action
action
action
action

NRFRFRPRRPRRPRRERR
QU WNREO

cli command
cli command
cli command
cli command
cli command
cli command
syslog msg

"enable"

"show clock | append flash:DataCollection.txt"

"show interfaces breif | append flash:DataCollection.txt"

"show ip route | append flash:Datacollection.txt"

"show processes cpu sorted | exclude 0.0 | append flash:DataCollection.txt"
"show platform hardware fed switch active qos stats internal cpu policer | appen

"Data

Capture Complete"

Op wgbgsd lJobosy Iduogs) wuele sddu Je sop lugile IJoolsz Idpwsses:

<#root>

Switch#

show | ogging | in Capture

<-- Qur script-generated syslog contains the string "Capture".

*Mar 11 20:40:01.941: %HA_EM-6-LOG: Data_Collection: Data Capture Complete

<-- Action 2.0 successfully ran

Switch#

dir flash:

| in .txt

<-- W only expected one .txt file, however two appear in flash

32792 -rw- 36 Mar 11 2021 20:40:01 +00:00 DataCollection.txt
32798 -rw- 807 Mar 11 2021 20:40:01 +00:00 Datacollection.txt



Switch#

nore flash: Dat aCol | ecti on. t xt

<-- the output of our expected .txt file is enpty except for the output of "show clock

*20:40:01.343 UTC Thu Mar 11 2021

Iowegsp 9lzos Lwlb, 1Jisle, (CLI) 1Jgluo6 Llele pos) IJizsle 1Jeopews debug JJpeuwless s
IJozdd pu ldosolez IJuogs).

<ffroot>

Switch#

debug enbedded event manager action cli

*Mar 11 20:40:01.175: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : CTL : cli_open called.

<-- The applet is called.

*Mar 11 20:40:01.275: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch>

*Mar 11 20:40:01.275: %HA_EM-6-L0G: Data_Collection : DEBUG(cli_1lib) : : IN : Switch>enable

*Mar 11 20:40:01.285: %HA_EM-6-L0G: Data_Collection : DEBUG(cTli_1ib) : : OUT : Switch#

*Mar 11 20:40:01.285: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : IN : Switch#show clock | appen
*Mar 11 20:40:01.396: %HA_EM-6-L0G: Data_Collection : DEBUG(cTli_1ib) : : OUT : Switch#

*Mar 11 20:40:01.396: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : IN : Switch#show interfaces br
*Mar 11 20:40:01.507: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1lib) : : OUT :

show i nterfaces breif

| append flash:DataCollection.txt

<-- Here is our first problem "brief" is nmisspelled, so the command does not run

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :

AN

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :

% I nvalid input detected at '~' marker. <-- CLI parser failure

*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT :
*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : OUT : Switch#
*Mar 11 20:40:01.507: %HA_EM-6-LOG: Data_Collection : DEBUG(cli_Tib) : : IN : Switch#

show ip route | append flash: Datacollection.txt <-- This created the second .txt file. The file nane is

*Mar 11 20:40:01.618: %A EM 6-LOG Data_Col lection : DEBUG cli _lib) : : OUT : Switch#



*Mar 11 20:40:01.618: %HA_EM-6-L0G:

show processes cpu sorted

<-- This problemis less intuitive.

*Mar 11 20:40:01.729: %HA_EM-6-L0G:
*Mar 11 20:40:01.729: %HA_EM-6-L0G:

the "exclude" argunment reads everyt

*Mar 11 20:40:01.729: %HA_EM-6-L0G:

A problemlike this will Iikely not

*Mar 11 20:40:01.729:

Thi s underscores the inportance of

*Mar 11 20:40:01.729:
*Mar 11 20:40:01.729:
*Mar 11 20:40:01.729:

*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:

*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:
*Mar 11 20:40:01.730:

*Mar 11 20:40:01.730:

show pl atform hardware fed switch active qos stats interna

| append flash:DataCollection.txt

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

<-- Here,

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

N <-- mssing word queue

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

% lInvalid input detected at '~

*Mar 11 20:40:01.941: %HA_EM-6-L0G:

exclude 0.0

%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:
%HA_EM-6-L0G:
%HA_EM-6-L0G:

%HA_EM-6-L0G:

Data_Collection

Data_Collection
Data_Collection

Data_Collection

be evi dent

Data_Collection

Data_Collection
Data_Collection
Data_Collection

Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection
Data_Collection

Data_Collection
Data_Collection
Data_Collection

Data_Collection

Data_Collection

Data_Collection

Data_Collection

mar ker . <--

Data_Collection

CL

: DEBUG(cTi_11ib)

append fl ash: Dat aCol | ecti on. t xt

: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)

hi ng beyond the pipe as the val ue that

: DEBUG(cTi_11ib)

i n debuggi ng

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_11ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)
: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

: DEBUG(cTi_1ib)

parser failure

: DEBUG(cTi_1ib)

cpu policer

: IN :

 OUT
 OUT

Switch#

CPU utilization for five
PID Runtime(ms) Invoked

is to be excluded

: OUT :

: OUT :

 OUT
 OUT
 OUT

: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :
: OUT :

: OUT
: OUT
: CTL :

: IN :

: OUT :

the syntax of the command was not properly parsed out before inplenentation

: OUT :

: OUT :

: OUT :

117 57246 448028 127 0.0

2 4488 16816 266 0.07% O

pre-production testing to ensure the script perforns as expected

173 829 44093 18 0.07% O
205 22271 1313739 16 0.0
467 238 2238 106 0.07% O

81 12793 151345 84 0.07%
232 22894 2621198 8 0.07
7010 0.00% 0.00% 0.00
6 010 0.00% 0.00% 0.00
8 17 2804 6 0.00% 0.00%

9 33511 11402 2939 0.00%
12 0 2 0 0.00% 0.00% 0.0
10 106 1402 75 0.00% 0.0
14 439 42047 10 0.00% O.
11 0 1 0 0.00% 0.00% 0.0
16 0 1 0 0.00% 0.00% 0.0

5010 0.00% 0.00% 0.00¢
18 0 3 0 0.00% 0.00% 0.0

20+ lines read from cli,

Switch#

show platform hardware f

We are mssing ar



*Mar 11 20:40:01.941: %HA_EM-6-L0G: Data_Collection : DEBUG(cTi_1ib) : : OUT : Switch#
*Mar 11 20:40:01.941: %HA_EM-6-LOG: Data_Collection: Data Capture Complete

<-- The syslog fromAction 2.0 wites.

*Mar 11 20:40:01.941: %HA_EM-6-L0OG: Data_Collection : DEBUG(cli_1ib) : : CTL : cli_close called.

<-- The applet closes out as expected after executing all configured actions.

IJglops: Beuo zese lolele IM wubdd Lozse: sluvepsle wuorse Iigble JJusolu Uo>
IJigble lJpbogss sldlzodle.

e dJs: cuwoésrd lolele IM s@ol byl pu 1des IUIBLos Jode IJouuésd
B 03l IJuwsubsy sop luvedle etz (IM) cuvsl Jzpe tip puvess Joede eds

Sole jpuss wudg 120 eluss. 909 sW¥9e wldeld wslule IIJo@lb 1Jz838 wpdd 18)lz
929> I yuwlisb IJogisu 1dpedss.

<#root>
event manager

appl et Capture

event timer

wat chdog tine 120 <-- 120 second countdown tiner

action 1.0 cli command "enable"

action 1.1 cli command '"no monitor capture CPUCapture"

action 2.0 cli command "monitor capture CPUCapture control-plane in match any buffer circular"
action 2.1 cli command "monitor capture CPUCapture start"

action 3.0 wait 45

action 4.0 cli command "monitor capture CPUCapture stop"

action 4.1 c1i command "show clock | append flash:CPUCapture.txt"

action 4.2 cli command "show mon cap CPUCapture buff dump | append flash:CPUCapture.txt"
action 5.0 syslog nsg "CPUCapture Conplete - Next capture in 2 m nutes"”

9spIdudp wuwosds lu ol lu Ield Ieedsple Es) Jlpd Jel 09 po9de. Seuow peds uved
J IJ syslog pu lg)le 5.0. sbog o3l syslog sds JJ vyl vlge Jdobosd. Jp wwp bolgs
Iduwed >18J 1deéiu 1Jpdlde 9de wop Jolus IJedd CPUCapture.ixt |Js flash:

<#root>
Switch#

show | oggi ng | include "CPUCapture Conplete"



Switch#

dir flash: | include CPUCapture.txt

Sp wopdsu wuese Idié_bl? JJozdsd. e, ouoese IJigble |uuogslel o9 CLI Jlg)le pos)
20 lJouoese. wlbog o030 IULIS IJpwless pyvg 9L pu lUgpdsle wldogvdund.

lole cuvrse Uigble: sbo, 1)l wuorse IJigble Idw,ulpz IJuoés) IUs wp luvesglde wogle.
lo Jlplele IJlsdss JI wgds pu Idpuildd: JYo IJo@lbol s ivd Vs IJuolss.

<{froot>
Switch#

debug event manager action cl
*Jan 28 22:55:54.742: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : CTL : cli_open called.
<-- This is the initial nessage seen when the applet is called.

*Jan 28 22:55:54.843: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch>

The appl et name can be seen within the line

*Jan 28 22:55:54.843: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : IN : CoreSwitch>enable

*Jan 28 22:55:54.854: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#

*Jan 28 22:55:54.854: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : IN : CoreSwitch#no monitor capture CPU
*Jan 28 22:55:54.964: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : Capture does not exist

*Jan 28 22:55:54.964: %HA_EM-6-L0G: Capture : DEBUG(c1li_Tib) : : OUT :

*Jan 28 22:55:54.964: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#

*Jan 28 22:55:54.965: %HA_EM-6-LOG: Capture : DEBUG(cTi_1ib) : : IN : CoreSwitch#monitor capture CPUCap
Jan 28 22:55:55.075: %HA_EM-6-L0OG: Capture : DEBUG(cTi_Tib) : : OUT : CoreSwitch#

*Jan 28 22:55:55.075: %HA_EM-6-LOG: Capture : DEBUG(cTi_1ib) : : IN : CoreSwitch#monitor capture CPUCap
*Jan 28 22:55:55.185: %HA_EM-6-LOG: Capture : DEBUG(c1li_1ib) : : OUT : Started capture point : CPUCaptu

<-- The applet successfully creates and starts the capture.

*Jan 28 22:55:55.185: %HA_EM-6-LOG: Capture : DEBUG(c1i_1ib) : : OUT : CoreSwitch#
*Jan 28 22:56:15.187: %HA_EM-6-LOG: Capture : DEBUG(cTi_1ib) : : CTL : cli_close called.

<-- After 20 seconds, cli_close is called and the applet begins to exit.

*Jan 28 22:56:15.187: fh_server: fh_io_ipc_msg: received msg FH_MSG_CALLBACK_DONE from client 27 pclien
*Jan 28 22:56:15.187: fh_jo_ipc_msg: EEM callback policy Capture has ended with abnormal exit status of

FF

*Jan 28 22:56:15.187:

EEM pol i cy Capture has exceeded it's elapsed time limt of 20.0 seconds <-- W are inforned that the po



*Jan 28 22:56:15.187: fh_io_ipc_msg: received FH_MSG_API_CLOSE client=27
*Jan 28 22:56:15.187: tty is now going through its death sequence

*Note
debug event manager all

is used to enable all debugs related to event manager.

Ied: wuvdd 1Beluos: Jl ogpd unsluslo EEM 1Y, oo 20 Sloss. GBI )d ooldss
Ile)lele slgd s IJoudss Idguse 19e, po 20 lossé JJogugsd: Guwsduvd ol
IJooolez Bs 1Jopldol. olds ool 98 wuvgsd IMIJglLe wd JIB JJuwele vouvésd
lolele IJobosd: $p wodsso maxRun Jozsss 18uos $sed poluved Jade Idouigsd.

euld

<tfroot>
event manager

appl et Capture

event timer watchdog time 120

maxrun 60

<-- Maxrun 60 specifies the capture will run for a maxi mum of 60 seconds

action 1.0 c1i command "enable"

action 1.1 c1i command "no monitor capture CPUCapture"

action 2.0 cli command "monitor capture CPUCapture control-plane in match any buffer circular"
action 2.1 cli command "monitor capture CPUCapture start"

action 3.0 wait 45

<-- The altered nmaxrun allows the capture to run for the necessary tinme.

action 4.0 cli command "monitor capture CPUCapture stop"

action 4.1 c1i command "show clock | append flash:CPUCapture.txt"

action 4.2 cli command "show mon cap CPUCapture buff dump | append flash:CPUCapture.txt"
action 5.0 syslog msg "CPUCapture Complete - Next capture in 2 minutes"
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<ffroot>
event manager

appl et Moni torLi nkFl ap

event syslog pattern "Interface GigabitEthernetl/0/23, changed state to down"
action 1.0 c1i command "enable"

action 1.1 c1i command "show ip route | append flash:MonitorLinkFTap.txt "

action 2.0 c1i command "show interface gigl/0/23 | append flash:MonitorLinkFTlap.txt"

action 3.0 c1i command "show process cpu sorted | append flash:MonitorLinkFlap.txt"

action 4.0 c1i command "show platform hardware fed active fwd-asic drops exceptions | append flash:Moni
action 5.0 syslog msg "Link has flapped - Data gathered”
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<tfroot>
Switch#

sh log | in Data gathered

*Jan 29 04:19:06.678: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered

<-- The applet generates this syslog each tinme it fires.

*Jan 29 04:19:27.367: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:19:36.779: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:19:57.472: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:06.570: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:27.671: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:36.774: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
*Jan 29 04:20:57.264: %HA_EM-6-LOG: MonitorLinkFlap: Link has flapped - Data gathered
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<tfroot>



event manager

appl et Moni torLi nkFl ap

event syslog pattern "Interface GigabitEthernetl/0/23, changed state to down"

ratelimt 60

<-- Ratelimt

specifies a mninum anount of tinme that nust pass before the applet will again trigger

action 1.0 cli command "enable"

action 1.1 c1i command "show clock | append flash:MonitorLinkFlap.txt "

action 2.0 cli command "show interface gigl/0/23 | append flash:MonitorLinkFlap.txt"

action 3.0 cli command "show process cpu sorted | append flash:MonitorLinkFTlap.txt"

action 4.0 cli command "show platform hardware fed active fwd-asic drops exceptions | append flash:Moni
action 5.0 syslog msg "Link has flapped - Data gathered"

osedyple slo Lods

>y gy | 000 10S 4.0 o, Cisco



/content/en/us/products/collateral/ios-nx-os-software/ios-embedded-event-manager-eem/datasheet_c78-692254.html
/content/en/us/products/collateral/ios-nx-os-software/ios-embedded-event-manager-eem/datasheet_c78-692254.html
/content/en/us/products/collateral/ios-nx-os-software/ios-embedded-event-manager-eem/datasheet_c78-692254.html
/content/en/us/products/collateral/ios-nx-os-software/ios-embedded-event-manager-eem/datasheet_c78-692254.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



