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WLCM J ol olllio o (oY1 ax)l oz, Liay] Jid

8,0l ISR J sl laol ol (azgall gl ) XA1(2)12.4 ,lx0Y ®Cisco 10S aoby ISR pasiuy of v
WLCM _lc

CWLCM e (oMall a5 _iiSay D

651> aslln, sz .lgha=xi9 wublue 256 dew diie CompactFlash 6,515 asla, go Ciesco WLCM =i piy
Cisco (9559 (APs 9 Cisco WLCM sl walodl (Linux 6lgs (augaidl Juaxs 6151 _le CompactFlash
\WLCM

.JaxJL, Cisco WLCM asllka, 9 CompactFlash 6,515 asla, Jlxiw! Sy V¥

T(WLCM) aslwWI dudxall aSidl 6,] e Jaedidl Ol&,] 95 Sl Say JD

oSl 82>9) (OIR) co iVl ue alsVlg JBYI oS, awmwlwdl ISR dalkal gioz le WLCM Jyas oSy ¥
.Cisco 3845 ISR g Cisco 3745 azg0 _lc lnd logean

(WLCM) aSLu\I duxall dSuill 6,15] _le dogcan Lightweight giogll , $ Jawell bolis

Ll ouiais Lil9 dlgde LWAPP Sai i il Cisco Aironet oo (AP) Jouos)l bl guo> oo oy
.409c30 u& HWIC-AP dg>l9 wBlla, .1200 9 1100 9 Cisco Aironet 1000

WLCM ¥ Y

p5C10 e Cisco WLCM o dwlll dg>loll le Ethernet gl (>, 3aioll .gdgiall Jolull o 13D
3din9 «apaall azgally WS1 Juaio 1nad 1519 g il s _le (WLCM 61>9) NM-WLC 6x>9 sgizs

plaziwl LB ue9 Jlaes NM dg>ly e >,lI Fast Ethernet

WLCM dll> 0  géiuill

2w Sy aini9 a>gall dlawlgy WLCM e O =il (o gaxill ISR (0 show version oVl ;lausl o8

2800-ISR-TSWEB#show version

,Cisco IOS Software, 2800 Software (C2800NM-ADVSECURITYK9-M), Version 12.4(11)T
(RELEASE SOFTWARE (fc2



Technical Support: http://www.cisco.com/techsupport
.Copyright (c) 1986-2006 by Cisco Systems, Inc
Compiled Sat 18-Nov-06 17:16 by prod_rel_team

(ROM: System Bootstrap, Version 12.4(1lr) [hgluong 1lr], RELEASE SOFTWARE (fcl

2800-ISR-TSWEB uptime is 50 minutes
System returned to ROM by power-on
"System image file is "flash:c2800nm-advsecurityk9-mz.124-11.T.bin

This product contains cryptographic features and is subject to United States

.and local country laws governing import, export, transfer and use

Delivery of Cisco cryptographic products does not imply third-part y authority

to import, export, distribute or use encryption. Importers, exporters, distributors
.and users are responsible for compliance with U.S. and local country laws

.By using this product you agree to comply with applicable laws and regulations

.If you are unable to comply with U.S. and local laws, return this product immediately

:A summary of U.S. laws governing Cisco cryptographic products may be found at
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

.If you require further assistance please contact us by sending email to export@cisco.com

.Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory
Processor board ID FTX1014A34X

FastEthernet interfaces 2

terminal line 1

Virtual Private Network (VPN) Module 1

(cisco Wireless LAN Controller(s 1

.DRAM configuration is 64 bits wide with parity enabled
.239K bytes of non-volatile configuration memory
(62720K bytes of ATA CompactFlash (Read/Write

Configuration register is 0x2102

\WLCM 4dl> sl%,¥ service-module wlan-controller slot/port status ,oVl ,laol 48

2800-ISR-TSWEB#service-module wlan-controller 1/0 status
Service Module is Cisco wlan-controllerl/0

Service Module supports session via TTY line 66

Service Module is in Steady state

..Getting status from the Service Module, please wait

Cisco WLAN Controller 3.2.116.21

62>9)l laws 83lel wlsla> 51, service-module wilan-controller 1/0 statistics ,oVI laol Loyl cliSoy
\WLCM J éddaoil

2800-ISR-TSWEB#service-module wlan-controller 1/0 statistics
:Module Reset Statistics
CLI reset count = 0
CLI reload count =
Registration request timeout reset count =
Error recovery timeout reset count =

B~ O O O

Module registration count =

ol 13 5 (Y jasy 9



Router#service-module wlan-controller 4/0 status
Service Module is Cisco wlan-controller4/0
Service Module supports session via TTY line 258
Service Module is trying to recover from error
Service Module status is not available

:0r this

Router#service-module wlan-controller 1/0 status
Service Module is Cisco wlan-controllerl/0
Service Module supports session via TTY line 66
Service Module is failed

Service Module status is not available

alSinoll 038 OLiSiwY duall saclwall 5,0 Al> il 50291 8 dlSine Uazdl 138 1,9 cuudl oS, 28
in 49 ac> wl>l .cisco go pllo asc bl ol gl il ;TAC dl> wxis in order to . _Slo| JSin le>Nolg
.cisco TAC Jl sl order to

WLCM JI _le dogleo 1S cualiw] in order to ol sysinfo Lol )0l

Cisco Controller) >show sysinfo)

Manufacturer's Name. . . .o v vt it ittt et et et et eeeeeenn Cisco Systems, Inc
Product Name. . ..ottt ettt ettt e ettt e e eeeeeen Cisco Controller
Product VerSioN....cceeeceeececccccccccccceaccsacss 3.2.116.21

RTOS VeESI0M . vttt ittt e e e e et e e e e e e e e et e e e e 3.2.116.21
Bootloader VerSion. ... ...t tineeeneeenenennn 3.2.116.21

=10 B T I L Y Y= DATA + WPS

System Name. . . .o it ittt ittt ettt e e WLCM

.................................. System Location
................................... System Contact

System ObJeCtID. v v vttt ittt e et et e e e e 1.3.6.1.4.1.14179.1.1.4.5

I = Vo e Tl Y == 60.0.0.2

System Up Time. . . .v vttt ittt ettt ettt eeeeee e 0 days 0 hrs 39 mins 18 secs
Configured COUNETY ... v it ittt ettt e e eeeeeeenn United States

State of 802.11b Network......... ... Enabled

State of 802.11la Network......... ... Enabled

NUMber Of WLANS. & vt ittt ettt e e e e e ettt e e e eeeenn 1

3rd Party Access Point Support................... Disabled

Number of Active Clients..........uiiiiiennnnnn 0

20loVl Jlaw g9 oS5 alles 9 wluxaill el,ob pods oS

sSs plleo plaziwly (aol,isYl olslaedl I lagall éslel a2y 91) _JoVl 6,all WLCM (055 pois losic
13 e Jlio UL ladg .o liyeSill e olxmuail el,>Y plisall- olasiw] ps CLI

699 il i = U331 (JWI oYl azg0 (5 .axuad J9dumall paiuall 5, @dmin Js| e Yay L
i Ll adlanll J| oliadl g, .J5o]

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

System Name [Cisco_e8:38:c0]: adminn

.The user enters adminn instead of admin ---!

- :(Enter Administrative User Name (24 characters max


//www.cisco.com/en/US/support/tsd_contact_technical_support.html

.- In order to make the corrections, the user enters ---!

System Name [Cisco_e8:38:c0] (31 characters max): admin
The user 1s agaln prompted for the system name and !--- then enters the correct system name ---!
.admin

WLCM =i o5 - ISR WLCM g Lightweight giogll 9 Jawooll blés Jixuwi o0 Y
o uf obleady

Ol WLCNM 138 .dumo oblgin NM-AIR-WLC6-K9=WLCMsg9 NM-AIR-WLC6-K9 ;> piy
Sl sl 22 9 2006 blui/ ulud 1 G aisiv e s sl g il .cisco/Airespace APs o (§xo 0g5s Y
pac dcuall e éslgill ¢ s WLCNM 6)-@>,i Ul dauall oblgid] guuy guvaill ddoe Jind o8y o) 2006
Jeadl/ GVl plaiasV1 9 LWAPP I 6aiiall (APS) Jguogll blas Jind JI 58 low (RSA zlias  glas
WLCNM JI

(LAN) dd=oll aSuidl , 9 aSxill 62>9 aSwi dulaaill 6a>0)l poéi ¥ - FN - 62379 :, slauo Hlei] JI &)l
Clogleall o a0 e Jouaxl) o,psll a9 ,; - Cisco/Airespace 10 Jawogll bl go a95Laall aSlwWI

6 5liall aSuil) ddnaidl 82>9)l elizl o)1 JI a8loYl . Jyadl J=JI e 1id Jaxl leil sgixy oVl 13D Jo>
W P P P RV Y

- (WLCM) daSLwMI ddxall aSuill 6,151 go Lightweight gioell 8 Jewogll blés Jauwi o ¥
Uhﬂ|Ch§9 ] - !

2315 plaziwY WLCM (1055 oS 91 Loy lliy plall Sy .asi by pliadl ed9 pladiwl, WLCM (055 oz,
62>9 go Juill, pois ¥ Lightweight giog)l 5 Jsosl blas o1 &ply cdgll s aiy o) 131 .NTP

89 JB5sk s pi (CLI LoloVl Jlaw dg>ly alles (8 (WLCM) aSLwll ddxall dSaill Lo aSxll
izl Alal 038 5w «e8lly &l L pis @) 3] .asy, by plaill

Warning! No AP will come up unless the time is set
.Please see documentation for more details

:b9y wdell Sy WLCM CLI in order to JI (o ol 13® &)l

<Cisco Controller) >config time manual <MM/DD/YY> <HH:MM:SS)

1o NTP Jl Josiay ol WLCM JI col a0 o) ol 13D a0l

<config time ntp server <index> <IP Address

WLCM J ,9,0)l aalS 515 jiw|

WLCM Lo 6sle] (@ WLCM JI Jg>al 69l asylall o8 WLCM JI Jg3al 59 50)l dalS asai losic

aSuill 9 pSill 659 e JolSUL (uoSill uss 6kl Lyl sy 1399 .awol,i8Yl whbslacyl JI s 31 6,50
gladl o eSS wyg (WLCM) Sl dlzall

e Jgaxl awsl 9Vl bl J| (WLCM) aSLuWI ddxall dSuill S a5l 619 lawo sslel JI g
guasll ohslacl Lle (WLCM) aSLoMIl ddxall daidl (3 pSxill 6159 lays 6slel das Jo> ologles
ol sVl

CiSCO (50 (WLCM) aSLuwMI dylall aSuiill S aSill 5334 dols LED olubigo
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‘=09 cisco WLCM LEDs JI dglb [3® >ax,

siso S|
6,515 aslla,
CompactF Ol
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o
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SV

: ol

Y :
wewoly
0,95i0
.a>goll
aslall ,94i
eSSl

22l 330) culdl 2ol &b 5 b

il aiss Lo il 13D 2 iy .8 il dlae e 5585 il elasVI Las, @8skas diSey @il dloc clil
Sl 62>9 @9 59 ellasVl Al aasSy Uzl

2315 S 13] 04 Uzl @, Lals —TFTP o35 o ) 2290 Y-dsno il cladsill olale Jas Jaiud -
3l e TRTP doas ouSai pi 13 o ozl gé o e TFTP
Liali— Jail Jolg2] piy .walall Lle jotell aiy ) paldl oo Uas - doro il cladsill olale Jas Jaid -
Uzl 13 e claall . TFTP ool _uiol,idVl JJal (8 59290 e OS calo oS I3] 038 Uazdl alu,
TFTP e e oLVl JJall I 6,00l calo gl
TFTP o513 8 alSine JUd 655 boaic Uasl 1id ks —ladsall 6,513l (3 oussull elsl TFTP Jisd -
JUd .aalise TFTP o315 bl placiw] el liSay Ll olaloll px> le > o TFTP polg3 Las,
5laoYI TFTPD32 0515 placiuwly Cisco _uogs 6,91l dslxall TFTP o315 daclue wlgsl o aasll
13® TFTP o3> Jyju TETPD32 J| &>, .TFTP 2.0
Jlois| Jligd (a0l &5 gls agy ax>b jue Jlj Y e 15l—aallb 6 9.0l o 9l caiill ,,L..@i_,p.\-.-,x.-_,;.
6acbluall _usidll Cisco acn Juwail .aall 6,0:a)l oS5 ol
o0 3o Lle Jouaxll Cisco o (WLAN) aSLuwMI ddsall dSuill 8 aSxill 8159 a0l a5 g1,
(WLCM) aSLuwMI dylxall aSaidl 5 oSl 6229 e culdl goll ad 55 dass Jo> ologleall

CDP ;805 ,S0s Y

0i® gl ISR 3750 _lc cuioll WLCM _le (Cisco (CDP GlisST JoSg59, s paskimall o,Say ¥
&l |

Cisco Controller) >show cdp neighbors)
CDP is not enabled %

Lot @Al )l 038 s 1w Y ais)g .CDP .S config cdp enable oVl pasiuwoll jua,

Cisco Controller) >show cdp neighbors)
CDP is not enabled %
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dcxoall &Ll LAN dSeiv 8 pSill 6359 0l oo pé )l e .id CSCSgB7615 5 CISCO wany 130
4.0.206.0 _3 13id J> pi .0id aSxill 6a3>g) 6,9gi0 CDP CLI olgi o VI (CDP JsSsig 0 pcx ¥ 3750G

209l 9 Jowoll blas Jowwid IP a5 éslel JgSg59 49 IP acluws glgic olol pasiwl
(WLCM) aSLuMI duoll dSuid] 6,15] 2o Lightweight

(Lightweight (LAP gl _$ Jawgll dais _lc csall oo (WLCM) aSlwMl dyxall aSuidl 6,15 go
i I g2 1309 .axc,all IP aSuiv ¢y JMS oo (WLCM) Sl dylxall dSuidl LS aSxadl 629 LS|

290 JSuw Lightweight giogll (9 Jewogll dlasi (955 LaS9 ISR o Lalil sgimall e WLCM JolSS
chled el e ol IP &S co Sl el a5 ciS 3] (80> awogi Lol (;@9) dalizo due )9 IP &S e
.ip forward-protocol udp 12239 ip assistant-address ,»l9l |0l

Jio il 13® 098y ol v - Jaixo IP eu slol 1 i 91 azgi 6316l 98 LoloVl 03 o Lol (ple iy
alasi) (WLC) aSLwWI dlxall aSuil (9 aSxill 62>9 dylxiaw] o0 S u8lS WLC 6,15] dg=ly I aggi9

(Lightweight (LAP gog)l _9 Jeosl

w9 (g Lightweight gogll 9 Jgogll alas; Jwogi pi il dg=>loJl o ip helper-address _,Alnl Qio
(WLC) aSlwMI ddxall éSuuidl 9 oSl juaic 6,5 dg=l9 _JI ip helper-address oVl i ol

<ip helper-address <Management Interface of the WLC

.ple 19S5 ol o ip forward-protocol oYl

ip forward-protocol udp 12223

Le>MNolg WLCM elas | OLiSiwl olol

JsSsis WLCM JI ey, in order to clasiwl galoiwy el ol debug JI puud 13 9,
: a8l 81>9 2o Lightweight giog)l 9 Jouwogll blis Juouws oo saxill ellasV aunas olgl

9 pSxill 6a>9 go Lightweight giogll (8 Jowogll bla Juuws o $8xill 010 sllasVl auai jolgl paziwl
(WLCM) aSLwMI dyl=oll aSouidl

.uppertap}dl J MAC 9lie guuai JSuin—<xXXXXXEXX:XX wlgie MAC <AP-MAC ulsic laa, -
Lozl Jilw,9 LWAPP &las ellas] quuas ou08i p98,—debug Iwapp events enable -
0Vl g 6)bY adasidl 1>9)l ellas] xuuas ¢sSi pos,—debug pm pki enable -

:WLCM J| go J=uy upper}lap}Jl loaic ,ol enable &> debug lwapp JI oo zls] Jio i

Mon Mar 12 16:23:39 2007: Received LWAPP DISCOVERY REQUEST from AP 00:0b:85:51:5a:e0
'to 00:15:2c:e8:38:c0 on port 'l

Mon Mar 12 16:23:39 2007: Successful transmission of LWAPP Discovery-Response to
AP 00:0b:85:51:5a:e0 on Port 1

Mon Mar 12 16:23:52 2007: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0 to
'00:15:2c:e8:38:c0 on port 'l

Mon Mar 12 16:23:52 2007: LWAPP Join-Request MTU path from AP 00:0b:85:51:5a:e0
is 1500, remote debug mode is 0

Mon Mar 12 16:23:52 2007: Successfully added NPU Entry for AP 00:0b:85:51:5a:e0
:index 49)Switch IP: 60.0.0.3, Switch Port)

,intIfNum 1, vlanId 0 AP IP: 10.77.244.221, AP Port: 5550 ,12223
next hop MAC: 00:17:94:06:62:98

Mon Mar 12 16:23:52 2007: Successfully transmission of LWAPP Join-Reply to
AP 00:0b:85:51:5a:e0



Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 1
Mon Mar 12 16:23:53 2007: Received LWAPP CONFIGURE REQUEST from AP 00:0b:85:51:5a:e0
to 00:15:2c:e8:38:c0
-- Mon Mar 12 16:23:53 2007: Updating IP info for AP 00:0b:85:51:5a:e0
static 0, 10.77.244.221/255.255.255.224, gtw 10.77.244.220
Mon Mar 12 16:23:53 2007: Updating IP 10.77.244.221 ===> 10.77.244.221 for
AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: spamVerifyRegDomain RegDomain set for slot 0 code 0
regstring -A regDfromCb -A
Mon Mar 12 16:23:53 2007: spamVerifyRegDomain RegDomain set for slot 1 code 0
regstring -A regDfromCb -A
Mon Mar 12 16:23:53 2007: spamEncodeDomainSecretPayload:Send domain secret
WLCM-Mobility<bc,73,45,ec,a2,c8,55,ef,14,1e,5d,99,75,£2,£9,63,af,74,d9,02> to
AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Config-Message to
AP 00:0b:85:51:5a:e0
'Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB
'Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB
Mon Mar 12 16:23:53 2007: AP 00:0b:85:51:5a:e0 associated. Last AP failure was due to
AP reset
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event
Response to AP 00:0b:85:51:5a:e0
IMon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 0
Mon Mar 12 16:23:53 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event
Response to AP 00:0b:85:51:5a:e0
IMon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 1
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0

‘WLCM JI go J=uw upperilap}Jl boaic ol debug pm pki enable JI ,» el Jbo L

Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: locking ca cert table
Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: calling x509_alloc() for user cert
()Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: calling x509_decode
,Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: <subject> C=US, ST=California
,L=San Jose, O=airespace Inc, CN=000b85515ael
MATILTO=support@airespace.com
,Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: <issuer> C=US, ST=California
,L=San Jose, O=airespace Inc, OU=none, CN=ca
MATILTO=support@airespace.com
Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: Mac Address in subject is
00:0b:85:51:5a:e0
.Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: Cert is issued by Airespace Inc
<Mon Mar 12 16:30:40 2007: sshpmGetCID: called to evaluate <bsnDefaultCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert
Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: called to get cert for CID 2816f436
Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 1, certname
>bsnDefaultRootCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 2, certname
>bsnDefaultCaCert<
()Mon Mar 12 16:30:40 2007: ssphmUserCertVerify: calling x509_decode



Mon Mar 12 16:30:40 2007: ssphmUserCertVerify: failed to verify AP cert
>bsnDefaultCaCert<

<Mon Mar 12 16:30:40 2007: sshpmGetCID: called to evaluate <bsnOldDefaultCaCert

Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, CA cert

>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: called to get cert for CID 226b9636

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultCaCert<

()Mon Mar 12 16:30:40 2007: ssphmUserCertVerify: calling x509_decode

Mon Mar 12 16:30:40 2007: ssphmUserCertVerify: user cert verfied using
>bsnOldDefaultCaCert<

:(Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: ValidityString (current
2007/03/12/16:30:40

,Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: AP sw version is 0x3027415
.send a Cisco cert to AP

<Mon Mar 12 16:30:40 2007: sshpmGetCID: called to evaluate <cscoDefaultIdCert

>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 3, CA cert >bsnDefaultBuildCert
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 4, CA cert
>cscoDefaultNewRootCaCert<

>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 5, CA cert >cscoDefaultMfgCaCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, ID cert >bsnOldDefaultIdCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 1, ID cert >bsnDefaultIdCert
>Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 2, ID cert >cscoDefaultIdCert
()Mon Mar 12 16:30:40 2007: sshpmGetCertFromHandle: calling sshpmGetCertFromCID
with CID 0x15b4dc76e

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: called to get cert for CID 15b4dc76e

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 1, certname
>bsnDefaultRootCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 2, certname
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 3, certname
>bsnDefaultBuildCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 4, certname
>cscoDefaultNewRootCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 5, certname
>cscoDefaultMfgCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetCertFromCID: comparing to row 1, certname
>bsnDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetCertFromCID: comparing to row 2, certname
>cscoDefaultIdCert<

Mon Mar 12 16:30:44 2007: ssphmPublicKeyEncrypt: called to encrypt 16 bytes

Mon Mar 12 16:30:44 2007: ssphmPublicKeyEncrypt: successfully encrypted, out is 192 bytes
Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: called to encrypt 196 bytes

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: called to get key for
CID 15bdc76e

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 0, certname
>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 1, certname
>bsnDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 2, certname
>cscoDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: match in row 2

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: calling RSA private_encrypt
with 196 bytes

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: RSA_private_encrypt returned 256

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: encrypted bytes: 256



:onoll @83k oo gasal) el VI auuas yolgl
:\WLCM _lc g8gio o oS )l @85Lan Joc o axill 01 elasVl auuar jol9l paciuwl

AAA Jilu) 2o clas] xouas JSuiv—debug aaa all enable -

bl o0 Al le> clasl aanas (105 po2, —debug pem state enable -

dwbadl oo Slasl cllas] quuas ¢usSi poi,—debug pem events enable -

olaghill oLl ellasi uas 9Si pos,—debug pm ssh-appgw enable -

top ixdles dwlull 6,15] cllasi 2ouai oSy pgs,—debug pm ssh-tcp enable -
Lol laway 138 Jasy oo ol> 5 due 1

Cisco Controller) >debug aaa all enable)

User userl authenticated
ac:e6:57 Returning AAA Error 'Success' (0) for mobile 00:40:96:ac:e6:57:00:40:96
AuthorizationResponse: Oxbadff97c

structureSize. .. ... e 70

resultCode. . ..ttt e e e e e 0

protocolUsed. . ...ttt e e e 0x00000008

ProxyState. . .o e e 00:40:96:AC:E6:57-00:00

:Packet contains 2 AVPs
(AVP[01l] ServiCe—TyD . it ittt ettt ettt et eeeeeeeeeenn 0x00000001 (1) (4 bytes
(AVP[02] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes

ac:e6:57 Applying new AAA override for station 00:40:96:ac:e6:57:00:40:96
,ac:e6:57 Override values for station 00:40:96:ac:e6:57 source: 48:00:40:96
valid bits: Oxl gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
:dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1 vlanIfName: '', aclName
ac:e6:57 Unable to apply override policy for:00:40:96
station 00:40:96:ac:e6:57 - VapAllowRadiusOverride is FALSE

AccountingMessage Accounting Start: 0xa62700c

:Packet contains 13 AVPs

(AVP[01l] USEr-NamMe . . v vttt ittt ettt e et te et eeeeaen userl (5 bytes

(AVP[02] NasS-POrt ...ttt ettt et et eeeeeenn 0x00000001 (1) (4 bytes

(AVP[03] Nas-Ip-AddresSS. .. u vttt tenteeeeeennenns 0x0addf4d2 (172881106) (4 bytes
(AVP[04] NAS-Identifier........c..ouiiiiiiiinnnnnn. 0x574c4331 (1464615729) (4 bytes
(AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes

(AVP[06] Acct-Session-TId. . .....uui e ennnnnn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes
(AVP[07] Acct-Authentic.......... ..., 0x00000002 (2) (4 bytes

(AVP[08] TUNNEl-TyD . ¢ it ettt ettt et e e et e e eeeeeenn 0x0000000d (13) (4 bytes
(AVP[09] Tunnel-Medium-Type. ... v v eeeennnnn. 0x00000006 (6) (4 bytes

(AVP[10] Tunnel-Group-Td........uuiiiimmeennnnnn. 0x3330 (13104) (2 bytes

(AVP[11l] Acct-Status—-TyPe. .. i ittt ittt tiiieeennn. 0x00000001 (1) (4 bytes

(AVP[12] Calling-Station-Id.........ouiuuuueeenenn.. 10.0.0.1 (8 bytes

(AVP[13] Called-Station-Id........uuuiiiiieennennn. 10.77.244.210 (13 bytes

:when web authentication is closed by user

< (Cisco Controller)

AccountingMessage Accounting Stop: 0xa627c78
:Packet contains 20 AVPs

(AVP[01l] USEr-NamMe . . s vttt ittt et ettt e ettt eeeeaen userl (5 bytes

(AVP[02] NasS-POrt ...ttt ittt et eee e 0x00000001 (1) (4 bytes

(AVP[03] Nas-Ip-AddresSsS. .. u vttt tenteeaeeennennn 0x0addf4d2 (172881106) (4 bytes
(AVP[04] NAS-Identifier........c..iuiiiiiiiinnnnnn. 0x574c4331 (1464615729) (4 bytes
(AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes

(AVP[06] Acct-Session-TId.......uuiiiimiueennnnnn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes



(AVP[07] Acct-Authentic.......... ... 0x00000002 (2) (4 bytes
(AVP[08] TUNNELl - Ty . v v vttt et e e e e ettt e e eeeeaenn 0x0000000d (13) (4 bytes
(AVP[09] Tunnel-Medium-TyPe. ...t vt eeeeeenennn. 0x00000006 (6) (4 bytes
(AVP[10] Tunnel-Group-Id... ... ..ot nnnnennnn. 0x3330 (13104) (2 bytes
(AVP[11l] Acct-Status-TypPe. . vt it ittt eieenennn 0x00000002 (2) (4 bytes
(AVP[12] Acct-Input-Octets....... ... 0x0001820e (98830) (4 bytes
(AVP[13] Acct-Output-Octets..........civiiuenonn. 0x00005206 (20998) (4 bytes
(AVP[14] Acct-Input-PacketsS........ . eunnnn. 0x000006ee (1774) (4 bytes
(AVP[15] Acct-Output-Packets.........coiiiiienn.. 0x00000041 (65) (4 bytes
(AVP[16] Acct-Terminate-Cause..........ouueeuenenn. 0x00000001 (1) (4 bytes
(AVP[17] Acct-Session-Time.........c.iuiiuenenn. 0x000000bb (187) (4 bytes
(AVP[18] Acct-Delay-Time. .. ... tutmemmeeeeeeennnn. 0x00000000 (0) (4 bytes
(AVP[19] Calling-Station-Id.........ouuueueeenennn. 10.0.0.1 (8 bytes

(AVP[20] Called-Station-Id........c.uiiiieunenenn. 10.77.244.210 (13 bytes

Cisco Controller) >debug pem state enable)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
(WEBAUTH_REQD (8) Change state to START (0

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
(START (0) Change state to AUTHCHECK (2

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
(AUTHCHECK (2) Change stateto L2AUTHCOMPLETE (4

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
(L2AUTHCOMPLETE (4) Change state to WEBAUTH_REQD (8
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
(START (0) Change state to AUTHCHECK (2

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
(AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
(L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
(WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14
Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
(WEBAUTH_NOL3SEC (14) Change state to RUN (20

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
(START (0) Change state to AUTHCHECK (2

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
(AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
(L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
(START (0) Change state to AUTHCHECK (2

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
(AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
(L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
(DHCP_REQD (7) Change stateto RUN (20

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
(START (0) Change state to AUTHCHECK (2

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
(AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
(L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7

Fri Mar 2 16:28:34 2007: 00:16:6f:6e:36:2b 30.0.0.2
(DHCP_REQD (7) Change stateto WEBAUTH_REQD (8

Cisco Controller) >debug pem events enable)
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

START (0) Initializing policy
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1



L2AUTHCOMPLETE (4)Plumbed mobile LWAPP rule on AP 00:0b:85:5b:fb:d0
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

WEBAUTH_REQD (8)

Adding TMP rule

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Replacing Fast Path rule
,type = Temporary Entry on AP 00:0b:85:5b:fb:d0,

,interface =
Jumbo Frames = NO, 802.1P = 0, DSCP = 0,

(WEBAUTH_REQD (8) Successfully plumbed mobile rule
Fri Mar 2 16:31:06 2007: 00:40:96:ac:

WEBAUTH_REQD (8) Deleting mobile

Fri Mar 2 16:31:06 2007: 00:40:96:
Adding Web RuleID 28 for mobile 00:40:96:
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57

1 ACL

slot O
Id = 255

TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

e6:57

(ACL ID 255

10.0.0.1

policy rule 27

WEBAUTH_REQD (8)Adding

Fri Mar 2 16:31:06 2007: 00:40:96:ac:

WEBAUTH_REQD (8)ReplacingFast Path rule type =
,on AP 00:0b:85:5b:fb:d0, slot 0, interface =
Jumbo Frames = NO, 802.1P = 0, DSCP = 0,

(WEBAUTH_REQD (8)Successfully plumbed mobile rule

e6:57

1 ACL

ac:e6:57
ac:e6:57
10.0.0.1
TMP rule
10.0.0.1

Temporary Entry

Id = 255

TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

(ACL ID 255

.Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Removed NPU entry
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8

:DHCP alac o gaxill clasVl aouas olsl

:0313Jlg DHCP Jsoc alnisl o0 $axxill 038 elasVl auuai jol9l paciwl

1> a8l,al9 DHCP Juac dasiuil Jo> eVl auas wlogles o ,2,—enable aluw, debug dhep -

DHCP 45>

.DHCP dso ;> sgise wlogles o ,2,—enable loy, debug dhcp -

ol loway 13D 0 2ls] due Ld

Cisco Controller) >debug dhcp message enable)

ac:e6:57 dhcp option len,including the magic cookie = 64:

ac:e6:57 dhcp option: received DHCP REQUEST msg:

ac:e6:57 dhcp option: skipping option 61, len 7:

ac:e6:57 dhcp option: requested ip = 10.0.0.1:

ac:e6:57 dhcp option: skipping option 12, len 3:

ac:e6:57 dhcp option: skipping option 81, len 7:

(ac:e6:57 dhcp option: vendor class id = MSFT5.0 (len 8:

ac:e6:57 dhcp option: skipping option 55, len 11:

ac:e6:57 dhcpParseOptions: options end, len 64, actual 64:

ac:e6:57 Forwarding DHCP packet (332 octets)from 00:40:96:ac:e6:57:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

.packet received on direct-connect port requires forwarding to external DHCP server

Next-hop is 10.0.0.
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

ac:e6:57 dhcp option len, including the magic cookie = 64:
ac:e6:57 dhcp option: received DHCP ACK msg:
ac:e6:57 dhcp option: server id = 10.0.0.50:

ac:e6:57 dhcp option: lease time (seconds) =86400:
ac:e6:57 dhcp option: skipping option 58, len 4:
ac:e6:57 dhcp option: skipping option 59, len 4:
ac:e6:57 dhcp option: skipping option 81, len 6:
ac:e6:57 dhcp option: netmask = 255.0.0.0:
ac:e6:57 dhcp option: gateway = 10.0.0.50:

ac:e6:57 dhcpParseOptions: options end, len 64, actual 64:

50

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

96
96
96
96
96
96
96
96
96
96

96
96
96
96
96
96
96
96
96
96

Cisco Controller) >debug dhcp packet enable)



:Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet

,Client 00:40:96:ac:e6:57 DHCP Op: BOOTREQUEST (1), IP len: 300

switchport: 1, encap: 0xec03

,Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: dhcp request

,client: 00:40:96:ac:e6:57: dhcp op: 1, port: 1, encap 0Oxec03

0ld mscb port number: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Determing relay for 00:40:96:ac:e6:57
,dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50

dhcpRelay: 10.0.0.10 VLAN: 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Relay settings for 00:40:96:ac:e6:57
,Local Address: 10.0.0.10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0.50

VLAN: 30, port: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP REQUEST msg
,Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREQUEST

htype: Ethernet,hlen: 6, hops: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: O
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, yiaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 10.0.0.10
,Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP request to 10.0.0.50

len 350, switchport 1, vlan 30

:Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet

,Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300

switchport: 1, encap: 0Oxec00

,Fri Mar 2 16:06:35 2007: DHCP Reply to AP client: 00:40:96:ac:e6:57

frame lend4l2, switchport 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP ACK msg
,Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREPLY, htype: Ethernet
hlen: 6, hops: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: O
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 server id: 1.1.1.1

rcvd server id: 10.0.0.50

TFTP &5 oo inxll ellasVl e ol

oo aSbwMl ddxoll aSuidl pSxi 62>9 wlly 6acld JI d,6:all Jilw JI oMuw Lo 42, —show msglog -
Jtall 6 diogall Jilu )l o,e clio wllagw Y531 15 (o st Jld o5 13| .Cisco
a8 3l ol Jadl elasl aumuas (oS ooy — debug transfer trace -
:debug transfer trace ol _lc Jlo _L lad9

Cisco Controller) >debug transfer trace enable

Cisco Controller) >transfer download start)

o T TFTP

[0 o= T RV Y=Y Code

TEFTP Server IP. ...ttt ittt it ettt ettt 172.16.1.1

TFTP Packet Timeout..........c..oiiiiiiinnnennn. 6

TFTP Max Retries......... it 10

A = == i o d:\WirelessImages

TFTP Fillename. . ...ttt ittt et ettt et eieeenn ATR-WLC2006-K9-3-2-78-0.aes

.This may take some time

Are you sure you want to start? (y/n) vy

.Mon Feb 13 14:06:56 2006: RESULT_STRING: TFTP Code transfer starting
Mon Feb 13 14:06:56 2006: RESULT_CODE:1

.TFTP Code transfer starting



Mon Feb 13 14:06:59 2006: Still waiting! Status = 2

Mon Feb 13 14:07:00 2006: Locking tftp semaphore, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore locked, now unlocking, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore successfully unlocked, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:02 2006: Still waiting! Status =

Mon Feb 13 14:07:05 2006: Still waiting! Status =

Mon Feb 13 14:07:08 2006: Still waiting! Status =

Mon Feb 13 14:07:11 2006: Still waiting! Status =

Mon Feb 13 14:07:14 2006: Still waiting! Status =

Mon Feb 13 14:07:17 2006: Still waiting! Status =

/Mon Feb 13 14:07:19 2006: tftp rc=0, pHost=172.16.1.1 pFilename=d:\WirelessImages
ATIR-WLC2006-K9-3-2-78-0.aes pLocalFilename=/mnt/download/local.tgz

/Mon Feb 13 14:07:19 2006: tftp = 6, file_name=d:\WirelessImages
AIR-WLC2006-K9-3-2-78-0.aes, ip_address=172.16.1.1

(Mon Feb 13 14:07:19 2006: upd_get_code_via_tftp = 6 (target=268435457

.Mon Feb 13 14:07:19 2006: RESULT_STRING: TFTP receive complete... extracting components
Mon Feb 13 14:07:19 2006: RESULT_CODE:6

.TFTP receive complete... extracting components

Mon Feb 13 14:07:20 2006: Still waiting! Status = 2

Mon Feb 13 14:07:23 2006: Still waiting! Status =1

Mon Feb 13 14:07:23 2006: Still waiting! Status =1

Mon Feb 13 14:07:23 2006: Still waiting! Status =1

.Mon Feb 13 14:07:25 2006: RESULT_STRING: Executing init script
.Mon Feb 13 14:07:25 2006: RESULT_STRING: Executing backup script

.Executing backup script

Mon Feb 13 14:07:26 2006: Still waiting! Status = 2

Mon Feb 13 14:07:29 2006: Still waiting! Status =1

.Mon Feb 13 14:07:31 2006: RESULT STRING: Writing new bootloader to flash disk

.Writing new bootloader to flash disk
Mon Feb 13 14:07:32 2006: Still waiting! Status = 2
.Mon Feb 13 14:07:33 2006: RESULT_STRING: Executing install_bootloader script

.Executing install_bootloader script

Mon Feb 13 14:07:35 2006: Still waiting! Status = 2

.Mon Feb 13 14:07:35 2006: RESULT_STRING: Writing new RTOS to flash disk
.Mon Feb 13 14:07:36 2006: RESULT_STRING: Executing install_rtos script
.Mon Feb 13 14:07:36 2006: RESULT STRING: Writing new Code to flash disk

.Writing new Code to flash disk

Mon Feb 13 14:07:38 2006: Still waiting! Status 2

Mon Feb 13 14:07:41 2006: Still waiting! Status =1

.Mon Feb 13 14:07:42 2006: RESULT_STRING: Executing install_code script

.Executing install_code script

Mon Feb 13 14:07:44 2006: Still waiting! Status = 2

Mon Feb 13 14:07:47 2006: Still waiting! Status =1

.Mon Feb 13 14:07:48 2006: RESULT_STRING: Writing new APIB to flash disk

.Writing new APIB to flash disk
Mon Feb 13 14:07:50 2006: Still waiting! Status = 2

.Mon Feb 13 14:07:51 2006: RESULT_STRING: Executing install_apib script

.Executing install_apib script

Mon Feb 13 14:07:53 2006: Still waiting! Status = 2
Mon Feb 13 14:07:53 2006: Still waiting! Status =1
Mon Feb 13 14:07:53 2006: Still waiting! Status =1
Mon Feb 13 14:07:53 2006: Still waiting! Status =1
Mon Feb 13 14:07:53 2006: Still waiting! Status =1



.Mon Feb 13 14:07:54 2006: RESULT_STRING: Writing new APIB to flash disk
.Mon Feb 13 14:07:56 2006: RESULT_ STRING: Executing install_apib script

.Executing install_apib script
Mon Feb 13 14:07:56 2006: Still waiting! Status = 2
.Mon Feb 13 14:07:59 2006: RESULT_STRING: Writing new APIB to flash disk

.Writing new APIB to flash disk
Mon Feb 13 14:08:00 2006: Still waiting! Status = 2
.Mon Feb 13 14:08:00 2006: RESULT_STRING: Executing install_apib script

.Executing install_apib script

Mon Feb 13 14:08:03 2006: Still waiting! Status = 2

.Mon Feb 13 14:08:03 2006: RESULT_STRING: Writing new Cert-patch to flash disk

.Mon Feb 13 14:08:03 2006: RESULT_STRING: Executing install_cert_patch script

.Mon Feb 13 14:08:03 2006: RESULT_STRING: Executing fini script

.Mon Feb 13 14:08:04 2006: RESULT_STRING: TFTP File transfer is successful

.Reboot the switch for update to complete

Mon Feb 13 14:08:06 2006: Still waiting! Status = 2

Mon Feb 13 14:08:08 2006: ummounting: <umount /mnt/download/> cwd = /mnt/application
Mon Feb 13 14:08:08 2006: finished umounting

:802. 1X/WPA/RSN/PMK c8all ¢pi5l) ellasVl puui ol

Lol 138 (0 zlis] due Ud.802.1X clasVl ayas wlogleo Lo ,2,—debug dot1x all enable -

Cisco Controller) >debug dotlx all enable)

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_CALLING_STATION_ID(31) index=1

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_TIP_ADDRESS (4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_SERVICE_TYPE(6) index=7

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_FRAMED_MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT _TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

1111 ,.AAA EAP Packet created request = Oxbbdfe944

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

(Received EAP Attribute (code=1, length=24,id=1, dotlxcb->id =1
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00000000: 01 01 00 18 11 01 00 08 38 93 8c 47 64 99
...e1 d0 ........ 8..Gd

EAPUSER1 31 52 45 53 55 50 41 45 :00000010
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Skipping AVP (0/80) for mobile 00:40:96:ac:e6:57



Fri

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_USER_NAME (1) index=0
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_ CALLING_STATION_ID(31) index=1

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT CALLED_STATION_ID(30) index=2

Fri

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT NAS_PORT(5) index=3
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_IP_ADDRESS (4) index=4

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_IDENTIFIER(32) index=5

Fri

Fri

Fri

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT _VAP_ID(1l) index=6

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT SERVICE_TYPE(6) index=7
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT_FRAMED MTU(12) index=8
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_PORT_TYPE(61) index=9

Fri

Fri

Fri

trrr L UAAA
Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_EAP_MESSAGE (79) index=10
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ ATT_MESS_AUTH(80) index=11
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
EAP Packet created request = 0xbbdfe944
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57

Fri
(Received EAP Attribute

Fri Mar

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
(code=3, length=4,id=1, dotlxcb->id = 1

for mobile 00:40:96:ac:e6:57
23 21:35:01 2007: 00000000: 03 01 00 04

(Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57 Skipping AVP (0/80

Fri

Fri

for mobile 00:40:96:ac:e6:57

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_USER_NAME (1) index=0

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_ CALLING_STATION_ID(31) index=1

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT CALLED_STATION_ID(30) index=2

Fri

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT _NAS_PORT(5) index=3
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_IP_ADDRESS (4) index=4

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_IDENTIFIER(32) index=5

Fri

Fri

Fri

Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT VAP_ID(1l) index=6

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT SERVICE_TYPE(6) index=7
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT_FRAMED MTU(12) index=8
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT NAS_PORT_TYPE(61) index=9

Fri

Fri

Fri

trrr L UAAA
Fri

Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_EAP_MESSAGE (79) index=10
Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ ATT_MESS_AUTH(80) index=11
Mar 23 21:35:05 2007: 00:40:96:ac:e6:57
EAP Packet created request = 0xbbdfe944
Mar 23 21:35:05 2007: 00:40:96:ac:e6:57

AAA Message 'Success' received for mobile 00:40:96:ac:e6:57



o)l wilby auuai Ses—debug dot11 all enable -
oo el due ld.MAC ylgic ca> el dazlo wlogles o2, — <show client summary <mac -
ZJA||lE

Cisco Controller) >show client summary)

Number of ClientS. .... ittt eeteneennnn. 1
MAC Address AP Name Status WLAN Auth Protocol Port
ac:e6:57 AP0015.63e5.0c7e Associated 1 Yes 802.11la 1:00:40:96

do by Olegleo

Cisco (o aSLwMI LAN aSuis a8 82>9 jolol 22 40 -

Cisco 0 (WLAN) aSLuI aSuidl dSui oS5 82>9 6ju0 Ju> -

(WLCM) aSLwMI LAN aSuis oS5 62>9 (955 dbiol -

aSLuWI (LAN) ddall dSuidl a8 62>9) (ugll @83kas 13085 Jbio -

(WLC) aSLwMI dulxoll aSuidl 9 oSl ola>g e85 Jlio plasiwl EAP aéslas -
Cisco Systems - olaiiwally il acall -
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