
 HyperFlex ةحص نم ققحتلا ةادأ ليغشت
اقبسم هتيقرتو

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةيساسأ تامولعم

ةموعدملا HX ةمظنأ

همدختست ىتم

همدختست فيك

HX ثدحألا تارادصإلاو 4.5 رادصإلا

HX هلبق امو 4.0 رادصإلا

اهؤارجإ مت يتلا صحفلا تايلمع/تاجرخملا مهف

Hypercheck ةطساوب اهؤارجإ متي يتلا ققحتلا تايلمع

ةدتمملا دقع 4 تاذ ةعومجملا ماظن نم Hypercheck تاجرخمل جذومن

ةادألا تاجرخم ليلحت

ةيلاتلا تاوطخلا

CLI رماوأ

ةلص تاذ تامولعم

ةمدقملا

.ةادأ pre-upgrade و ةحص Hypercheck لا ضكري نأ ةيلمعلا ةقيثو اذه فصي

ةيساسألا تابلطتملا

تابلطتملا

cisco عوضوم اذه نم ةفرعم تنأ ىقلتي نأ يصوي:

HyperFlex•

ةمدختسملا تانوكملا

.PreUpgrade و Hypercheck Health ةادأ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش



ةيساسأ تامولعم

 HyperFlex ةمظنأ ىلع ةيقابتسإ ةيتاذ تاصوحف ءارجإب موقت ةدعاسم ةادأ نع ةرابع ةادألا هذه
 نم ققحتلا تايلمعب ةمئاق ةتمتأ ىلع ةادألا هذه دعاستو .اهتنورمو اهرارقتسا نامضل
 ةيقرتلا تايلمع ءانثأ تقولا ريفوتل HyperFlex ةمظنأ ىلع ةيقرتلا لبق امو ةحصلا
.HyperFlex ةينقت مادختساب ةنايصلاو

 متي ةادألا نأ امب .مادختسالا لبق امئاد ةادألا نم رادصإ ثدحأ ليزنتب مق :ةظحالم
 نادقف ىلإ يدؤي نأ نكمي قباس رادصإ مادختسإ نإف ،رركتم لكشب اهنيسحت
.ةمهم تاققحت

ةموعدملا HX ةمظنأ

•5.5 و 5.0 و 4.5 و 4.0 و 3.5 و 3.0 و 2.6 و 2.5 و 2.1 و 2.0 و HyperFlex - 1.8 تارادصإلا
•ةيسايقلا HyperFlex ةعومجم
•ةدتمملا HyperFlex ةعومجم



•(دقعلا 4 و دقعلا 3 و دقعلا يئانث) HyperFlex Edge Cluster ماظن
•VMWare ESXi ىلع HyperFlex ةعومجم ىلع طقف موعدم

 ةعومجم ىلع HyperCheck ليغشت ةيفيك لوح تامولعم ىلع لوصحلل :ةظحالم
HyperFlex HyperV، ةادأ ىلإ عجرا HyperCheck لبق ام ةلحرمو ةحصلا نم ققحتلل 
.HyperFlex - HyperV ةيقرتلا

همدختست ىتم

:يه ةيقرتلا لبق ام ةلحرمو HyperFlex ةحص نم ققحتلا ةادأ مادختسال ةلاعفلا تاقوألا

•HyperFlex تايقرت لبق
•اهدعبو ةنايصلا تاراطإ لبق HyperFlex ةمالس نم ققحتلا
•ةلطعملا صارقألا/صارقألا تاكرحم ديدحتل
•Cisco TAC عم لمعت امدنع
•تقو يأ يف يقابتسالا ةيامحلا صحف

https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html


همدختست فيك

HX ثدحألا تارادصإلاو 4.5 رادصإلا

 صاخلا IP مادختساب (SCVM) نيزختلا مكحت ةدحول يرهاظلا زاهجلاب SSH لاصتا أدبا .1 ةوطخلا
.HX ماظن ربع ليصوتلل كب صاخلا IP ناونع وهو ،(CMIP) ةعومجملا ماظن ةرادإب

 . hypercheck رمألا ذيفنتب مق .2 ةوطخلا
 

 

admin:~$ hypercheck

 

 
 .ESXi ب ةصاخلا رذجلا رورم ةملك لخدأو اهبلط دنع SCVM لوؤسم رورم ةملك لخدأ .3 ةوطخلا
 

 

admin:~$ hypercheck 
 
                  HX Health Check 4.5.0 
 
Please enter below info of HX-Cluster: 
Enter the HX-Cluster Root Password: 
Enter the HX-Cluster Admin Password: 
Enter the ESX Root Password:

 

 
HX هلبق امو 4.0 رادصإلا

 تانيسحتلا رخآ نمضتت ةخسن ثدحأ ىلع لصحا .Cisco Github Devnet باسح نم Hyperflex-Hypercheck.zip ليزنت .1 ةوطخلا

.تاثيدحتلاو

https://github.com/CiscoDevNet/Hyperflex-Hypercheck
https://github.com/CiscoDevNet/Hyperflex-Hypercheck


 

 
 
 

.ةيلخاد تامولعمو تافلمو Cisco تاودأ ىلإ لوصولا نيلجسملا Cisco يمدختسمل طقف نكمي :ةظحالم

 
 



  

 
 
 

.Cisco Github Devnet باسح نم هليزنت مت يذلا يصنلا جمانربلا طقف مدختسأ :ةظحالم

 
 



.CMIP مادختساب SCVM ىلإ هليمحتب مق .2 ةوطخلا

.tmp/ ىلإ ليلدلا Hyperflex-Hypercheck.zip خسنل - scp/sftp/ftp/tftp - ةلضفملا كتقيرط مدختسأ

:MAC ىلإ ةبسنلاب

.(SCP لغشت تنأ ثيح نم دلجم هسفن لا يف نأ تدكأ Hyperflex-Hypercheck.zip) CLI نم SCP تزجنأ

# scp Hyperflex-Hypercheck.zip root@<scvm-eth0:mgmtip>:/tmp/.

.HyperFlex ليغشت رتفد - كيدل HX ةئيب يف ةعومجملا ماظن ةرادإب صاخلا IP ناونع ىلع فرعتلل رايخلا اذه مدختسأ

:Windows ليغشتلا ماظنل ةبسنلاب

:انه حضوم وه امك تافلملا لقنل رمألا اذه WINSCP مادختسإ كنكمي

https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html


.Hyperflex-Hypercheck.zip تايوتحم جارختسإ .3 ةوطخلا

 .ليلدلا tmp/ ىلإ رييغتللcd /tmp بتكا

 

 

root@SpringpathController7PVQWP6WV1:~# cd /tmp/

 

 

 .تافلملا تجرختسا unzip Hyperflex-Hypercheck.zip in order to بتكا

 

 

root@SpringpathController7PVQWP6WV1:/tmp# unzip Hyperflex-Hypercheck.zip  

Archive:  Hyperflex-Hypercheck.zip 

b61c59f7962b72902692ce70548ba3d760efdf06 

   creating: Hyperflex-Hypercheck/ 

  inflating: Hyperflex-Hypercheck/HXTool.py  

  inflating: Hyperflex-Hypercheck/LICENSE.txt  

  inflating: Hyperflex-Hypercheck/ReadMe.txt  

  inflating: Hyperflex-Hypercheck/TestInfo.txt  

  inflating: Hyperflex-Hypercheck/prettytable.py  

  inflating: Hyperflex-Hypercheck/progressbar.py  

root@SpringpathController7PVQWP6WV1:/tmp# 

 

 

.HXTool Python صن ذيفنتب مق .4 ةوطخلا



 .ليلدلا Hyperflex-Hypercheck ىلإ لقنتلل cd Hyperflex-Hypercheck بتكا

 

 

root@SpringpathControllerABCDE01234:/tmp# cd Hyperflex-Hypercheck

 

 

 .يصنلا جمانربلا ذيفنتل  python HXTool.py بتكا

 

 

root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck# python HXTool.py

 

 

 .اهبلط دنع SCVM رذج رورم ةملك لخدأ .5 ةوطخلا

 

 

Enter this information of HX-Cluster: 

Enter the HX-Cluster Root Password: 

Enter the ESX Root Password:

 



 

 
 
 

.اروف فقوتيو (CTRL+Z) حاتفملا مدختسأ ،يصنلا جمانربلا ذيفنت فاقيإل :ةظحالم

 
 

 10 و 3 نيب ام ذيفنتلا لامكإ قرغتسي .اهب ةصاخلا ققحتلا تايلمع ليغشتب HyperFlex-Hypercheck ةادأ موقت .6 ةوطخلا

.ةعومجملا ماظن يف ةعمجملا دقعلا ددع ىلع فقوتي اذهو ،قئاقد

:حضوم وه امك اهيقلت كنكمي .يصنلا جمانربلا تاجرخم نع ريرقت ىلع لوصحلا .7 ةوطخلا

 نم tar ةمزح ليزنت كنكمي ،كلذل .var/log/springpath  /tmp/Hyperflex-Hypercheck/و تحت فلملا Hypercheck Report tar ظفح متي

 يتلاو ،طقف اهليمحتو ةمظنألا معد ةمزح ءاشنإ كنكمي ،كلذ نم الدب .tmp/Hyperflex-Hypercheck/ وأ var/log/springpath/ تحت

.tar يبعشتلا رابتخالا ريرقت ىلع اضيأ يوتحت

.var/log/springpath/ :راسملا ىلإ هخسن متي HX_Report_2020_08_30_10_43_50.tar - ريرقتلل tar فلم لاثم



 .HyperFlex-Hypercheck ةادأ ةطساوب اهؤاشنإ مت يتلا تافلملا ةعجارمل ls -l | grep HX_Report بتكا

 

 

Under /var/log/springpath, 

 

root@SpringpathControllerABCDE01234:/var/log/springpath# ls -l | grep HX_Report 

-rw-r--r-- 1 root root 380K Sep 23 15:41 HX_Report_2020_08_30_10_43_50.tar 

root@SpringpathControllerABCDE01234:/var/log/springpath# 

 

Under /tmp/Hyperflex-Hypercheck, 

 

root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck# ls 

HX_Report_2020_08_30_10_43_50.tar prettytable.py HX_Report_2020_08_30_10_43_50 TestInfo.txt progressbar.py 

HXTool.py prettytable.pyc ReadMe.txt progressbar.pyc LICENSE.txt 

root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck# 

 

 

 :HyperCheck لجس ةمزح يف تالجسلاو تافلملا

 

 

root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck# ls HX_Report_2020_08_30_10_43_50/ 

HX_Tool_2020-08-30_10-43-50.log  

HX_Tool_Main_Report_2020-08-30_10-54-34.txt  

HX_Tool_Summary.json

 

 

.هعم هتكراشمو HX_YYYY_MM_DD_HH_MM_SS.tar TAC ريدصتب مق .8 ةوطخلا

 ليزنت ةطاسبب كنكمي وأ scp/sftp/ftp/tftp SCVM مادختساب HyperCheck تالجس ريدصتل كيدل ةلضفملا ةقيرطلا مدختسأ

.tar HX_REPORT ةمزح ىلع يوتحت يتلا نيزختلا معد ةمزح

اهؤارجإ مت يتلا صحفلا تايلمع/تاجرخملا مهف

Hypercheck ةطساوب اهؤارجإ متي يتلا ققحتلا تايلمع

 :HyperFlex-Hypercheck ةادأ ةطساوب تاققحتلا هذه ءارجإ متي

 

 
<#root>

Hyperflex Checks:

 (Below checks are performed on all the storage controller VMs) 
  

mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/


Cluster services check

 - Verifies the status of storfs, stMgr and stNodeMgr services 
    

Enospc state check

 - Checks if the cluster space usage is above the warning threshold or no    
    

Zookeeper check

 - Checks whether the Zookeeper is running or no 
    

Exhibitor check

 - Verfies the status of the Exhibitor service which manages the ZK 
 

System Disks Usage 

- Checks if /sda1, var/stv and /var/zookeeper is less than 80%  
    

HDD health check

 - Reports if you have any blacklisted disk in your cluster       
    

DNS check

 - Checks whether DNS is configured and reachable                 
    

vCenter reachability check

 - Checks whether the vCenter is reachable on the required ports 
    

Timestamp check

 - Checks if all the controller VMs have the exact same time            
    

NTP sync check

 - Checks whether NTP is reachable from the storage controller VMs and synced 
   

Check package & versions - 

Checks for packages and versions on Storage Controller VMs 
 

Check Iptables count

 - Checks for Iptables count on and ensure it is same on all Storage Controller VMs.               
    

Extra pnodes check

 - Looks for any extra/duplicate pnode entries in the cluster 
    

Out of memory check

 - Checks through the log files if the cluster had any oom event 
    



Supported vSphere versions

 - Shows all the vSphere Versions supported with your current HXDP version 

 Permissions for /tmp

 - Checks if the /tmp permissions are set correctly 

 Check Cluster Policy

 - Checks the Configured Cluster Policy 

 Check springpath_keystore.jceks file

 - Check if All the SCVM have same keystore file 

 SED Capable

 - Checks if the cluster is SED Capable 
 

SED Enabled

 - Checks if Encryption is enabled in the Cluster 
 

USB-0 Check

 - If Encryption is enabled, Checks that USB0 interface is present on all the SCVMs 
 

SED 5100/5200

 Drive Check - If we have Micron SED 5100 drives and version is below 3.5.2b, we wont be able to replace or add new 5200 drives 
 

Disk Lock Check

 - If Encryption is enabled, Checks for any Locked drives 

 Network Checks

 - Checks the connectivity in Storage network 

 Check ZK-Cleanup-Script

 - Checks to identify ZKTxnCleanUp Script 
 

Replication Checks

 - If replication is enabled, we check the local and remote network connectivity (HX 4.5 Only) 
 

Stretched Cluster Checks

 - Checks the latency between the sites and the witness VM (HX 4.5 Only) 
 

ESXi Checks:

 (Below checks are performed on each ESXI node) 
    

HX User Account check

 - Verifies if the HXUser is created on all the esxi hosts and has admin rights 
    

vMotion enabled check



 - Checks if the vMotion network is confirgued 
 

Check for ESXI Failback timer

 - Check for ESXi Failback timer on ESXi host 
    

Check connectivity between vmk1 and eth1 

- Checks the connectivity between the Mgmt and Storage network 
    

No extra controller vm folders check

 - Checks for duplicate Controller SCVM Folders 
 

VMware Tools location check 

 - Checks for Non default VMware Tools location 
 

vfat Disk Usage check

 - Checks for vfat Disk Usage 
 

Check /tmp usage

 - Checking for /tmp usage 
 

Compute Node Checks

 - All the ESXI checks are also performed on Compute nodes (HX 4.5 Only)

 

 

 ةدتمملا دقع 4 تاذ ةعومجملا ماظن نم Hypercheck تاجرخمل جذومن

 

 
Enter this information of HX-Cluster: Enter the HX-Cluster Root Password: Enter the ESX Root Password: Cluster Name: HX-10-Stretched Site-100 Site-97 Cluster Type: STRETCH_CLUSTER SSH connection established to HX Node: 192.168.53.135 SSH connection established to HX Node: 192.168.53.136 SSH connection established to HX Node: 192.168.53.137 SSH connection established to HX Node: 192.168.53.138 HX Cluster Nodes: +-------+--------------+--------------------------------+ | Nodes | IP Address | HostName | +-------+--------------+--------------------------------+ | 1 | 14.39.53.134 | SpringpathControllerOHCWUK9X3N | +-------+--------------+--------------------------------+ | 2 | 14.39.53.135 | SpringpathController37MHMEIBCY | +-------+--------------+--------------------------------+ | 3 | 14.39.53.136 | SpringpathControllerDWRWWIBFLF | +-------+--------------+--------------------------------+ | 4 | 14.39.53.137 | SpringpathControllerWB4UNXDKX3 | +-------+--------------+--------------------------------+ SSH connection established to ESX Host: 14.39.53.133 SSH connection established to ESX Host: 14.39.53.130 SSH connection established to ESX Host: 14.39.53.132 SSH connection established to ESX Host: 14.39.53.131 HX Controller: 192.168.53.135 Cluster services check [########################] COMPLETED ZooKeeper & Exhibitor check [########################] COMPLETED HDD health check [########################] COMPLETED Pre-Upgrade Check [########################] COMPLETED Network check [########################] COMPLETED HX Controller: 192.168.53.136 Cluster services check [########################] COMPLETED ZooKeeper & Exhibitor check [########################] COMPLETED HDD health check [########################] COMPLETED Pre-Upgrade Check [########################] COMPLETED Network check [########################] COMPLETED HX Controller: 192.168.53.137 Cluster services check [########################] COMPLETED ZooKeeper & Exhibitor check [########################] COMPLETED HDD health check [########################] COMPLETED Pre-Upgrade Check [########################] COMPLETED Network check [########################] COMPLETED HX Controller: 192.168.53.138 Cluster services check [########################] COMPLETED ZooKeeper & Exhibitor check [########################] COMPLETED HDD health check [########################] COMPLETED Pre-Upgrade Check [########################] COMPLETED Network check [########################] COMPLETED HX Controller: 192.168.53.135 Test Summary: +--------------------------------------+-----------+----------------------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+-----------+----------------------------------------------------------------+ | Cluster services check | PASS | Checks storfs, stMgr, sstNodeMgr service running on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Enospc state check | PASS | Checks if the cluster storage utilization is above threshold. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Zookeeper check | PASS | Checks if Zookeeper service is running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Exhibitor check | PASS | Checks if Exhibitor in running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | System Disks Usage | PASS | Checks if /sda1, var/stv and /var/zookeeper is less than 80%. | +--------------------------------------+-----------+----------------------------------------------------------------+ | HDD Health check | PASS | Checks if any drive is in blacklisted state. | +--------------------------------------+-----------+----------------------------------------------------------------+ | DNS check | PASS | Checks if configured DNS is reachable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | vCenter reachability check | PASS | Checks if vCenter is network reachable using PING. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Timestamp check | PASS | Checks if the timestamp is same across all Nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | NTP sync check | PASS | Checks if the NTP is synced with NTP server. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check package & versions | PASS | Checks for count and version of HX packages on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Iptables count | PASS | Checks if the IP Table count matches on all nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Extra pnodes check | PASS | Checks for any stale Node entry. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Memory usage check | PASS | Checks for available memory more than 2GB. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Incidence of OOM in the log file | PASS | Checks for any previous incidence of Out Of Memory Condition. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Supported vSphere versions | 6.0.0-U3 | Prints the supported ESXi versions. | | | 6.5.0-U1 | | | | 6.5.0-U2 | | | | 6.5.0-U3 | | | | 6.7.0-UGA | | | | 6.7.0-U1 | | | | 6.7.0-U2 | | | | 6.7.0-U3 | | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check permissions for /tmp | PASS | Checks if the /tmp permissions are set correctly. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Cluster Policy | Lenient | Checks the Configured Cluster Policy | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check springpath_keystore.jceks file | PASS | All the SCVM have same keystore file. | +--------------------------------------+-----------+----------------------------------------------------------------+ | SED Capable | NO | Checks if the cluster is SED Capable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Witness Reachability | PASS | Checks Witness VM IP address is reachabile. | +--------------------------------------+-----------+----------------------------------------------------------------+ 
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |  
+--------------------------------------+-----------+----------------------------------------------------------------+ HX Controller: 192.168.53.136 Test Summary: +--------------------------------------+-----------+----------------------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+-----------+----------------------------------------------------------------+ | Cluster services check | PASS | Checks storfs, stMgr, sstNodeMgr service running on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Enospc state check | PASS | Checks if the cluster storage utilization is above threshold. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Zookeeper check | PASS | Checks if Zookeeper service is running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Exhibitor check | PASS | Checks if Exhibitor in running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | System Disks Usage | PASS | Checks if /sda1, var/stv and /var/zookeeper is less than 80%. | +--------------------------------------+-----------+----------------------------------------------------------------+ | HDD Health check | PASS | Checks if any drive is in blacklisted state. | +--------------------------------------+-----------+----------------------------------------------------------------+ | DNS check | PASS | Checks if configured DNS is reachable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | vCenter reachability check | PASS | Checks if vCenter is network reachable using PING. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Timestamp check | PASS | Checks if the timestamp is same across all Nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | NTP sync check | PASS | Checks if the NTP is synced with NTP server. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check package & versions | PASS | Checks for count and version of HX packages on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Iptables count | PASS | Checks if the IP Table count matches on all nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Extra pnodes check | PASS | Checks for any stale Node entry. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Memory usage check | PASS | Checks for available memory more than 2GB. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Incidence of OOM in the log file | PASS | Checks for any previous incidence of Out Of Memory Condition. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Supported vSphere versions | 6.0.0-U3 | Prints the supported ESXi versions. | | | 6.5.0-U1 | | | | 6.5.0-U2 | | | | 6.5.0-U3 | | | | 6.7.0-UGA | | | | 6.7.0-U1 | | | | 6.7.0-U2 | | | | 6.7.0-U3 | | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check permissions for /tmp | PASS | Checks if the /tmp permissions are set correctly. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Cluster Policy | Lenient | Checks the Configured Cluster Policy | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check springpath_keystore.jceks file | PASS | All the SCVM have same keystore file. | +--------------------------------------+-----------+----------------------------------------------------------------+ | SED Capable | NO | Checks if the cluster is SED Capable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Witness Reachability | PASS | Checks Witness VM IP address is reachabile. | +--------------------------------------+-----------+----------------------------------------------------------------+ 
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |  
+--------------------------------------+-----------+----------------------------------------------------------------+ HX Controller: 192.168.53.137 Test Summary: +--------------------------------------+-----------+----------------------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+-----------+----------------------------------------------------------------+ | Cluster services check | PASS | Checks storfs, stMgr, sstNodeMgr service running on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Enospc state check | PASS | Checks if the cluster storage utilization is above threshold. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Zookeeper check | PASS | Checks if Zookeeper service is running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Exhibitor check | PASS | Checks if Exhibitor in running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | System Disks Usage | PASS | Checks if /sda1, var/stv and /var/zookeeper is less than 80%. | +--------------------------------------+-----------+----------------------------------------------------------------+ | HDD Health check | PASS | Checks if any drive is in blacklisted state. | +--------------------------------------+-----------+----------------------------------------------------------------+ | DNS check | PASS | Checks if configured DNS is reachable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | vCenter reachability check | PASS | Checks if vCenter is network reachable using PING. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Timestamp check | PASS | Checks if the timestamp is same across all Nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | NTP sync check | PASS | Checks if the NTP is synced with NTP server. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check package & versions | PASS | Checks for count and version of HX packages on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Iptables count | PASS | Checks if the IP Table count matches on all nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Extra pnodes check | PASS | Checks for any stale Node entry. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Memory usage check | PASS | Checks for available memory more than 2GB. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Incidence of OOM in the log file | PASS | Checks for any previous incidence of Out Of Memory Condition. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Supported vSphere versions | 6.0.0-U3 | Prints the supported ESXi versions. | | | 6.5.0-U1 | | | | 6.5.0-U2 | | | | 6.5.0-U3 | | | | 6.7.0-UGA | | | | 6.7.0-U1 | | | | 6.7.0-U2 | | | | 6.7.0-U3 | | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check permissions for /tmp | PASS | Checks if the /tmp permissions are set correctly. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Cluster Policy | Lenient | Checks the Configured Cluster Policy | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check springpath_keystore.jceks file | PASS | All the SCVM have same keystore file. | +--------------------------------------+-----------+----------------------------------------------------------------+ | SED Capable | NO | Checks if the cluster is SED Capable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Witness Reachability | PASS | Checks Witness VM IP address is reachabile. | +--------------------------------------+-----------+----------------------------------------------------------------+ 
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |  
+--------------------------------------+-----------+----------------------------------------------------------------+ HX Controller: 192.168.53.138 Test Summary: +--------------------------------------+-----------+----------------------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+-----------+----------------------------------------------------------------+ | Cluster services check | PASS | Checks storfs, stMgr, sstNodeMgr service running on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Enospc state check | PASS | Checks if the cluster storage utilization is above threshold. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Zookeeper check | PASS | Checks if Zookeeper service is running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Exhibitor check | PASS | Checks if Exhibitor in running. | +--------------------------------------+-----------+----------------------------------------------------------------+ | System Disks Usage | PASS | Checks if /sda1, var/stv and /var/zookeeper is less than 80%. | +--------------------------------------+-----------+----------------------------------------------------------------+ | HDD Health check | PASS | Checks if any drive is in blacklisted state. | +--------------------------------------+-----------+----------------------------------------------------------------+ | DNS check | PASS | Checks if configured DNS is reachable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | vCenter reachability check | PASS | Checks if vCenter is network reachable using PING. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Timestamp check | PASS | Checks if the timestamp is same across all Nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | NTP sync check | PASS | Checks if the NTP is synced with NTP server. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check package & versions | PASS | Checks for count and version of HX packages on each node. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Iptables count | PASS | Checks if the IP Table count matches on all nodes. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Extra pnodes check | PASS | Checks for any stale Node entry. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Memory usage check | PASS | Checks for available memory more than 2GB. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Incidence of OOM in the log file | PASS | Checks for any previous incidence of Out Of Memory Condition. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Supported vSphere versions | 6.0.0-U3 | Prints the supported ESXi versions. | | | 6.5.0-U1 | | | | 6.5.0-U2 | | | | 6.5.0-U3 | | | | 6.7.0-UGA | | | | 6.7.0-U1 | | | | 6.7.0-U2 | | | | 6.7.0-U3 | | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check permissions for /tmp | PASS | Checks if the /tmp permissions are set correctly. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Cluster Policy | Lenient | Checks the Configured Cluster Policy | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check springpath_keystore.jceks file | PASS | All the SCVM have same keystore file. | +--------------------------------------+-----------+----------------------------------------------------------------+ | SED Capable | NO | Checks if the cluster is SED Capable. | +--------------------------------------+-----------+----------------------------------------------------------------+ | Check Witness Reachability | FAIL | Checks Witness VM IP address is reachabile. | +--------------------------------------+-----------+----------------------------------------------------------------+ 
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |  
+--------------------------------------+-----------+----------------------------------------------------------------+ | Check Disk for SMART Failure. | PASS | Checks disks for SMART Failure. | 
+--------------------------------------+-----------+----------------------------------------------------------------+ ################################################################################ Network check: ################################################################################ ESX vmk0: 14.39.53.130, 14.39.53.131, 14.39.53.132, 14.39.53.133 ESX vmk1: 192.168.53.130, 192.168.53.131, 192.168.53.132, 192.168.53.133 SCVM eth0: 14.39.53.134, 14.39.53.135, 14.39.53.136, 14.39.53.137 SCVM eth1: 192.168.53.135, 192.168.53.136, 192.168.53.137, 192.168.53.138 ESX Host: 14.39.53.130 +--------------------------------------+--------+-------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+--------+-------------------------------------------------+ | HX User Account check | PASS | Checks if HXUSER is present. | +--------------------------------------+--------+-------------------------------------------------+ | vMotion enabled check | PASS | Checks if vMotion is enabled on the host. | +--------------------------------------+--------+-------------------------------------------------+ | Check for ESXI Failback timer | PASS | Checks for ESXi FAILBACK timer set to 30000ms. | +--------------------------------------+--------+-------------------------------------------------+ | Check vmk1 ping to eth1 | PASS | Checks Network between ESXi vmk1 and SCVM eth1. | +--------------------------------------+--------+-------------------------------------------------+ | No extra controller vm folders check | PASS | Checks for duplicate Controller SCVM Folders. | +--------------------------------------+--------+-------------------------------------------------+ | VMware Tools location check | PASS | Checks for Non default VMware Tools location. | +--------------------------------------+--------+-------------------------------------------------+ | vfat Disk Usage check | PASS | Checks for vfat Disk Usage. | +--------------------------------------+--------+-------------------------------------------------+ | Check /tmp usage | PASS | Checking for /tmp usage. | +--------------------------------------+--------+-------------------------------------------------+ ESX Host: 14.39.53.131 +--------------------------------------+--------+-------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+--------+-------------------------------------------------+ | HX User Account check | PASS | Checks if HXUSER is present. | +--------------------------------------+--------+-------------------------------------------------+ | vMotion enabled check | PASS | Checks if vMotion is enabled on the host. | +--------------------------------------+--------+-------------------------------------------------+ | Check for ESXI Failback timer | PASS | Checks for ESXi FAILBACK timer set to 30000ms. | +--------------------------------------+--------+-------------------------------------------------+ | Check vmk1 ping to eth1 | PASS | Checks Network between ESXi vmk1 and SCVM eth1. | +--------------------------------------+--------+-------------------------------------------------+ | No extra controller vm folders check | PASS | Checks for duplicate Controller SCVM Folders. | +--------------------------------------+--------+-------------------------------------------------+ | VMware Tools location check | PASS | Checks for Non default VMware Tools location. | +--------------------------------------+--------+-------------------------------------------------+ | vfat Disk Usage check | PASS | Checks for vfat Disk Usage. | +--------------------------------------+--------+-------------------------------------------------+ | Check /tmp usage | PASS | Checking for /tmp usage. | +--------------------------------------+--------+-------------------------------------------------+ ESX Host: 14.39.53.132 +--------------------------------------+--------+-------------------------------------------------+ | Name | Result | Comments | +--------------------------------------+--------+-------------------------------------------------+ | HX User Account check | PASS | Checks if HXUSER is present. | +--------------------------------------+--------+-------------------------------------------------+ | vMotion enabled check | PASS | Checks if vMotion is enabled on the host. | +--------------------------------------+--------+-------------------------------------------------+ | Check for ESXI Failback timer | PASS | Checks for ESXi FAILBACK timer set to 30000ms. | +--------------------------------------+--------+-------------------------------------------------+ | Check vmk1 ping to eth1 | PASS | Checks Network between ESXi vmk1 and SCVM eth1. | +--------------------------------------+--------+-------------------------------------------------+ | No extra controller vm folders check | PASS | Checks for duplicate Controller SCVM Folders. | +--------------------------------------+--------+-------------------------------------------------+ | VMware Tools location check | PASS | Checks for Non default VMware Tools location. | +--------------------------------------+--------+-------------------------------------------------+ | vfat Disk Usage check | PASS | Checks for vfat Disk Usage. | +--------------------------------------+--------+-------------------------------------------------+ | Check /tmp usage | PASS | Checking for /tmp usage. | +--------------------------------------+--------+-------------------------------------------------+ Main Report File: HX_Tool_Main_Report_2020-08-26_09-54-59.txt Report tar file: HX_Report_2020_08_26_09_43_18.tar Report file copied to path: /var/log/springpath Release Notes: https://www.cisco.com/c/en/us/support/hyperconverged-systems/hyperflex-hx-data-platform-software/products-release-notes-list.html Upgrade Guides: https://www.cisco.com/c/en/us/support/hyperconverged-systems/hyperflex-hx-data-platform-software/products-installation-guides-list.html Note: 1) If upgrading to HX 4.0(2a), please review the following link and perform workaround – https://tinyurl.com/wc7j5qp 2) Please check the status of Compute nodes manually, script only verifies the config on the converged nodes. 3) Hypercheck doesnot perform FAILOVER TEST, so please ensure that the upstream is configured for network connectivity for JUMBO or NORMAL MTU size as needed. 
4) If you have performed any activity on your vcenter(like upgrade, certificate replacement,etc.), it is recommended to reregister your cluster to the vcenter before performing upgrades. Refer to the Hyperflex CLI guide for relevant commands. 

 

 

ةادألا تاجرخم ليلحت



ةيلاتلا تاوطخلا

• .HyperFlex ةمظنأ ىلع ةيوديلا رماوألا ليغشت ةيلمع ةتمتأب ةادألا موقت

•  ماق يتلا تاققحتلا لكل ديج نوكي HX ماظن نإف ،تارابتخالا لك يف ريرمت يطعتو قفاوم لمعت ةادألا تناك اذإ
.اهذيفنتب يصنلا جمانربلا

•  CLI رماوأ مادختسإ كنكمي ،حاجنب لمعت ال وأ تاققحتلا ضعب ىلع لمعلا نع ةادألا اهيف زجعت يتلا تالاحلا يف

.ايودي يذيفنتلا صنلا عم لاحلا وه امك HyperFlex ماظن ىلع تاققحتلا سفن ذيفنتل (ةجردملا)

•  ةعجارمب ةدشب ىصوي مث نمو ،اهلح مت/ةحوتفم/ةديدج/ةميدق تاريذحت يأ دوجو نم ققحتلاب ةادألا موقت ال
.ةنايص وأ ةيقرت طاشن يأ لبق ةيقرتلا ةلدأو HyperFlex رادصإ تاظحالم

  

 
 
 

 رماوألا ليغشتب مق .يصنلا جمانربلا ليغشت لشف ببسب ةينفلا ةدعاسملا زكرم ةلاح حتفت ال :ةظحالم



.ةددحملا ةلكشملل SR حتفو ،ةلكشملا ىلع فرعتلاو ،ايودي

 
 

CLI رماوأ

 :HyperFlex SCVM ىلع

 

 

SSH to All Hyperflex SCVMs- 

 

# service_status.sh 

 

# sysmtool --ns cluster --cmd enospcinfo 

 

# echo srvr | nc 0 2181 

 

# pidof exhibitor 

 

# stcli disk list --ip <Corresponding ESXi Mgmt IP Address> |grep -B 2 -A 8 blacklisted 

 

# stcli services dns show (and ping the IPs listed) 

 

# ping <vCenter IP Address> 

 

# date ; compare the time on all SCVMs. They should ideally be identical 

 

# stcli services ntp show 

 

# stcli cleaner info 

 

# ntpq -p -4  

 

# dpkg -l | grep -i springpath | grep -v storfs-support* 

 

# sysmtool --ns disk --cmd list | grep -i blacklisted 

 

# iptables -L -n | wc -l  

 

# stcli cluster info 

 

# df -h ; check that /var/stv should be less than 80% 

 

# zgrep -i “out of memory” /var/log/springpath/debug-storfs.* 

 

# ping -I eth0 <eth0> of all SCVMs 

 

# ping -I eth1 <eth1> of all SCVMs 

 

# "ls -ld /tmp" check for 775 and 777 

 

# stcli cluster info | grep -i 'clusterAccessPolicy:' | head -1 



 

# md5sum /etc/springpath/secure/springpath_keystore.jceks 

 

# cat /etc/springpath/sed_capability.conf 

 

# cat /etc/springpath/sed.conf 

 

# cat /var/log/springpath/diskslotmap-v2.txt 

 

# stcli cluster info | grep dataZkIp (ping dataZkIp for latency)

 

 

 :ESXi ةمظنأ ىلع

 

 

SSH to all ESXi hosts 

 

# esxcli system account list 

 

# esxcli network firewall ruleset list | grep -i vMotion 

 

# esxcli software vib list| egrep -i 'scvm|stHyper|stfs' 

 

# chkconfig --list | grep -E 'ntpd|hostd|vpxa|stHypervisorSvc|scvmclient|hxctlvm'  

 

# esxcfg-vmknic -l ; confirm that vMotion VMK2 is created 

 

# vmkping -I vmk1 <eth1> of all SCVMs 

 

# cd /vmfs/volumes/Springpath-XXXXXXXXXX ; Ensure that it has only one Folder that has the Storage Controller VM 

 

# df -h | grep vfat ; Ensure dir has free space

 

ةلص تاذ تامولعم

• Cisco نم تاليزنتلاو ينفلا معدلا

https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


