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(1600) 01-gDguu-59Lo

maui - soho- 0l#show running-config
...Building configuration

Current configuration : 1656 bytes

!

version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec

|

host nane naui - soho-01

|

logging rate-linmt console 10 except errors

aaa new node

aaa authentication |login default |oca

aaa authentication |ogin NO AUTHEN none

aaa aut hentication ppp default |oca

basic AAA configuration for PPP calls enable secret ---1!
5 <del eted> ! usernane adnmi n password <del et ed> user nane
nmaui - nas- 05 password cisco !--- username for remote
router (maui-nas-05) and shared secret !--- (used for
CHAP authentication) !--- Shared secret must be the same
on both sides. ip subnet-zero ! isdn switch-type basic-
ni ! interface LoopbackO ip address 172.17.1.1
255. 255.255.0 /--- The loopback address will be used by
OSPF for the router ID. ! interface EthernetO ip address
172.16.1.1 255.255.255.0 ! interface Serial0O no ip
address shutdown no fair-queue ! interface BRIO /--- BRI
interface used for DDR dialout ip address 172.20.10.2
255.255.255.0 !--- IP address !--- The remote address 1is
in the same subnet. encapsul ation ppp ip ospf demand-
circuit !--- This forces OSPF to keep the routing table
intact when the DDR link !--- is down. This should only
be configured on one router for a !--- point-to-point
circuit. dialer idle-timout 900 /--- Idle timeout is
set to 900 seconds (15 minutes). !--- The link will be
disconnected if there is no interesting traffic !--- for
900 secs. dialer map ip 172.20.10.1 nanme maui - nas- 05
broadcast 5551111 dialer map ip 172.20.10.1 nanme naui -

nas- 05 broadcast 5551112 !--- dialer map statements for
the remote router !--- The name nMust match the one used
by the renote router to identify !--- itself. The

broadcast keyword is required to send broadcast traffic
l--- over the link(for OSPF). The two different phone
nunmbers correspond !--- to the b-channels of the renote
side. The nultiple statements allow!--- the router to
.dial the second nunber if the first nunber is busy

di al er | oad-threshold 80 outbound

This set the load level for traffic at which ---!
additional connections !--- will be added to the
Multilink PPP bundle. !--- Load level values range from
1 (unloaded) to 255 (fully loaded). !--- The threshold
in this case is 80/255 = 32%. dialer-group 1 !--- apply




interesting traffic definition from dialer-list 1 isdn
switch-type basic-ni isdn spidl 51255522220101 5552222

i sdn spi d2 51255522230101 5552223 ppp aut hentication
chap !--- Use chap authentication. ppp multilink /---
Use multilink to bring up both BRI channels. ! router
ospf 5 | 0g-adjacency-changes network 172.16.1.0
0.0.0.255 area 0 network 172.17.1.0 0.0.0.255 area O
network 172.20.10.0 0.0.0.255 area 0! ip classless ip
route 172.20.0.0 255.255.0.0 172.20.10.0 no ip http
server ! access-list 101 remark Define Interesting
Traffic access-list 101 deny ospf any any !--- mark OSPF
as uninteresting !--- This will prevent OSPF hellos from
keeping the link up. access-list 101 permit ip any any
dialer-list 1 protocol ip list 101 !--- Interesting
traffic is defined by access-1list 101. !--- This 1is
applied to BRIO using dialer-group 1. ! line con 0 exec-
timeout O O | ogin authenticati on NO AUTHEN transport
input none line vty 0 4! end

(3640) 05-l-s9Lo

maui - nas- 05#show running-config
...Building configuration

:Current configuration

|

version 12.1

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

|

host nane maui - nas- 05

!

aaa new nodel

aaa authentication |login default |oca

aaa aut hentication |ogin NO AUTHEN none

aaa aut hentication ppp default |oca

basic AAA configuration for PPP calls enable secret ---1!
5 <del eted> ! usernane adm n password 7 <del et ed>
user nane maui - soho-01 password 7 ciScO !--- username for
remote router (maui-soho-01) and shared secret !---
(used for CHAP authentication) !--- Shared secret must
be the same on both sides. ip subnet-zero ! isdn swtch-
type basic-ni ! interface LoopbackO ip address
172.22.1.1 255.255.255.0 !/--- The loopback address is
used by OSPF for the router ID. ! interface Ethernet0/0
i p address 172.22.53. 105 255.255.255.0 ! interface

Et hernet0/1 no ip address shutdown ! interface BRI1/0 /-
-- BRI interface used to accept dialin ip address
172. 20. 10.1 255.255.255.0 !--- IP address !--- The
remote address is in the same subnet. encapsul ation ppp
dialer idle-timeout 900 /--- Idle timeout is set to 900
seconds (15 minutes). !--- Set this value to be equal to
or higher than the idle-timeout on the !--- client side.
A higher idle-timeout permits the client side to !---
determine when to bring down the link. ! dialer map ip
172.20. 10. 2 nane maui - soho- 01 broadcast !--- dialer map
statement for the BRI interface of the remote router !--
- The name must be the one used by the remote router to

identify !--- itself. The broadcast keyword is required
to send broadcast traffic !--- over the link(for OSPF).
Note: There is no phone number, as we are !--- not

configuring this side to dial. If you want this router
to dial, !--- add the remote side phone number to the




dialer map statement dialer-group 1 !--- apply
interesting traffic definition from dialer-list 1 isdn
switch-type basic-ni isdn spidl 51255511110101 5551111
i sdn spi d2 51255511120101 5551112 ppp aut hentication
chap ppp multilink !--- allow multilink connections ! !
<<--unused interface configurations have been removed. !
router ospf 5 network 172.20.10.0 0.0.0.255 area O
network 172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 default-information originate always !-
-- transmit OSPF default information !--- This may be
required for remote router to use the BRI DDR link. ! ip
classless ip route 0.0.0.0 0.0.0.0 Ethernet0/0 ip route
172.22.0.0 255.255.0.0 172.22.53.0 no ip http server
dialer-list 1 protocol ip permt !--- All IP traffic is
defined interesting. !--- This is applied to BRIO using
. dialer-group 1

|
line con O
| ogi n aut henticati on NO_AUTHEN
transport input none
line 97 102
line aux O
line vty 0 4
|
end
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maui - soho- Ol#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - ISISlevel-1, L2 - ISISlevel-2, ia- |SISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 172.20.10.1 to network 0.0.0.0

is subnetted, 1 subnets 172.17.0.0/24

C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, EthernetO
is variably subnetted, 3 subnets, 3 masks 172.20.0.0/16
C 172.20.10.0/24 is directly connected, BRI O
C 172.20.10.1/32 is directly connected, BRI O
S 172.20.0.0/16 [1/0] via 172.20.10.0
is variably subnetted, 2 subnets, 2 masks 172.22.0.0/16
] 172.22.53.0/ 24 [110/1572] via 172.20.10.1, 00:01:37, BRIO
o 172.22.1.1/32 [110/1563] via 172.20.10.1, 00:01:37, BRIO

O*E2 0.0.0.0/0 [110/1] via 172.20.10.1, 00:01:37, BRIO

2ouw 13®9 .azgdl J9az I sl sl o (Lo lidYl luall dolsg) OSPF ol)lus d8lo] o tdka>Ye
651 (@ 0@ ol loy i)V e 59,0 aS,> Jlul I glizy loaic BRI bls)] lla, (maui-soho-01) Jwasl
a> Voo elgisl wwy bVl glasi baie (dogadll) agdl J9a> (9 OSPF V5| dlljl iy M8 .OSPF Llb
Joal dlgo ai>MNo cagisl sl Juaiall

JLaiW Jgaxl dlgo show caller user username gl,3 V1 leib] 9

maui - soho- 01#show caller user maui-nas-05 detail

User: nmaui-nas-05, |line BRO:1, service PPP
Active time 00:02:33, Idle tine 00:00:00
Ti meout s: Absolute Idle
- - cLimts

- - : Di sconnect in
(PPP: LCP Open, nultilink Open, CHAP (AAA <--> AAA
LCP. -> peer, AuthProto, Magi cNunber, MRRU, EndpointDi sc
peer, AuthProto, Mgi cNunber, MRRU, EndpointDisc ->
NCP: d osed | PCP, CDPCP
Di al er: Connected to 5551111, outbound
Type is I SDN, group BRO
(Cause: ip (s=172.20.10.2, d=172.20.10.1
| P: Local 172.20.10.2/24
Bundl e: Menber of maui-nas-05, |ast input 00:00: 00
Counts: 945 packets input, 147302 bytes, 0 no buffer
input errors, 0 CRC, O frane, 0 overrun O
packets output, 150964 bytes, O underruns 972
output errors, 0 collisions, O interface resets 0

User: maui-nas-05, line Vil, service PPP Bundle
Active tine 00:02:32, Idle time 00:02:32
Ti meout s: Absolute Idle
Limits: - 00:15:00
Disconnect in: - 00:12:26
time after which this call will be disconnected unless it receives !--- interesting traffic ---!

PPP. LCP Open, multilink Open, |PCP, CDPCP LCP. -> peer, Magi cNunber, MRRU, EndpointDi sc <- peer



NCP: Qpen | PCP, CDPCP | PCP: <- peer, Address -> peer, Address Dialer: Connected to 5551111,
outbound Idle tiner 900 secs, idle 153 secs Type is | NBAND SYNC, group BRO IP: Loca
172.20.10.2/ 24, renpte 172.20.10.1 Bundle: First link of maui-nas-05, 1 Ilink, last input

00: 02: 33 Counts: 20 packets input, 2916 bytes, 0 no buffer O input errors, 0 CRC, O frane, O
overrun 23 packets output, 2683 bytes, 0 underruns O output errors, 0 collisions, O interface
resets
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(3 aalall) ISDN aSuis Jlasl Laasg elexuwwdl slacl o =, - debug isdn q931 -
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leV 2 aalallg 1 asdall o 2, Y show isdn status oVl oIS 13] 138 clasVl quuas pasiwl

Lle daliuall o2l Jg> DDR ellas ] auxas ologleo o2, - [a32l | elas] elasV amuas b -
; -Juaiall dg>lg
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(IPCP 65lc) NCP _lc ool L3lg «aéslaall o5 LCP dl>

o5l Dbl cllae > (9 oy PPP a9skan JgSei9,0 Jilw, Lo, - debug ppp authentication -
(PAP) ,9,0ll dals 495La0 JsSsi9 0 Jsbi wllacy (CHAP) saxill ddslan JgSgi9 4

Jlasl Jo> Loglaill s jisall Uaxll olsla>ly JsSeig ! el (o2, - PPP cllasi auuas 5 las -
.l ing PPP

Jo> logleall (o 3jo e Jguasl) lg>Muoly elasVI (8Ll o lias &, aslgll Lllal duss | g,
Le>Woly 13 DDR Jlasl ellas i CSlisiw

duell clasVl auvas 21,3

BRI ag>ly _JI ICMP Jlasl ,Lis| dlawls, alizis a5 sl DDR elesiw elasVl amuas 23] o2

J9S5i9 0 Jo> o9lailly « s I @990l JLasVlg SOHO azgo0 Jlail elasVl auxuas ,elai .6usil lg>g0ll
.CHAP a9>Lao Mai59 ppp

maui - soho- 01#debug dialer

Di al on demand events debugging is on
maui - soho- 01#debug ppp negotiation
PPP protocol negotiation debugging is on
maui - soho- 01#debug ppp authentication
PPP aut henti cati on debugging is on
maui - soho- 01#debug isdn 931

| SDN @31 packets debugging is on
maui - soho- 01#

maui - soho- 01#

maui - soho- 01#

maui - soho- 01#pi ng 172. 20.10.1

. Type escape sequence to abort
: Sending 5, 100-byte |ICMP Echos to 172.20.10.1, tineout is 2 seconds

(Mar 1 21:57:42.625: BRO DDR Dialing cause ip (s=172.20.10.2, d=172.20.10. 1*

. The ping destined for 172.20.10.1 dials the BRI ---!

Mar 1 21:57:42.629: BRO DDR: Attempting to dial 5551111*

phone number of the remote router that is dialed *Mar 1 21:57:42.653: |ISDN BRO: TX -> SETUP ---!
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pd = 8 callref = 0x09 *Mar 1 21:57:42.661: Bearer Capability i = 0x8890 *Mar 1 21:57:42. 669:
Channel IDi = 0x83 *Mar 1 21:57:42.677: Keypad Facility i = '5551111" *Mar 1 21:57:43.002: | SDN
BRO: RX <- CALL_PROC pd = 8 callref = 0x89 *Mar 1 21:57:43.010: Channel IDi = 0x89 *Mar 1
21:57:43.189: |1 SDN BRO: RX <- CONNECT pd = 8 callref = 0x89 *Mar 1 21:57:43.216: 9%. NK- 3- UPDOMN:
Interface BRI 0:1, changed state to up *Mar 1 21:57:43.236: BRO:1 PPP: Treating connection as a
callout !--- PPP negotiation begins. *Mar 1 21:57:43.236: BRO:1 PPP: Phase is ESTABLI SH NG
Active Open [0 sess, 1 load] *Mar 1 21:57:43.248: BRO:1 LCP: O CONFREQ [Cl osed] id 10 len 34
*Mar 1 21:57:43.252: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 21:57:43.256: BRO:1 LCP:
Magi cNunber Ox153BEFE7 (0x0506153BEFE7) *Mar 1 21:57:43.260: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 21:57:43.268: BRO:1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1
21:57:43.280: |1 SDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x09 *Mar 1 21:57:43.300: BRO:1 LCP:
| CONFREQ [ REQsent] id 7 Len 33 *Mar 1 21:57:43.304: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 1 21:57:43.308: BRO:1 LCP: Magi cNunber O0x354AAC53 (0x0506354AAC53) *Mar 1 21:57:43.312:
BRO: 1 LCP: MRRU 1524 (0x110405F4) *Mar 1 21:57:43.320: BR0O:1 LCP: EndpointDisc 1 Local
(0x130E016D6175692D6E61732D3035) *Mar 1 21:57:43.327: BR0:1 LCP: O CONFACK [ REQsent] id 7 Len 33
*Mar 1 21:57:43.331: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 21:57:43.335: BRO:1 LCP:
Magi cNunber 0x354AAC53 (0x0506354AAC53) *Mar 1 21:57:43.339: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 21:57:43.347: BRO:1 LCP: EndpointDisc 1 Local (0x130E016D6175692D6E61732D3035) *Mar 1
21:57:43.359: BRO:1 LCP: | CONFACK [ACKsent] id 10 Len 34 *Mar 1 21:57:43.363: BR0:1 LCP:
Aut hProt o CHAP (0x0305C22305) *Mar 1 21:57:43.367: BRO:1 LCP: Magi cNunmber Ox153BEFE7
(0x0506153BEFE7) *Mar 1 21:57:43.371: BRO:1 LCP: MRRU 1524 (0x110405F4) *Mar 1 21:57:43.379:
BRO: 1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1 21:57:43.383: BRO: 1
LCP: State is Open *Mar 1 21:57:43.383: BRO:1 PPP: Phase is AUTHENTICATING, by both

[sess, 1 |oad 0]
PPP Authentication begins. *Mar 1 21:57:43.391: BRO:1 CHAP: O CHALLENGE id 6 Len 33 from ---!
""maui - soho- 01

outgoing challenge for the remote router !--- This username should be configured in the ---!
dialer map statement !--- at the remote router. *Mar 1 21:57:43.399: BRO:1 CHAP: I CHALLENGE id
"6 Len 32 from "nmaui-nas- 05

incoming challenge from remote router !--- This username should be configured in the ---!

dialer map statement. *Mar 1 21:57:43.415: BRO:1 CHAP. O RESPONSE id 6 Len 33 from "maui - soho-
01" *Mar 1 21:57:43.443: BRO:1 CHAP: I SUCCESS id 6 Len 4

Incoming CHAP Authentication is successful. *Mar 1 21:57:43.450: BRO:1 CHAP: | RESPONSE id ---!
6 Len 32 from "maui -nas-05" *Mar 1 21:57:43.466: BRO:1 CHAP: O SUCCESS id 6 Len 4 !--- Outgoing
CHAP Authentication is successful. *Mar 1 21:57:43.474: BRO:1 PPP: Phase is VIRTUALI ZED [0 sess,
1 load] *Mar 1 21:57:43.581: Vil PPP: Phase is DOMN, Setup [0 sess, 1 load] *Mar 1 21:57:43.601:
BRO: 1 | PCP: Packet buffered while building M.P bundle interface *Mar 1 21:57:43.605: BRO:1
CDPCP: Packet buffered while building MLP bundle interface *Mar 1 21:57:43.609: %. NK- 3- UPDOAN:
,Interface Virtual-Accessl

changed state to up

Virtual access interface 1is automatically created (needed for multilink). *Mar 1 ---1!
21:57:43.613: Vil DDR Dialer statechange to up *Mar 1 21:57:43.617: Vil DDR Dialer call has
been placed *Mar 1 21:57:43.625: Vil PPP: Treating connection as a callout *Mar 1 21:57:43. 625:
Vil PPP: Phase is ESTABLI SHING Active Open [0 sess, 1 load] *Mar 1 21:57:43.637: Vil LCP: O
CONFREQ [Closed] id 1 Len 34 *NMar 1 21:57:43.641: Vil LCP: AuthProto CHAP (0x0305C22305) *Mar 1
21:57:43.645: Vil LCP: Magi cNunmber Ox153BF171 (0x0506153BF171) *Mar 1 21:57:43.649: Vil LCP:
MRRU 1524 (0x110405F4) *Mar 1 21:57:43.653: Vil LCP: EndpointDisc 1 Local
(0x130F016D6175692D736F686F2D3031) *Mar 1 21:57:43.665: Vil PPP: Phase is UP [0 sess, 1 |oad]
*Mar 1 21:57:43.677: Vil IPCP: O CONFREQ [Closed] id 1 Len 10 *Mar 1 21:57:43.681: Vil | PCP:
Address 172.20.10.2 (0x0306AC140A02) *Mar 1 21:57:43.693: Vil CDPCP: O CONFREQ [Closed] id 1 Len
4 *Mar 1 21:57:43.697: BRO:1 M.P: maui-nas-05, nultilink up, first link *Mar 1 21:57:43.700: Vil
PPP: Pending ncpQ size is 2 *Mar 1 21:57:43.700: BRO:1 | PCP: Redirect packet to Vil *Mar 1
21:57:43.708: Vil IPCP: | CONFREQ [ REQsent] id 1 Len 10 *Mar 1 21:57:43.712: Vil | PCP: Address
172.20.10.1 (Ox0306AC140A01) *Mar 1 21:57:43.716: Vil | PCP: O CONFACK [ REQsent] id 1 Len 10 *Mar
1 21:57:43.724: Vil | PCP: Address 172.20.10.1 (0x0306AC140A01) *Mar 1 21:57:43.728: BRO:1 CDPCP:
Redi rect packet to Vil *Mar 1 21:57:43.732: Vil CDPCP: | CONFREQ [REQsent] id 1 Len 4 *Mar 1
21:57:43.736: Vil CDPCP: O CONFACK [REQsent] id 1 Len 4 *Mar 1 21:57:43.744: Vil | PCP: | CONFACK
[ACKsent] id 1 Len 10 *Mar 1 21:57:43.752: Vil | PCP: Address 172.20.10.2 (0x0306AC140A02) *Mar 1
21:57:43.756: Vil IPCP: State is Open

IPCP state is open. *Mar 1 21:57:43.764: Vil CDPCP: | CONFACK [ACKsent] id 1 Len 4 *Mar 1 ---!
21:57:43.768: Vil CDPCP: State is Open *Mar 1 21:57:43.772: Vil DDR dialer protocol up *Mar 1
21:57:43.784: BRO IPCP; Install route to 172.20.10.1 !--- Install route to remote side. *Mar 1
21:57: 44. 462: 9%.| NEPROTO 5- UPDOMN:  Li ne protocol on Interface BRI 0:1, changed state to up *Mar 1
21:57: 44. 657: 9%. NEPROTO 5- UPDOAN: Li ne protocol on Interface Virtual - Accessl, changed state to



up *Mar 1 21:57:49.180: 9% SDN- 6- CONNECT: Interface BRIO:1 is now connected to
maui-nas-05 5551111
BRI Dial on Demand Routing (DDR) Link is operational. maui-soho-01l# ---!

do olbd ol

Le>Nolg BRI elias| WbLiSiwY show isdn status ;oY1 plaziwl -
dawlwYl ISDN doas slac] -
Cisco Systems - _iall acill -



//www.cisco.com/warp/customer/129/bri_sh_isdn_stat.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/termserv/configuration/guide/dcdbri.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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