odosu louold lewsble s Java IJleoé (JMX)
£Js CVP 12.0

lJpzossle

| Jp, 9506
lJpobJole |l wlwsé

lJodoule | OEdp0

VoiceXML (VXML) l9 ¢be IJw, 815,

loile Jwolsé g o8] 09,986 oy CA JWSM

|Jo2,.6.8 o0 | 6
| wod, wldd 1JIzble ol oIzl

lJp 9500

Suod 03l IJpuwews 1Jgbsle 10J1es Jodsss louold IMX 1JTew gds Customer Voice Portal (CVP) 1] 051, 12.0.

(WY1 |\_Jra,_,u|oroé v}k}gbé V|‘J|CJ_9P|J p|Q§P|J|Qx POUd UV TAC U Cisco.

IJeobJule
9008 Cisco Llu oday Jbsd pe,uds Lldpsluose IJoldss:

. CVP
- IJgwoble

IJpdoule IJpguoérped

ouvows Idpedspele 1Jgl)e WOs 03l IJpwews IJs CVP: IJluesl, 12.0.
U logvle Uro&Jg,olu |,J_9|J)6 IS o3l IJpwews pu I.JiaoJé 1J 09296 WS wSiS6 pgpdso gluoo.

u)lu apgse |JICOJO |Jpwua)p0 k9.$ o5l |LJ|»°.~)UUU3 uqu_SgSu PPU“SC (ldu)luDgS) |)| !Jluu

- S .
Iooils (Gl a 5388 a CA JE 38 adsy a1 s (WSM) digs &3 Jlciuald 19 ¢13 VoiceXML (VXML) 15 &13a 1de@lug

1. gued I5¢9d [Jss &3 Ilouold I gbe VXML I g3 IJo Bl I9 8o WSM. [uucob IJps 0195 p850 IJpdlese eu security.properties oJud po 09,58+



C:.\ G sco\ CVP\ conf

re CLi rurrnde LAL=" L 1=

NCiscoNCUPNconfrsecurity.properties Becurity.keystorePl = i01046ho!$t5C%-$N(({d-B~E~:z03gt
“WCiscowCUPsconf >

I =

2. 51JIJgle Giolxs WSM Lluuegsle 11,

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
delete -alias wsmcertificate

H- ; erﬁ\hin}kuytnul.ﬂxn storetype JCEKS -keystore c:° sconcuphconfuse
curit tore —delete —-aliasz wsm_certificate
Enter keystore password:

1 prnptlil T iu:nul IL i:

bed JJwé o9, ptsu ldplose sus bduol.
odlebbs: I, 1Uglogs 1 Jghse Idleuold 9810 VXML 9gbe IJo@ls).
3. lousle Gvolss 09886 pu IJprze IUpuo38 (CA) Jglse WSM.

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair -alias wsmecertificate -v -keysize 2048 -keyal g RSA

sCiscosCUP~jrevhin¥keytool.exe —storetype JCEKS —keystore c:iciscoscupsconfsse

uritys~_keuystore —genkeypair —alias wasm_certificate —wv —keyszize 2848 —keyalg RSA

bed IJodluosd B Iebldole sidsel typeYesto., Jol 09 p9 0z B 1Uuo9,6:

Jhat is your first and last name?
[CUPAl: CUPA

Jhat is the name of wyour organizational wnit?
[ciscol: cisco

Jhat iz the name of your organization?
[cizcol: cisco

Jhat iz the name of your City or Locality?
[Richardszonl: richardson

Jhat is the name of your State or Province?
[Texas]l: texas

Jhat is the two-letter country code for this unit?
[TH1: T4

g CH=CUPA. OU=cisco»™U=cisco. L=richardson. ST=texas. C=TH correct?
[nol: yes

enerating 2.848 bhit RSA key pair and self-signed certificate <SHAZ2S56withREAD
h a validity of 98 days

for: CH=CUPA, OU=cisco,. O=cisco. L=richardson, S3T=texas,. C=TX
nter key password for <wusm_certificate’

CRETURH if zame as keystore . :




Igd dJps e19) ptu Idpdlese ews bdool.
pdlebé: ©9es8 luwpe pubeyd (CN) Jszoe [Jse Bs Idppwedod.
4. |louile bdo 1dsolss JJluwe IJpuvegl,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
certreq -alias wsmcertificate -file
%CVP_HOVE% conf\security\wsmcertificate

:sCisco~CUP~jresxhinrkeytool.exe —storetype JCEKS —-kepstore cosciscoscupsconfss
uritys.keystore —certreq —alias wsm_certificate —file c:osciscoscvpsconfssecuri
suwsm_certificate

nter keystore password:

arning:

he JCEKS keyztore uses a proprietary format. It iz recommended to migrate to P
£12 which is an industry standard format uwusing "keytool —importkeystore —srcke
tore cisciscoscupsconfssecuritys._keystore —deztkevystore cosciscoscupsconfssecu
tys_keyzstore —deztstoretype pkcsli2™.

3. w98se Iduwoelss gds IUpsze [dpuosé.

foJ'anaZ IQVE_ |.J|C)|c LJE_luD V!Quil'C ui;obé rogé&é U |Jro_)ae LJrouo.)Lé g_;|u.u-;>t.)|ro IJPJE.E.
lJpuo39. wuisd lduwelss gldyuelss [Jgs, Josiss lJpze 1Upued8.

6. louws [Jubolss 1Jzs, 9 uolss WSM 1J 9886 oo CA JUs IJps e

C.\Ci sco\cvp\conf\security\.
7. lowosyb Iduuelss 1z,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
inport -v -trustcacerts
-alias root -file %VP_HOVE% conf\security\<fil ename_of _root_cer>

bed Idps pa9) 1dpesu Iissuws £ws bdwol: Jpl 09 p9 oz s 1Jue9,8!

:\Cisco“CUP:\jresbin>keytool.exe —storetype JCEKS -keystore c:“cisco“cupsconfise
uritysn_.keystore —import —-v —trustcacerts —-alias vroot -file C:\Cisco“cvpsconfise

uritysroot.cepr
nter keystore password:




wCiscosCUPsjreshinrkeytool.exe —storetype JCEKS —-keystore cisciscoscupsconfse
uritys_keystore —import —v —trustcacerts —alias root —file C:isCiscoscupsconfs.se
urity~CUPA—root .cepr
nter keystore paszsword:
Duner: CH=CUPA, OlU=cisco, O=cisco, L=richardszon, ST=texasz, C=TX
szuer: CH=UCCE1ZDOMAINCA. DC=UCCEi1i2, DC=COM
berial number: 47000HBAAL?6895db4285cda2?A0ARAARAAAAL
alid from: Tue Jun 23 11:22:48 PDT 2020 wntil: Thu Jun 23 11:22:48 PDT 2822
ertificate fingerprints:
MD5: GD:=1E:3B:86:96:32:5B:9F:28:25:47:1C:8E:BA:18:6E
SHAL1: DA:57:B5:5C:Ch:93:82:B9:3D:6C:CHE:-35:06:4A:24:-7D:-DC:5C:F?:51
SHA256:- F5:8AC:65:EB:5A:-38:1C:90:27:45:-BB:B5:67V:-CB:65:-A8:-95:09:-B8:D9:-3F:
H2:12:53:5D:81:2A:F5:13:67:-F4:60
Eignature algorithm name: SHA256withREA
bubject Public Kevw Algordithm: 2848-hit RSA key
ersion: 3

¥tensions:

i1 : ObjectId: 1.3.6.1.4.1.311.28.2 Criticality=false
AAAR: 1E 12 @@ 57 AA 65 A6 62 B8 53 B8 65 8@ 72 8@ Y6 ... W.e.h.S.e.r.v
AAiA: AA 65 AR 72 BB

2: ObjectlId: 1.3.6.1.5.5.7.1.1 Criticality=false
iuthorityInfofccess [

accessMethod: calssuers

accessLhocation: URIMName: ldap:- - ~CH=UCCEi2DOMAIHNCA.CH=AIA.CH=Publicx2dKe vx2@5
ppruices , CN=Services .CH=Conf iguration . DC=UCCEL12 . DC=COM?cACertificate?hase?objectC
ass=certificationAuthority

iuthorityKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 75 @3 JA BA 1D A3 5A 9E 43 B x.tU..u.:
>

t4: Objectld:- 2.5.29_31 Criticality=false
RLDiztributionPoints [
[DiztributionPoint:
[URIName: ldap:- - CHN=UCCE1Z2DOMAINCA.CHN=UCCE12Z_ CH=CDFP,CHM=FPublicx2BKeyx2B5eru
ces . CN=Sewrvices . CM=Conf iguration,DC=UCCEL2 . DC=COM?certificateRevocationLiszt?has
bfobjectClass=cRLDistributionPoint]

AtTrust CertificatePrompt. fypeYes . Jpol 09 o902 WIS 1096t

7= Obhjectld: 2.5.29.14 Criticality=false

tubhjectKeyldentifier [

eyldentifier [

i 15 AY AB 9B DC E? 7B AE LF 44 DC AT BC 16 B? C7
CE 54 29 59

8. luwos)l yiol>s WSM IJes g6 o CA

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -inport -
trustcacerts
-alias wsmcertificate -file %CVP_HOVE% conf\security\




twCiscosCUPsjreshinkeytool.exe —storet9pe JCEHS —kevwstore c:isciscoscupsconfssef
urity~_keystore —import —v —trustcacerts —alias wsm_certificate —file G:xCisco™
vpsconfssecurity~CUPA.p7h

nter keystore password:

op—level certificate in reply:

Dyner: CH=UCCE1Z2DOMAINCA,. DC=UCCEi1i2, DC=COM
szuer: CH=UCCE1Z2DOMAINCA, DC=UCCE1Z. DC=COM
berial number: 1398856881 Yc46bf4bba59624cf6209F
alid from: Sat Jun 29 21:38:17 PDT 2819 wntil: Sat Jun 29 21:48:17 PDT 2624
ertificate fingerprints:
MDG: 94:82:AC:3F:59:45:48:A9:D3:4D:2C:DV:-EA:=38:1C:27
SHA1: 88:=YS:A7:=4B:D3:D5:B2:-76:B5:59:96:-F1:83:82:C2:BB:-97:23:8B:16
SHA256: ER:E3:1F:5A:8BE:E2:8F:14:80:59:26:64:25:CA-CA:FD:=91:E4:F3:EB:2D:
2:31:85:62:84:45:-66:89:-28:F5:AA
Eignature algorithm name: SHAZ2S56withRSA
.uhjqct Pghlic Key Algorithm: 2848-hit RSA key
ersion:

xtensions:

1= OhjectlId: 1.3.6.1.4.1.311.21.1 Criticality=false
HAAA: B2 B1 84

i2 - Ohjectld: 2.5.29.1% Criticality=true
HasicConstraints: [

CA:true

PathLen:2147483647

3= Ohjectld: 2.5.29_15% Criticality=false
eyllzage

DigitalSignature

Key_CertSign

Crl _Sign

t4: Ohjectld: 2.5.29.14 Criticality=false

bubjectKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 7% @3 3Aa BA 1D A8 5A 2E 43 B6 x.tU..u.:
AA1d: D1 F8 57 3E "

iz not trusted. Install reply anyway? [nol:

9. J,, 1Js 1096 394 98 Jslsp IUleLold 9215 VXML 9215 lJoB s,

10.udJe WSM B.s CVP

IJgbogs 1.

loedd lJs

c:\cisco\cvp\conf\jnm_wsm conf

Bp wluolds IUpdd Jel 09 p9 07 9 wesseo gledlbo



javax.net.debug = all

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COm. Sun.management . jmxremote.anthenticace = false

COm. Sun.mAnAJeEment . jmxremote.port = 2099

COm. Sun.mANAgement . jmxremote. 33l = true

COm. SUn.mANAJSmSNT . jmxremote. rmi .. porc = 3000
avax.netc.ssl.keyStore=_: LT conf\Security\.Keyscore

javax.net.ssl.keyStorePassword=< keystore password >

javax.net.ssl.cruscStore=C:\Cisco\CVP\conf\ securicy\.keystors

javax.net.ssl.trustS5torePassword=< keystcore password >

javax.net.=ssl. bmstﬁturel‘m-‘]‘m

- & = & el B

Bl o= D WD =) O U e L R

IJgbgs 2.
ouvgsd regedit (rt. lo§) wilsé > owuvgsd > Jolué regedit)

IJzls IJelds vesble lJpvele B

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun

2. 0\ WebSer vi cesManager \ Par anet er s\ Java
bode VIVIWETE, N, A1 Marme Iype Uata

a J WowbiiiNode b (Diefault) REG_5Z {value not set]
4 Apache Software Foundal || ab] Classpath REG_SZ CACiscoh CVPWINMLServen Tomaat bin bootstrag..
4 ) Proonn 2.0 58] hom REG_5Z A Cisco\ CVP gre'bin' senver om.dil

bl Colence g abiDptions | REG_MULTI SZ ~Djrehomes C\Creeh OV jre -Deatalina bazes Cl...

d - VO Server
4 J Patamatens
L b
k log
b Hart
& Hep -
4 Webberwpehlans
4 | Pgsmeters
K beva

L San
; b Stop
b Cisco Systems, Inc.

< " B

<

OK Cancel

11. & doso JMX Jgbp IdbJo b CVP

loodd IJs




c:\cisco\cvp\conf\jmx callserver.conf

L§p QOIS |JP‘J&..9 dp| 09 P9 PC Lo |ag'9]b |JP‘J&..9

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COmM. Sun.management . jmxremote . aucthenticate = false

COm. Sun.management . jmxremote.port = 2098

COm. Sun.management . jmxremote.ssl = true

COM. Sun.management . jmxremote.rmi.port = 2097
javax.net.ssl.keyStore = C:\Cisco\CVP\conf\securitvy\.keystore
javax.net.s2sl.keyStorePasaword = <keystore password>»
javax.net.ssl.trustStore=C:\Cisco\CVP\conf\security\.keystore
javax.net.ssl.trustStorePassword=< keystore_ password >
javax.net.as]l.cruscScoreType=JCEKS

#COm. sun.management . JmMXIemote.Ss51.Ccontig.file=

12. §p wodysy JMX oy VXMLServer s CVP:
IJgbgs 1.
IJloosld |Js

c:\cisco\cvp\conf\jmx vxml.conf

Se wosy IJpdd Jpl 03 p9 o S 1Uup9,é sledbo:

cCOom. Sun.managsment . jmxremote.ss]l.need.client.aucth = true
com. sun.management. jmxremote.authenticate = false

com. Sun.management . jmxremote.port = 9696

COm. Sun.management . jmxremote.ssl = true

COm. Sun.management . jmxremote.rmi.part = 9697
Javax.net.ssl.keyStore = C:CiscoCVPconfsecurity.keystore
Javax.net.ssl.keyStorePassword = <keystore password>

IJgbgs 2.
oUbEsdosesise

[J2ls 1delds vesble 1dpwolz s

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ VXM.Ser ver\ Par anet er s\ Java



e i VINherare, Inc. A Marme Iype Lrata
1- ). Wowb432Node ab] (Default) REG_SZ {value not set)
4, Apache Software Foundat || ab] Classpath REG_SZ CA\Cisea\CVP\WAMLServer\ Tomeat\bin\bootstrap....
4, Procrun 2.0 \ ab] Jym REG_SZ C:\Cisco\CVP\jre\bin\server\jym.dil
p-Je CallServer qﬁfomiungi REG_MULTI 5Z -Djre.homes ChCiscot CVPjre -Deatalina base=Cih...
A ) VEMLServer | || T
/ 4. |, Parameters
. Java
. Log
. Start
|, Stop |
4- L WebServiceshMana

< 1 >

0K Cancel

IJglogé 3.

Ip vlebsé wuvgsd ¢206 CVP WebServicesManager oo Cisco.

louvle Jbolyé gpsd 09986 o0 CA J WSM

e wouwzsd 10389 [Jss gop IJlouald 19 gloe VXML 9 ¢e 1do@lsy Iy WSM. |gwe sl IJpes
209 peiu ldpvdlese pusecurity.properties pJws

1. logule Solss 09886 pu CA Jpuohds IUgpsd

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WBM certificate> -v -keysize 2048 -keyal g RSA

ytoo l.exe Storetype .

alias CUPA ]

bed IJedluosd B Idpbldule sldow vge JJoldss.

Igd dJpé o9 Ipeso Isssuvs eus bdool el 09 p9 o Bis 1JLo9,6¢



that is your first and last name?
CUPA
the name of your organizational uwnit?

>iscol:
What is the name of your organization?
[ciscol:
llhat 15 the name of vyour City or Locality?
[Richardsonl: richardson
iz the name of your State or Province?
texas
t¥§ two—letter country code for this unit?
Is CHN=CUPA, OU=cisco, O=cisco. L=richawrdson, S5]=texas, C=1% correct?
[nol: yes

Generating 2.848 hit RSA key pair and self-signed certificate (SHAZ256withRSA> wi
h a validity of 98 days
for: CN=CUPA, OU=cisco, O=cisco, L=richardson, ST=texas, C=THX
‘nter key password for <CUPA>
{RETURN if same as keystore password):
[He—enter ne password:
[Storing c:sciscoscupsconfyssecuritys.keystorel

2. Jouble bdo IUubolss JJluwe IJpuwegl,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -

certreq
-alias <CN of Callserver WM certificate> -file %CVP HOVE% conf\security\jnx client.csr

2 2NCiscoNCUPNjrevbindkeytool.exe —storetype JCEKS -keystore c:iciscoNcupconfis
uritys.keystore —-certreq —alias CUPA —file c:isciscoscupsconfssecuritysgmx_clie

Enter keystore password:

3. w9 dse Ubold gdss pize LS

pdlebs: lowg IUlle IUElue wlugble Uuolys p9des pu ldpsze IUpuor8 wluvesle Iesze
IJpu058. wuisd Idubel>s slduiel>s 1Jzs, Josiss IJesze 1Jpuo38

4. g Idgvolds 1Jzd) s volé gpsd IMX 1Je9 886 pu CA [Js IUpsde!

C.\ G sco\ cvp\conf\security\

5. luvesyls gpsd IMX 1Jp9 e pu CA. Iuwegsp 1o

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %VP_HOVE% conf\security\. keystore -

inport -v -trustcacerts
-alias <CN of Callserver WM certificate> -file %CVP_HOVE% conf\security\<fil ename of CA-signed

JMX Client certificate>



2 :NGiscosNCUPNjresbin>kevtool.exe —storetype JCEKS —-keystore c:sciscoscupsconfise
curitysn.keystore| —import -v —trustcacerts —alias |[CUPA -file C:~Cisco>cvpsconfise
zuritysjgmx_clienTopv o

Enter keystore password:

op—level certificate in reply:

Owner: CN=UCCE12DOMAINCA,. DC=UCCE12,. DC=COM
Issuer: CN=UCCE1Z2DOMAINCA,. DC=UCCE12. DC=COM
Serial number: 13988560881 7c46bf4bh652624cf6209f
alid from: Sat Jun 29 21:38:17 PDT 2019 until: Sat Jun 29 21:48:17 PDT 2024
ertificate fingerprints:
MD5 : 94:82:AC:3F:59:45:48:A2:D3:4D:2C:D7:EA:=38:1C=97
SHA1: B8B:=75:A7:4B:=D3:D5:B2:76:B5:59:96:F1:83:82:C2:BB:=97:23:8B:16
SHA256: E6:E3:1F:5A:8E:E2:8F:14:80:59:26:64:25:CA:CA:FD:91:E4:F3:EB:=9D:
E?:31:085:62:84:45:66:89:98:F5:AA
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2848-bit RSA key
ersion: 3

Extensions:

Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
ARAA: B2 A1 80

Objectld: 2.5.29.19 Criticality=true
icConstraints:[

CA:true

PathLen:2147483647

Objectld: 2.5.29.15 Criticality=false

DigitalSignature
Key_CertSign
Crl_Sign

t4: Objectld: 2.5.29.14 Cpiticality=false
BubjectKeyldentifier [
Keyldentifier I
Baa: 78 EF 21 55 BA F92 75 A3 3A BA 1D A8 5A 2E 43 B6 x.tlU..u.:=...Z.C.
AA1B: D1 F8 57 3E - W>

-. is not trusted. Install reply anyway? [nol: yes
;eprtificate reply was installed in keuystore
ilstoring c:iNciscoscvpsconfisecuritys.keustore |

6.9, wlglhs wuvgsd 06 Cisco CVP VXMLServer.

L’JJJ LJ!E)'C QL..9L)UO Jal)p IJudl)\S)

louble Jisolss gpsd p9 €6 pu CA Jozas wedp IUgpdslc (OAMP)
cuvesd 1Usgsd 1Js ¢lsp OAMP. |gueshs IJes 09, peio Idpdlose pu Iedu.propertiesFile

1. logile Lol 09886 oo CA Jpuolr 86 IUg psd uluwoésle CallServer WSM
YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -

genkeypair
-alias <CN of Callserver WM certificate> -v -keysize 2048 -keyal g RSA




:25Cisco\CUP\jresbin>keytool.exe —storetype JCEKS -keystore c:i:“cisco“cuvpsconfise
~uritys.keystore —genkeypai alias CUPA -v -keysize 2848 -kevalg RSA
‘nter keystore passuord-
that is wour first and last name?
[Unknownl: CUPOAMP
Jhat is the name of your organizational unit?
[Unknownl: 1
that is the na ur organization?
[Unknown]: co
Jhat is the na of your City or Locality?
[Unknownl: richardson
that is the name of your State or Province?
[Unknownl: texas
that is the two-letter country code for this unit?
[Unknownl:z T&
CH=CUPOAMP, OU=cisco, O=cisco, L=richardson, ST=texas, C=TH correct?
[nol: vyes

enerating 2,048 hit RSA key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CNHN=CUPOAMP. OU 1S C O=cisco, L=richardson, ST=texas, C=TX
Enter “key-nassword for <CUP
(RETURR—if—=3me as keystore password):
e—enter new password:
Storing c:“ciscocvphc

2.|ouble bdo 1dubolss JJluwe lJeuweel,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
certreq
-alias <CN of Callserver WM certificate> -file Y% CVP HOVE% conf\security\jnx.csr

:sCisconCUP~jresbin>keytool.exe —storetype JCEKS —-keystore c:sciscoscuphconfise
uritys.keystore —certreq —-alias CUPA —file c::\ciscoscuphconfissecuritynjmx.csy
nter keystore paSsUOFd:

nter key password for <{CUPA>

arning:
he JCEKS qusturg uses

a proprietary format. It is recommended to migrate to PK

~ b 5 = 1 ST £ i =1 s b £ Y — s

3.098s¢e IJuiebs eds poze pued - love ldlple IUElLe wlugble yuolsd 986 pu IJprze
IJpuo58 wluwedsle IJpsze 1dpuo38. wussd [Jubolss slduielss 1) Josiss Ideze IJpuos

4.luuwe [Juuolsé 1Jed, sumolss gpsd IMX IJe9 886 pu CA |Js C:\Cisoc\cvp\confisecurity\

5.luvosyl Iduolss 1Jzss wluvogsle o3l 1Ule:

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts
-alias root -file %CVP_HOVE% conf\security\<fil enane_of root_cert>

Ibed JJpd pu9) ptiu IJpdlose eus bJwol. AtTrust CertificatePrompt. typeYes . Jpl 09 p9 02



:wCiscosCUPsjrevhindkeutonl exe —stovetune JCFHS —keystore c:isciscoscepsconfise
uritys.keystore | —import —v —trustcacerts —alias root| —file c:sciscoscuepsconfsse
uritysroot.cer
mter keystore password:
puner: CH=UCCE12DOMAINCA,. DC=UCCE12. DC=COM
ssuer: CH=UCCELi2DOMAINCA. DC=UCCEi1i2. DC=COM
erial number: 13988560881 Vc46hf4bhbb59624cF6209F
alid from: fat Jun 29 21:38:17 PDT 2019 wntil: Sat Jun 29 21:48:17 PDT 2824
eprtificate Fingerprints:
MD5: 94:B2:AC:3F:59:45:4B:A9:D3:4D:2C:D7:EP:=38:1C=97
SHAl: BB:=75:A7:4B:D3:D5:B2:?6:B5:59:96:F1:83:82:C2:BB:97:23:8B:16
SHA256: E6:E3:1F:5A:BE:E2:8F:14:80:59:26:64:25:CA:CA:FD:=91:E4:=F3:EB:9D:
1 9:31:85:62:84:45:66:89:9B:-F5:-ARA
ignature algorithm name: SHAZS56withRSA
ubject Public Hey Algorithm: 2848-hit RSA key
ersion:

xtEnSs 1ons =

1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
BB : B2 Bl 68

2: Objectld: 2.5.29.19 Criticality=true
lasicConstraints s
CA = true

PathLen:2147483647

3: Objectld: 2.5.29.15 Criticality=false
eyllzage [

DigitalSignature

Key_CertSign

Crl_Sign

4: Objectld: 2.5.29.14 Criticality=false

ubjectKeyldentif ier [

eyldentifier [

BBE: 78 EF 21 55 Ba F9 75 83 JA BA 1D AB 5A 9E 43 B6 x.'U..u.:...Z.C.
Mig: D1 F8 5 3E -2

‘rust thiz certificate? [nolT yes
ertificate was added to keystore
Storing c:isciscoscupsconfssecuritys.keystorel

AVFNLNG =

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to PK
212 which is an industry standard format using "kevytool importkeystore —srckey
tore c:sciscoscupsconfssecuritys.keystore —-destkeystore c:isciscoscupsconfssecur)

6. luvesls Uolss gpsd JMX 1Jp9ded oo CA J CVP

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
inmport -v -trustcacerts

-alias <CN of Callserver WM certificate> -file

%CVP _HOVE% conf\security\<fil ename of your signed cert from CA>

nCiscosCUPs jresbinrkeytool.exe —storetype JCEKS —keystore c:sciscoscupsconfsse
uritys.keystore —import —-v —trustcacerts —alias CUPA —file cisciscowcupsconfsse
ULt ys Jmx . pdh
‘nter keystore password:
szword iz too short Aust be at least 6 characteps
s PAS S rd =
~ hey password fFor <CUPA>

ertificate reply wasz installed in keystore
storing cisciscoscupsconfssecuritys.keystorel

arning :




7.8p wlgbs ouvgsd é>p0 Cisco CVP OPSConsoleServer.

8. cuwesd Igsd s OAMP. Jopdisu Ileuold IJlew wsu OAMP g Call Server Iy VXML
Server. loodd [Js bPLs 1Jizes > Call Server. 235 glué IJlzosh opdiso ool Il
wluwodsle 9226 cpdp OPS. §p wedb JJ py Call Server 9 VXML Server guinyopl.

Hostname: * lwpa I

Description: [

Enable secure communication with the ﬂmm

9. 8p wouvgsd IJle, regedit.

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ OPSConsol eSer ver\ Par anet er s\ Java.

1Jzl8 IJelds oldedwd 9zdbo

-Dj avax. net.ssl.trust Store=C:\ Ci sco\ CVP\ conf\security\. keystore -
D avax. net. ssl . trust St orePassword= -Dj avax. net. ssl . trust St oreType=JCEK

<| " >

IJoedd pu lJuoes

Ip wuuesd ¢lbe CVP CallServer 9¢le VXML 9¢l>e Reporting oo glbe OAMP: §p oo oSS

cpdsle pod pub oVl uosd $less IJoslule soyiol |_9 luweboel (Ebe IJod@ls)) |_9 Ls lolelo
ou OAMP |Js ¢l e Call/VXML/Reporting.

e dunldd IJigble 9l oJdlzol

Jl &8, 2ldsT pedsple psé Jlgweduld 1Jisble sl odlzol Jo3l IJedsso.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



