od9ss RTP IUlow W 09 uuwé o0 IJlouold

lJpzosslo

| Jp, 9506
IJpclodole 1l wlwsé

lJodoule | OEdp0

lJodosy

= J9se o8l o8 158 ol 2l 1o, ol SIP J CUBE 9 CVP
laslo pdedle og s loly gl louold SIP oo dle SIP sle 1o Jé 9o pds SRTP
lo, old 2ol "o le IJlsose," o CUCM

o288 ool ops

NFX YY)

39022 03l IJpwons s clpso 2098 pi9) wslule wisesdsd véd IUsde IJdeds (SRTP)
Bs w383 Idpdldele IJusled Jeyds 1Uloueold (CCE).

IJpcbdule IUIgul uss

gehz ublyg luuble Idguobsle gluuas ol pu 03l IJpuwews J3JY szo lugsle Iduboble 1Jgl o6
« Cisco Unified Communications Manager (CUCM) g Customer Voice Portal (CVP) Call Server g
Cisco Virtual Voice Browser (CVB) g Cisco Unified Border Element (CUBE) gl _wo.s)lbdol |Js
IJedoule [dpguss. Bl oo ouwegse guoble p9des slosl Olo oubd Idgveble szw v swpe
wSU p¢J_90|Q pé_&d-..éé.

IJeobJulo
9,08 Cisco Ll odyy Jrsd p&)906 Lldpsluose IJoldss:

- CCE

. CVP

- pdew
- CUCM
- CVB

lJedyule IJp e ped

ouwow Idpgdspele 1Jglo W o3l ldpuwews |Js IJluesl) 12.6 oo Package Contact Center



Enterprise (PCCE) 9 CVP 9 CVB g CVB. sJJuol cubud lsuol eds lUlposble Iduwlogsé.

U logvle Up&.ngolu |.J_9|J>6 IS o3l IJpwews pu UiaoJéS 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu E_rOLSE_ |.J|E_OJO |.JrD.JUua)rOO k.9.5 o5l |Jpwuu) uudngU PP\J“.SE. (IdujlkJDgS) !)l \Jluu

lJodosu

pdlzbd: O 3§ Ipdldple Idubled werds Ilouold: Jopdsy -___,)_9o_9-:J_9.,J RTP IJlou
Sew wpdsu luvble SIP IUlews. J3sJd: cose Idodssole 1Ul)e WOs o3l ldpgwows JJI
ou SIP IJlpo 9 SRTP.

Souoe ldptblb IJolds |J'Dd_9ulu lJpuwwgses Vs luvble SIP 9 RTP W u)dd lJpedldple
IJuvled Jeudj 1dlouald. gusel ulugS pdldps Lo9eso [Js [Juble: ol u|u§ Y] eu ediJ
w818 10589J 19 IUpdew J3JY $p woubgsd IJedssole eds Idedew. wes 309 §p wodsse
CVP 9 CVB 9 CUCM.

Inbound Voice - Secure SIP and RTP B

Router

CUBE or
Ingress GW

U'oo'oB 1: Uodg.;o UTPQ J.Jpv.’]&-.,;
WIS 030 [Jpops: v §9p wod9sy CUBE Joipg_s(J Howlisd wy9e9ded SIP 9 RTP.
lJodssule [Jplbdewé:

- wJ9su TrustPoint [ e,)los J SIP UA
- oessd ubls, IUbdo Jlguegsle TLS ¢ SRTP
lJglbsle:



1. 18we eJuwé SSH |Us 1dpds .

2. §p coubgsd 030 1Jsley Jzed pdsuw SIP suweese Lvolss CA IUglLos wldedg. suubis
IJpde o louold SIP TLS pu/lds CUCM (198.18.133.3) 9 CVP (198.18.133.13):

Conf t Sip-ua Transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

3. Bp vuUbvEsd 0o Uiglp_) Jopedsu TLS gds uvbs) Idbde 1duols) 1Js CVP. s o3l

lJpolde sop luweesle gdlps ulbs,) IUbde 6000 Jogzsoe IJpdldele |Us CVP:
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls srtp exit

IJpops 2: IJodssy [UTew J CVP

WO 030 [Jpopd: §p wodssy gbe pdldple CVP .Joiroggu Huwlisd w)y9e9ded SIP (SIP TLS).
IJgbgle:

1. ouwesd 1U>g9d |Js UCCE Web Administration.
2. lyoWd |Js call Settings > Route Settings > SIP Server Group.

Media Routing Domain Call Type Dialed Number Expanded Call Variables

gwoobl s IJadssole 1gl 08 oo Josd pa|o_98_| esbe SIP o udgsuol JCUCM 5 CVB 5
!qua.)ho pg_p}f_lu a9|)ro SlP |Ju|.J§o.

- cucml.dcloud.cisco.com J CUCM
« vwbl.dcloud.cisco.com J CVB
« cubel.dcloud.cisco.com J CUBE

3. 1u@,) cucmi.deloud.cisco.com: & p 9 S Members edlpd lJowsse IJos oo, ol uosd
odosule pgeoes ¢9lbe SIP. pge9gé SecurePort lJs 5061 9l gy 99,9 Save.



N
Route \)etﬂngS Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuem1.dcloud.cisco.com

| Members |

List of Group Members e
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. 18, wbl.dcloud.cisco.com 90 &p 9S Members £Jlo6 lJow9Sw w8SSG SecurePort
IJs 5061 9l 8y 99,9 Save.

O it
ROUte ‘JBtU mgS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit wwb1.dcloud.cisco.com

| Members |

List of Group Members e
Hostname/IP Priority Weight Port SecurePort Site
vub1.dcloud.cisco.c... 10 10 5060 5061 Main

Upo'oﬁ 3: I.Joel_9.§._', Uipo JCVB
Bes 030 1Jpopd: §p wodssy CVB Jolese Huulisd wy9esds] SIP (SIP TLS) 9 SRTP.
lJ¢gbglw:

1. Yo Cisco VVB Admin owW926.
2. lyo9d |Js System > System Parameters.

almlin  Cisco Virtualized Voice Browser Administration
CISCO [y cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help

System Parameters
Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24



3. £Js Ssecurity Parameters p 9o g 2w sl) Enable py ia.J TLS (SIP) . 2l gJs Supported TLS(SIP) version
asTLSv1.2 9ugwly Enable oy lgd SRTP.

Security Parameters
Parameter Name Parameter Value Suggested Value
TLS(SIP) O Disabld ® Enabie | Disable

Supported TLS(SIP) Versions TLSV1.2

b Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crypic Suite:  AES_GM_128_ HMAG_SHA1_32] (@] Disablel ® Enable I [ Allow RTP (Mixed mode) Disable

4. 109, Update. o) Ok gud ldpbldus lglhs wubgsd peyd CVB.

ulwli  Cisco Virtualized Voi¢ ., 1004 cisco.com says

CISCO  For Cisco Unified Communications So
Please restart Cisco VVE Engine for the updates to take effect.

System  Applications  Subsystems Tools  He

System Parameters Configuration “

LE Update @ Clear

5. vobdo oo lJegssyle lehsé wuvgsd peyd Cisco VVB. Jlglssé wuvgsd peyd VB luegd
IJs Cisco VVB Serviceability « &p 109, Go.

W EEDENRE Cisco VVE Administration
Cisco VVE Administration
Cisco Unified Serviceability
Cisco VVB Semviceability

Cisco Unified OS5 Administration

6. luewd |Js Tools > Control Center — Network Services.

Tools Healp
Control Center - Retwork Services

Farfarmance Sonfiguration and Logaing

7. ugwl) Engine 9109, 99§ Restart.



Control Center - Network Services

> stat (@ Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services
Service Name

) Ferfmon Counter Service
) ¥ (Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager

lJpops 4: IJodssy IUley J CUCM

Joip§g owwlisd SIP 9 RTP gJs CUCM: $p wlple IJodssule IJeldso:
- 0Ess0 9U2E lelo CUCM gdis 1Js g 1Jpedlo
c 0950 pJBle wE s Iolo ¢ loold SIP J CUBE 5 CVP

8)lu pdVdle wg s irolg, tb logold SIP wuuodle SIP 1Jgluos 9o pdsy SRTP
- logold zolj "IJsddle I.Ji,og@g," <~ CUCM

oE S0 9,2 lelu CUCM gJss Idsuog IUptodbo
S>gp CUCM 9 0¢s i,ol.;J:

- Jaooe g Ileo (Isgoe Il el o)

- Idsuoe Idptodb (IUsuse 1Jlew)

lJgbsle:

1. wwed 1U>g9d 1Js 9lgos 51,6 CUCM.



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

| [WaTally Rezet

2. ewpl ©99p vowesd IUsged IJs CUCM: spdud IUluw8ld |Js  System > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. wew Security Parameters [Jp 9lbog g 99 ppl 131 JIy Cluster Security Mode wp wgSSwo £JsS 0.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

4. 131 op cess "9upe el wblp 1Jpzeses” eds 0 Bosl sgus wesso 9,28 lplu wble
Ipzeoes eds suoe £ e weole lJs wpdsu Idsuoe 1dpeedb pu CLI.
5. 1wz eJuwo SSH |Js CUCM.
6. £0s wuwasd IUsg9d IJolzz 1Js CUCM gy SSH. $p wouigsd o3l 1Ule):
IUsog Ipeodle Joble 1pzeses CTL



7. 1Jus¢ v 5lud, B9 Enter g0l sbdu pud. s89p 03l 1dle) wogssy 9,28 lolo wble
Iezeses Ids 1dsuoe 1dpeodb.

8. JJs vuoue IJogss)le olwe36 Up-_é&ng Ip vlehé w ugsd Cisco CallManager 9 Cisco

CTIManager 1Jg>plw.
9. Jlghs wubesd IUgrplo 9 ldoudd souwesd 1J>g9d IJs  Cisco Unified Serviceability.

Usernarme

Fassword

| Login

10. vg> ogwesd 1Ux¢ged IJulze lue®d |Js Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

1. 1ee, 1Jebe o lud) ¥9s Go.

Select Server

Server* [cucm 1. deloud.cisco.com--CUCM YoiceVideo *-*]| G0 | |

12. wew g>ple CM. i'ao_) Cisco CallManager « &p |9, Restart iE_Js lJuo9zs.

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

13. oldss I,uwlds 1dpuwds sldud) oK. lueb) pos sop lehé ouvésd IJgspé votle.



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. og> lghe [dogvgsd IJulzeé Cisco CallManager. Ig ol Cisco CTIManager &p |09, Restart ) |gl>6
lJouugsd Cisco CTIManager | Jgapo.

|CM Services

Service Name

Cisco CallManager

Cisco Unified Mobile Voice Access Service
Cisco IP Woice Media Streaming App
Cisco CTIManager
Cisco Extension Maobility

8] [0} S NS IS

15. oid§> lbHuwldé 1Jpowe8é 9ldu g,y oK. luob, eus swp lebhs ouvgsd 1Ugpd wugle.

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. wg> lehs wubésd IJgrple 1Julzes: JJozdd pu wesso 9UoE lelo wble Iezeses eds
lJsuog Idpgodb: luodd IJs 516 CUCM Jel 09 p9 oz O 1UEb9s 5. &p weldd
@U Cluster Security Mode. 9lJly Szw wEssuwol gds 1.

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

od9su pdudle og s i‘o|o ¢b louold SIP J CUBE 9 CVP
lJgbglw:
1. owed 1Usg9d IJs 9lzos [>1,6 CUCM.

2. ug> ogwesd IUs¢gd IJulze IJs CUCM: lue@d |Js  System > Security > SIP Trunk Security
profile Jlouble pJd g8 lply JJzol; J CUBE.



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3. W leds Idsuwh lod) eds |uoldé 2283 Jluol9s pJd wguosuo 2383.



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. lJod9sy SIP Trunk Security Profile £J.s ioo| 030 lJuo9,0 &p lug, save R |uw_9J Suvh
lJuowes.

System »  Call Routing «  Media Resources »  Advanced Feastures »  Device = Application = User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reset £ Apply Conficg |:|I} Acde] My
-Status

@ add successful

@ Reset of the trunl is required to have changes take effect,

-SIP Trunk Security Profile Information

Marme ¥ SecureSIPTLSforCube
Description

Device Security Mode |Enu:r1,r|:uteu:| V|
Incorning Transport Type™® |TLS V|
Cutgoing Transport Type TLS il

() Enable Digest Authentication
Monce Validity Tire {rnins)* 00

Secure Certificate Subject or Subject Alternate Mame |S1p-cr

L
| Incorning Port® 5061

[_JEnable application level authorization

] Accept presence subscription
(] accept out-of-dialog refer®*
(] Accept unsolicited notification
] Accept replaces header
[ Transmit security status

L allow charging header
SIP V150 Outbound SDP Offer Filtering * |Llse Default Filter i




5. olds PU UESSY Secure Certificate Subject or Subject Alternate Name  |Js 1Jluwp lJulisg (CN) Jwolss

CUBE Jpl szw v woblug.

6.1u9) 998 Copy j)9wESS) Name lJs SecureSipTLSforCVP. & €SS, Secure Certificate
Subject |Js CN IJgluo wuuolss gbe IUlouold o CVP Jpl szo lo wblog. lug, save ).

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

Mame* |SecureSIPTLSfDerp

Description |

Device Security Mode |En|:r1_.rpted Vl
Incaring Transpart Tvn,r|:u3"c |TLS Vl
Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization
[ Accept presence subscription

] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header

[ Transmit security status

[ allow charging header
SIP Y150 Qutbound SDP Offer Filtering"c Use Default Filter b

llu pdosle og s iplo ¢b louold SIP wuvwdle SIP sl 1JgoJs 9o pdsy SRTP
IJgbsle:

1. Os uo;éaé b6 CUCM: Iy 8d |Js Device > Trunk.




Device - Application - Uzar Managame

CTl Route Pairt
iZlekeaspar
al sy

PhiGre I

I Trunk

Remote Destinstion
Devios Setting=s L]

2. IJozd g0 ¢b louold IJpdgw. B 03l 1dpsld: luwe ¢ louold IUpdgw 09 veube « &p

o) Find.

Trunks (f -50f5)

Find Trunks where | Device Name v | begins with v m m”m”z] |E|
Select itemn or enter search text ¥ |
i:_l Hame ~ Description Calling Search Space Device Pool Route Pattern
0 é yCUBE dCloud CSS dCloud DP  cloudcherry.sip twilio.com
0O &= ¥CUBE dCloud css dCloud DP 7300
O ¢& ¥CUBE dCloud CSS dCloud DP 6016
(] E vCUBE dCloud CSS dcCloud DP 7019
0 = vCUBE dCloud CSS dCloud DP 44413

3. lu®y veuBE JVuwz LoWzs wdysy b loold VCUBE.

Partition
dcloud PT
PSTH Incorning_Murnbers
PETH Incoming_Mumbers
PSTH Incoming_hurmbers
Robot Agent Remote Destinations

4. s Device Information |IJp 9log: w299 pw SRTP Allowed ¢luo IJIgesl) Jopdsy SRTP.

[ unattended Port

B2 srTP allowed | When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Tratc on This Trunk Secure™ |when using both sRTP and TLE ol |
Route Class Signaling Enabled® |Default v|
Use Trusted Relay Point™® | Default v

5. wpysy Jluwwdd |Js SIP Information (9w e« 9O €SS, Destination Port |Js 5061.
6. OESS) SIP Trunk Security Profile !..LS SecureSIPTLSForCube.
rSIP Information
Destination
[l pestination Address is an SRV
Destination Address Destination Address IPvE Destnation Port
1* [198.18.133.226 || 5061
MTF Freferred Criginating Codec™® Fliulaw v
BLF Presence Group® | Standard Presence group Vl
ISIP Trunk Security Profile® | SecureSIFTLSforCube | ~|
Rerouting Calling Search Space |< Mone = "l

7.1u9, Save &p Rest lJs save gubos g lJogss)lo.



Trunk Configuration

B Save x Delete % Resat HI]: Add New

Status

® Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

8. luw¥d IJs Device > Trunke Jdwge gu b louold CVP. WO o3l ldpeldi luwp tb loold CVP
09 cvp-SIP-Trunk. I 9 Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==

| Select itern or enter search text ¥ |

MName Dezcription Calling Search Space

CNP-SIP-Trunk CYP-SIP-Trunk dCloud CS5

Device Pool

L
I:I SIF

dCloud DP

9.1u@, cvP-SIP-Trunk JWOwz LoWes widysu ¢b luold CVP.
10. WOs Device Information p §lbog. w2 99 SRTP Allowed ¢luo IJIzwsl Jopdsy SRTP.

[ unattended Port

B srTP allowed | when this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and other information.

Consider Trathc on This Trunk Secure®

|when using both sRTP and TLS v|
Route Class Signaling Enabled® |Default v|
Use Trusted Relay Point® | Default v

1. ©py8) JiuwddJ JJs  SIP Information lJOuwpe: Bp v oSS, Destination Port

|Js 5061.
12. &8ssy SIP Trunk Security Profile lJs SecureSIPTLSForCvp.

r SIP Information

Destination

[ Destination Address is an SRV

Destination Address

Destination Address IPv6
1* [198.18.133.13 ||

Destination Port
061

MTF Preferred Originating Codec™® Tilulaw
BLF Presence Group®

Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyvp v

13.1u9,) Save &p Rest lJs save gubosg lJogss)lo.




The configuration changes will not take effect on the trunk urtil & reset i= parformead. Use the Rezst button or Job Scheduler 1o execuls the reset.

louold zols "lUsdJle IJipuss” w CUCM

JO.D_GJ-._SO ro@.jlo:Uiplo JJdzolj szw edsd wowsw ,_,‘bo!bé sle lopsé ppdss (LSC) sogssu
odo we)su lJlely J3JY Ug_.ol_j. Sew9s LSC gds Idpvolz 1dgle Ju9bo IJQo|§6‘3|J5§ Op
lJosdse edso po Yod Idpsulz [Jgluo CUCM CAPF. 909 £, poww gds [Joglews wyvdd
loe,)luos.

lJgloglw:

1. ouwesd 1U>g9d |Js  Cisco Unified Serviceability [ J9lz06.
2. lyewd IJs Tools > Service Activation.

alial,  Cisco Unified Serviceability

cisco For Cisco Unified Communications Solutions

Alarm * Trace * | Tools * | Snmp ~ CalHome + Help -

Cervice
Activation

i Control Center -
Feature Services

3.1¢e, ¢bp CUCM slud, Go.

Server”| cucm1.dcloud.cisco.com--CUCM Voice/Video ~|| Go

|'5E|EEt Server

4. WOz o Cisco Certificate Authority Proxy Function 9l 9y <999 Save Jouivsl [Jg>po.
low, ok JJduldss.

Security Services

| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5. olds PU wuuLS 1Ugp6 wp luogd Ids Ibé CUCM.



VEWLBERSGE Cisco Unified Serviceability "
Cisco Unified Reporting Sgout

Cizco Unified CM &dministration

Disaster Recovery System

Ciern Linified Serviceahility

6. w&> wywesd IUsgd IJulze IJs e CUCM: lue@d |Js  System > Security > Phone Security
profile Jluble pJd o)W lele JJzolj 1J9dsd.



ahmhe  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztem )| Call Routing * Media Rezourcez +  Advanced Festurez +  Dewi

Cizco Unified Ch

Cizco Unified CM Groug device is configured. Th
Presence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DatelTime Group

BLF Prezence Group

Fegion Information k ld m i n iSt rﬂtiﬂ n
Device Pool

Device Mobility k

CHCP »

LDaP 2

SAML Single Sign-On

on Friday, Decernber 20, 2019 1(

Cross-0rigin Resource Sharing

feolus) s, Inc,

Location Info k

MLPP » fures and is subject to United =Stat

aws, By using this product vou ac
Phy=ical Location

SReT o cryptographic products may be

Erterprise Parameters nrmunications Manager please visi

Erterprize Phone Configuration our Technical Suppaort web site.

Service Parameters

Security k Certificate

Application Server I Phone Security Profile I

Licensing k SIP Trunk Security Profile

Geolocation Configuration CUME Server Security Profile
=

7. oz g0 pdd wersd sl 1Jglue wuse zoli 1Jsdsd IJglue wd. B o3l IJpeld: sop
luwegsle ole, Lo ulgp J3l 13w, Cisco Unified Client Services Framework - Standard SIP Non-Secure
Profile. 109 159906 wuwg B Jouuwe pJV IJog)s ol



Phone Security Profile (I-10f1) Rows per Pagel 50 vI

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I '{'Fl ='|

-

I_ Mame Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. lglo o wpss pJd IJog)sWd |Js Cisco Unified Client Services Framework - Secure Profile. C 90
vutssy Ideglpdlo Jpl 8Os 030 1Juo9,6 Sp lud) 998 Save Vs leds suwl) IJuodes.

vstem *  CallRouting *  Media Resources +  Advanced Festures +  Device +  Application = User

Phone Security Profile Configuration

—Phone Security Profile Information

Product Type: Cisco Unified Client Services Frameworlk

Device Protocol: =IF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted -]
Transport Type™® |-|-|_5 -]

W TETP Encrypted Config

r Enable ©auth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |E'!‘f Mull String -]
Key Order® [r=a only =]
RSA Key Size (Bits)* [z048 -]
EC Key Size (Bits) |.=_- None = -]

Mote: These fields are related to the CAPF Information settings on the Phone Confiquration page.

—Parameters used in Phone

SIP Phone Port™ [5ns1

Sawve | Delete | Zopy | Feset | apply Cl:unfigJ add Mew |

9. &> Idlugvle IJulze Jpdd wg)swd zolj IJolew: luedd |Js Device > Phone.
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10. 1o, Find Juwyd gpse 1Joglewd IJpee9es ;6. lud) 999 olwwd IJgdsd.

1. Swp Yoz LoV wIdysy olwwd IJ9dsd. wz e Certification Authority Proxy Function (CAPF)
Information 9w p. Joiowsw LSC 9p wwgSSY Certificate Operation
lJs Install/lUpgrade 9 Operation Completes by |J.s Ls obhsg Vs IJpuvodod.

— Certification Authority Proxy Function {(CAPF) Information

Certificate Operation® Install/Upgrade ""’l
Authentication Mode * By Mull String “ |

Authentication String

Key Order® [RZA Only v

RSA Key Size (Bits) ™ | 2043 v |

EC Key Size [(Bits] At
| Operation Completes By |zoz1  |jo4  [[16 ||12 | (vvvriMm:DDiHH)

Certificats Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. wg & Protocol Specific Information 1|J 9 we 90 ESS,) Device Security Profile lJs Cisco Unified

Client Services Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode® | None |
Packet Capture Duration ||:|

BLF Presence Group® |Star||:|ar|:| Presence group v|
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec™ 71i1iulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hv|

Ferouting Calling >earch >pace Cisco Unified Client Services Framework - Secure Profile
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System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

14. o Boe UlWd36 pULLES: lud) Reset Joldss IUlgle.

Device Reset

r Reset Information

15. 0> wuwesd zoli 1Jsdsd )6 1858 wlpweesle CUCM. $p woesse lJuodes Il ss
90299 pu wowse LSC wuglz. Weueo Certification Authority Proxy Function (CAPF)
Information (9w . Certificate Operation Sgw og§§Qo| IJs No Pending Operation 9 Certificate Operation
Status O UESSUO &J..s Upgrade Success.

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™® ! Mo Pending Operation "
¥

Authentication Mode By Null String

Authentication String
Generate String
Key Order* RSA Only
RSA Key Size (Bits)* 2048
EC Key Size (Bitz)
Operation Completes By 2021 |04 |16 |[12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.
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2. Vs v IJg 8w e eduwo SSH |Js VCUBE. 99, wogvgsd IJle) Idolds:

show call active voice brief

odpse 0289 el 151 JlG SRTP on wsu Idpdew 9 VVB (198.18.133.143). bl Jlvw g
W03l s9b 1o 2,96 0,9, RTP Tou6 wsu IJpedew 9 VVB.

3. leed 99sJl psd)l Jdys eds 1dpIldps.

NI - : @ Mot Ready |
Cl1Seo Cisco Finesse @

N Agent ‘ Ready

® Break

) u

Agent Mame State

4. sop 2o Mepsd 9sop wozso Iedldes 1Us Igpsd. lzw eds IUpdldps.
5. sop lJlouold wldsdsd. bze [Js eduws SSH IUgluos wldpdsw VCUBE. &p $p

vogvgsd e, IJolds:
show call active voice brief
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