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$9,2g 03l IJpuwows dsdss odssu gbe 99sd NGINX Jdodled wluwesle od "wedsele
9dJle Cisco".
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- 9g26 IJuedp Unified Border Element (CUBE) o Cisco
- oplo IUs3dle Iuoules Jeyds louold Webex (WCCAL)
- 9Jsd NGINX

- oubd gvoble IJiely

lJedyule IJpuuwcsped
ouwow Idpgdsele 1Uglo WO o3l ldpuwews 1Js luesble Ido)lez Ioldse:
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u)lu apgse Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

lJgJ9s6

Vs pdew vuiy Jlzlole JJedsd: souod wédes WSContor [Jos swpe uuinol Jgie pu 3ple
WCCAI. JJs swp logile IUlouold: sgolz CUBE |Js 1U9uo9d IJs Jloesoe. o8, w2
lJpduwuwle §s9l eds w9lds) 1Usuesd Idpwluis s pdsule 1ded ewn IJlue,ow. B ol
lJovsobss wauos Cisco wluwegsle Idydsd 1ss sogp WebSocket. suisz o3l ldpgwows
lJodssu Idpbdse Jodsd NGINX 1Uss sagp plEd 950.

lIJodsso

IJoui,

CUBE —<websocket>—gqJsJ NGINX —<websocket>—WSconnector

Jl >80 CUBE ¢lJsl iwdgw Connect Joud$ leuold TCP s CUBE |Js WSConnector.
o9u0s Cisco uloold 1Jgbgs-by-hop ey gJld 1J9dsd. szess NGINX oo gl o3l IJouivy eds

louold Tew po CUBE W 1dpyedé 1Uglyss gloold Tew 13 B 1dpspds Iduols,s wloglo
WSConnector

oVluosd weuso NGINX

oluosd ublpe IJosgsd: Cent OS Centos-release-7-8.2003.0.el7.centos.x86_64
NGINX IJlo5l, : nginx/1.19.5

tbslo IJodssy

IUgo9s 1. céwse NGINX: lowg gbgle IJeduse po wolus NGINX. loug o3l Idboulb: 3Js
2w99J NGINX.

IUgloss 2. Suolss NGINX 3less IJosdse slouile IUpdlose. cudss o3l 1die, gds ghe 9dsd
NGINX:

sudo openssl req -x509 -g 9> -59, 365 -new key rsa:2048 -keyout /etc/ssl/private/nginx-
selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

lJ¢lb9é 3. z,, IJ nginx.conf oo ,>.

9_lJgpdsle 1t
error_log logs/error.log debug:

izl {
59Ul WORKER_CONNECTIONS 1024:

}
http {
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Suopsu lusle mime:

default_type application/octet-stream:

op ogvesd pJud sendfile:

keepalive_timeout 65:¢

g1 ;

lowoeg 1ds peod IUIEIue 1dei9> w316 puowsgs po pdvles Lodwé (SSL) b,l; 8096:
server_name ~.+: :

# pedJ DNS lJpuese woluwbs IUgdsd IUleles
pz>> <DNS _Server IP:Port>:

proxy_read_timeout 86400s:

proxy_send_timeout 86400s:

client_body_timeout 86400s:

keepalive_timeout 86400s:

9Jdsd #lgbo wozso JUbde wgJld CONNECT
Jeode /{

proxy_pass https://$http_host:

proxy_http_version 1.1:

<) 9$6 proxy_set_header $http_upgrade:

louold proxy_set_header $connection_upgrade:
PROXY_SET_HEADER HOST$HOST:
proxy_ssl_certificate <nginx_selfsigned_certificate>:
proxy_ssl_certificate_key <nginx_certificate_key_path>:
proxy_ssl_trusted_certificate <WSconnector CA Certificate>:
proxy_ssl_protocols TLSv1.2:

}

#ssl o vgsJ:

ssl_certificate <nginx_selfsigned_certificate_path>:
ssl_certificate_key <nginx_certificate_key_path>:
wpew punlydé ssl_session_cache:SSL:1m:
ssl_session_timeout 5m:

ssl_ciphers high:!aNULL:!MD5:
ssl_prefer_server_ciphers gJs:

}
}

Uz bo96 4. JUe2dd po 2lJs 99 NGINX. o woudss IUley: 21Js IJulble nginx

lJozdd po Iduoes
oul LeLo IJi_9IroJ lJos spdud [guegsleol JJdozdd pu wdssu NGINX.
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veuduw -t
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2. JJozdd pu luosly NGINX
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5. 98V IJuzsuduw
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wilsé IJuble NGINX
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