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ةلص تاذ تامولعم

ةمدقملا

.Cisco نم (CMS) تاعامتجالا مداخ ةفاح نيوكت ةيفيك دنتسملا اذه حضوي

ةيساسألا تابلطتملا

تابلطتملا

:هذه CMS 3.x تانوكمب ةفرعم كيدل نوكت نأب Cisco يصوت

WebBridge 3•
•جيربلك
C2W•
•ةيامحلا رادج
•مداخلا رود

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

•CMS3.X Open Virtual Appliance (OVA) حوتفملا يرهاظلا زاهجلا
•122.0.6261.112 رادصإلا ،Chrome حفصتم
•Firefox 123.0.1 (20240304104836) حفصتم

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش



نيوكتلا

قبسم نيوكت

:(NTP) ةكبشلا تقو لوكوتورب مداخ نيوكت .1

.يساسألا مداخلاو CMS Edge مداخ ىلع NTP مداخ سفن نيوكت لضفألا نم

:(DNS) لاجملا مسا مداخ نيوكت .2

 ىلإ DNS CMS Edge A يلخادلا لجسلا ريشي) CMS Core مداخل يلخاد DNS نيوكتب مق
 ،CMS Edge A نيلجس نيوكت بجي ،كلذ رذعت اذإو ؛CMS Edge مداخل يلخادلا IP ناونع
.(يجراخلا IP ناونع ىلإ رخآ ريشيو ،CMS ل يلخادلا IP ناونع ىلإ امهدحأ ريشي

1. 

 IP ناونع ىلإ A CMS يجراخلا DNS لجس ريشي .CMS Edge مداخل يجراخلا DNS نيوكت
.CMS Edge ب صاخلا يجراخلا

2. 

.لاصتالل CMS Edge A يلخادلا لجسلا CMS Core مدختسي .3

.ماع IP ناونع لالخ نم CMS Edge ىلإ نييمومعلا نيمدختسملا لوصو .4

:cms.demo :مدختسملا لاجم .5

:CMS Edge لجس .أ

• edge.cms.demo (internal user login with this A record)

• edge.cms.demo (public user also use same A record from internet, you could specify the different external A record) 
 

:CMS Core لجس .ب

core.cms.demo

:Edge و CMS Core مداوخ دامتعا جاتنإب مق .6

جاتنإلا ةداهش - أ

• cmscore-fullchain.cer (نيمضت كنكمي امك ،ربتخملا يف ةلماكلا ةلسلسلا تاداهش تامدخلا عيمج نمضتت 
(مداخلا تاداهش

• cmsedge-fullchain.cer (نيمضت كنكمي امك ،ربتخملا يف ةلماكلا ةلسلسلا تاداهش تامدخلا عيمج نمضتت 
(مداخلا تاداهش

.نيمداخ نم ةلماك ةلسلس ةداهش جاتنإ .ب



•• cmscore-fullchain.cer (رذج ةداهش ةداهشلا هذه نمضتت)

• cmsedge-fullchain.cer (رذج ةداهش ةداهشلا هذه نمضتت)

ةكبشلل يطيطختلا مسرلا

Edge و CMS Core ةئيهت تايلمع

.يساسألا CMS مداخب ةطبترملا تامدخلا طيشنت .1

.ةراشإلا ةكبش نيوكت .أ

:ةكبشلا ةهجاو طيشنت

 
<#root>
ipv4 a add 10.124.56.224/24 10.124.56.1

 



.CallBridge نوكم طيشنت .ب

 
<#root>
callbridge listen a 
callbridge certs core.key cmscore-fullchain.cer 
callbridge trust c2w cmsedge-fullchain.cer (if not, which result in WebRTC failed) 
callbridge enable

 

:CMS Edge مداخب ةطبترملا تامدخلا طيشنت .2

.ةكبش يتهجاو نيوكت .أ

 

 
 
 

.ةيلخادلا ةكبشلا ةهجاو يه A و ،ةماعلا ةكبشلا ةهجاو يه 'b' :ةظحالم



 
 

• ب ،أ ةكبشلا طيشنت

• (ةماع ةكبش ةهجاو يه) b يه ةيضارتفالا ةباوبلا نيوكت

•  A ةيلخادلا ةباوبلا نيوكت
   

 

ipv4 a add 10.124.144.80/24 10.124.144.1 
ipv4 b add 10.124.42.112/24 10.124.42.1 
ipv4 b default

 

.تانوكملا ليوحت طيشنت .ب

 

turn certs edge.key cmsedge-fullchain.cer 
turn listen a b 
turn credentials <username> <password> <cms.demo> (cms.demo is actual domain deployment) 
turn public-ip x.x.x.x 
turn tls 447 
turn enable

 

 

 
 



 
 
 

 
 

 :ةظحالم

 
 

 
 

x.x.x.x ناونع IP ةطيرخل ماعلا NATةطيرخ كانه نكي مل اذإ ؛ NAT، 1.ةوطخلا هذه نيوكتل ةجاح الف. 
 
             

• .دشرم CMS لا تلحأ ،يسفنب تنيع تنك عيطتسي ءانيملا
  
 

 
             
 

 
            
 



.WebBridge3 تانوكم طيشنت .ج

 

webbridge3 https certs cmsedge.key cmsedge-fullchain.crt (cmsedge-fullchain.crt ,please refer to CMS fullchain document) 

webbridge3 https listen b:445 (b is public network interface , this step just provide public users WebRTC service) 

webbridge3 https listen a:445 b:445 (this step could provide both internal and external WebRTC service, but need to edge.cms.demo has two A records on internal/external DNS servers.) 

webbridge3 c2w certs edge.key cmsedge-fullchain.crt 

webbridge3 c2w listen a:6000 (a is internal network interface, 6000 is self-defined port which need to keep the same with the below Webbridge URL) 

webbridge3 c2w trust cmscore-fullchain.cer (if no this step, result in WebRTC failed) 

webbridge3 enable

 

.ةلصلا تاذ تانوكملا نيب لصاوتلا ءانب .3

 (ةماعلا مالعإلا طئاسو ةمدخ) CallBridge <—> Turn - أ
  (WebRTC ةمدخ) CallBridge <—> WebBridge3 .ب
 

 :CMS Core ىلع WebBridge3 و Turn نيوكت

 .ةماعلا طئاسولا ةمدخ طيشنتو Turn و CallBridge نيب لاصتالا نيوكت .أ
.Configuration > General ىلإ لقتنا ،بيولا ةرادإل (GUI) ةيموسرلا مدختسملا ةهجاو ىلإ لوخدلا ليجستب مق

 .WebRTC ةمدخ طيشنتب مقو ،WebBridge3 و CallBridge نيب لاصتالا نيوكتب مق .ب

 ،لاثملا ليبس ىلع ،C2W لاصتا فضأ مث ،CMS ىلع (API) تاقيبطتلا ةجمرب ةهجاو ربع WebBridge ءاشنإب مق
c2w://edge.cms.demo:6000 (ةمدخ نيوكت عم هسفن ذفنملاب ظافتحالا بجي WebBridge3).



 

restart Callbridge component and apply all configuration 

callbridge restart (go to CLI)

 

.(SSH) ماعلا 22 ذفنملا ليطعتو ةيامحلا رادج ةفيظو نيكمتب مق .4

 

firewall a default allow ( a is the external/public network interface) 

firewall a deny 22 

firewall a enable

 

ةحصلا نم ققحتلا

:Edge و CMS Core ىلع ليغشتلا ديق تامدخلا عيمج نأ نم دكأت .1

:ةيساسألا CMS تامدخ ةلاح

 

CMS> webadmin Enabled : true TLS listening interface : a TLS listening port : 443 Key file : core.key Certificate file : cmscore-fullchain.cer HTTP redirect : Disabled STATUS : webadmin running CMS> callbridge Listening interfaces : a Preferred interface : none Key file : core.key Certificate file : cmscore-fullchain.cer Address : none C2W trusted certs : cmsedge-fullchain.cer Callbridge cluster trusted certs : none Callbridge trust branding certs : none UCM trusted certs : none UCM verification mode : disabled IMPS trusted certs : none IMPS verification mode : disabled WC3 JWT Expiry in hours : 24

 

 :CMS Edge تامدخ ةلاح
 

 

CMS> webbridge3 Enabled : true HTTPS listening ports and interfaces : a:445 b:445 HTTPS Key file : edge.key HTTPS Full chain certificate file : cmsedge-fullchain.cer HTTPS Frame-Ancestors : none HTTP redirect : Disabled C2W listening ports and interfaces : a:6000 C2W Key file : edge.key C2W Full chain certificate file : cmsedge-fullchain.cer C2W Trust bundle : cmscore-fullchain.cer Meetingapps address : none Meetingapps port : none Audio priority flag : Enabled Beta options : none CMS> turn Enabled : true Username : admin Password : Cisco.123 Short term credentials : disabled Shared secret : none Realm : cms.demo Public IP : none High Capacity Mode : enabled Relay address : 10.124.144.80 TLS port : 447 TLS cert : cmsedge-fullchain.cer TLS key : edge.key TLS bundle : none Listen interface a Listen interface b

 

:عامتجالا ىلإ مامضنالاو WebRTC ىلإ لوخدلا ليجست ةلاح نم ققحتلا .2





اهحالصإو ءاطخألا فاشكتسا

1. CMS Edge: بيو كراشم ىرت نأ كنكمي "Thomas" كراشملا فرعم .ةملاكملا ىلإ مضني: fcfe42f4-ac94-4ab2-a14a-f4165ec960a7.

.يساسألا CMS لجس فلم يف اذه كراشملا فرعم ىلع روثعلا نكمي

 

Feb 23 09:02:21.588 local0.info CMS client_backend: INFO : WebApp Audit : Session: a77d94b1-ba12-4e4e-8f3e-86b3e9c1de8f : Participant Thomas performed action of join call 

Feb 23 09:02:21.599 local7.info CMS 3b8086e0e5a0 wb3_frontend: [Join call:fcfe42f4-ac94-4ab2-a14a-f4165ec960a7] 10.140.248.52 - - [23/Feb/2024:09:02:21 +0000] status 200 "POST /api/join HTTP/1.1" bytes_sent 1003 http_referer "https://edge.cms.demo:445/" http_user_agent "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:122.0) Gecko/20100101 Firefox/122.0" toupstream 192.0.2.2:9000: upstream_response_time 0.008 request_time 0.007 msec 1708678941.598 upstream_response_length 1027 200 

Feb 23 09:02:21.633 user.info CMS client_backend: INFO : WebSocket : Got authenticated JWT for guest1573064743 callbridge 320d02c3-7af5-4e4f-b51c-9a7a4dc0b8b9 call 04704220-95a8-4d36-a6ec-3d4d789d9250 participant fcfe42f4-ac94-4ab2-a14a-f4165ec960a7 tracing 0

 

:ةملاكملا كرتب Webrtc يف كراشملا موقي

 

Feb 23 09:02:37.982 local0.info CMS client_backend: INFO : WebApp Audit : Session: a77d94b1-ba12-4e4e-8f3e-86b3e9c1de8f : Participant Thomas(fcfe42f4-ac94-4ab2-a14a-f4165ec960a7) performed action of leave call

 

2 - CMS Core: رمتؤملا اذه ىلإ نورخآ نوكراشم مضني امدنع رمتؤملا فرعم سفن كانهو ،رمتؤملا فرعم وه يناوجرألا طخلا. 
.guest1573064743 :ددحملا مدختسملا فرعم وه قرزألا طخلا

 

Feb 23 09:02:21.594 user.info CMS host:server: INFO : guest login request 1450660605: resolution in progress 



Feb 23 09:02:21.594 user.info CMS host:server: INFO : guest login request 1450660605: call ID lookup scheduled 

Feb 23 09:02:21.594 user.info CMS host:server: INFO : guest login request 1450660605: resolution in progress 

Feb 23 09:02:21.597 user.info CMS host:server: INFO : guest login request 1450660605: credential storage scheduled (queue length: 1) 

Feb 23 09:02:21.597 user.info CMS host:server: INFO : created guest account with user ID "guest1573064743" 

Feb 23 09:02:21.597 user.info CMS host:server: INFO : guest login request 1450660605: credential storage executed 

Feb 23 09:02:21.597 user.info CMS host:server: INFO : guest login request 1450660605: credential storage in progress 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : guest login request 1450660605: successfully stored credentials 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : instantiating user "guest1573064743" 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : conference db0fafc3-ad47-43bd-bcbd-47886416451b: locked due to lack of lock consensus 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : conference db0fafc3-ad47-43bd-bcbd-47886416451b: lock state has changed to locked 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : API "9999" Space GUID: 58ef98d1-5181-4e63-a386-4b60597be7e4 <--> Call Correlator GUID: 5d031ae1-1c94-44ec-afd4-fa0e76230e3f<--> Internal GUID: db0fafc3-ad47-43bd-bcbd-47886416451b 

Feb 23 09:02:21.598 user.info CMS host:server: INFO : unable to apply logo (space '9999') -- no license 

Feb 23 09:02:21.599 user.info CMS host:server: INFO : conference db0fafc3-ad47-43bd-bcbd-47886416451b: lock state has changed to unlocked 

Feb 23 09:02:21.599 user.info CMS host:server: INFO : API call leg fcfe42f4-ac94-4ab2-a14a-f4165ec960a7 in call db0fafc3-ad47-43bd-bcbd-47886416451b (API call 04704220-95a8-4d36-a6ec-3d4d789d9250) 

Feb 23 09:02:21.599 user.info CMS host:server: INFO : conference db0fafc3-ad47-43bd-bcbd-47886416451b has control/media GUID: bf286660-6e5d-403f-8926-514d385dad3c 

Feb 23 09:02:21.599 user.info CMS host:server: INFO : conference db0fafc3-ad47-43bd-bcbd-47886416451b named "9999" 

Feb 23 09:02:21.601 user.info CMS host:server: INFO : new session created for user "guest1573064743" 

Feb 23 09:02:21.603 local0.info CMS postgres[54639]: [6-1] 2024-02-23 09:02:21.603 UTC [54639] LOG: could not send data to client: Broken pipe 

Feb 23 09:02:21.603 local0.err CMS postgres[54639]: [7-1] 2024-02-23 09:02:21.603 UTC [54639] FATAL: connection to client lost 

Feb 23 09:02:21.768 user.info CMS host:server: INFO : call 11: allocated for guest1573064743 / "Thomas" conference participation (Firefox) 

Feb 23 09:02:21.768 user.info CMS host:server: INFO : call 11: configured - API call leg fcfe42f4-ac94-4ab2-a14a-f4165ec960a7 

Feb 23 09:02:21.768 user.info CMS host:server: INFO : call 11: ActiveControlState change, unknown -> unknown 

Feb 23 09:02:21.769 user.info CMS host:server: INFO : call 11: setting up combined RTP session for DTLS (combined media and control) 

Feb 23 09:02:21.770 user.info CMS host:server: INFO : call 11: ActiveControlState change, unknown -> inactive 

Feb 23 09:02:21.770 user.info CMS host:server: INFO : call 11: ActiveControlState finality change (inactive, final=1) 

Feb 23 09:02:21.770 local0.info CMS host:server: INFO : participant "guest1573064743" joined space 58ef98d1-5181-4e63-a386-4b60597be7e4 (9999) 

Feb 23 09:02:21.770 user.info CMS host:server: INFO : participant "guest1573064743" (fcfe42f4-ac94-4ab2-a14a-f4165ec960a7) joined conference db0fafc3-ad47-43bd-bcbd-47886416451bvia WB3 

Feb 23 09:02:21.772 user.info CMS host:server: INFO : call 11: starting DTLS combined media negotiation (as initiator)

 

.58ef98d1-5181-4e63-a386-4b60597be7e4 (9999) :ةحاسملا فرعم كرت guest1573064743 :ةملاكملا Webrtc مدختسم كرتي

 

Feb 23 09:02:37.943 user.info CMS host:server: INFO : user "guest1573064743": deactivating due to session resource teardown 

Feb 23 09:02:37.943 user.info CMS host:server: INFO : call 11: tearing down ("guest1573064743" conference media) 

Feb 23 09:02:37.943 user.info CMS host:server: INFO : call 11: destroying API call leg fcfe42f4-ac94-4ab2-a14a-f4165ec960a7 

Feb 23 09:02:37.943 local0.info CMS host:server: INFO : participant "guest1573064743" left space 58ef98d1-5181-4e63-a386-4b60597be7e4 (9999) 

Feb 23 09:02:37.943 user.info CMS host:server: INFO : removing guest account 'guest1573064743' (name 'Thomas') on call drop 

Feb 23 09:02:37.943 user.info CMS host:server: INFO : destroying guest account with user ID "guest1573064743" 

Feb 23 09:02:37.944 user.info CMS host:server: INFO : conference bf286660-6e5d-403f-8926-514d385dad3c destroyed

 

ةلص تاذ تامولعم

 

 
           
• Cisco-Meeting-Server-3-8-Single-Combe-Server-Deployment
 
• Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment
 

• Cisco نم تاليزنتلاو ينفلا معدلا
  
 

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment.pdf
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


