>Jsd vuvy ody)l) CSR1000V HA gJs Amazon
AWS

lJpzossle
| Jp, 9506
IJpobJole Il wsé

IJedoule | U0

039

b9 ozl

| IJogbslb bodo
bzle

1J, 959>

lJodJosy

IJzlbboo 1. I2osl) sl 90.

| Jzbgo 2. Iy, sule VPC.

1J21096 3. 80 Lluuble pzp9e8 loly, J VPC.

11096 4. 8o louuble 595 1AM Ol wegsle Gweslws 9l 8)lbe wpg b Bisé 1 e9,5 (VPC).

IJz2lbgo 5 90 U, qu..sJ CSR1000V ol wepsle 39 AMI T3S (900 Ul suliso 91,9l 1, joodle

NN EAPRINR
| Jzlo96 6. J,, | Jo65 i- s | = CSR1000vI u|- HA.

lJzlb9s 10. o Jsse lJoeds, IJgl s (Cisco 10S XE Denali 16.3.1a 19 |_osl, 2>0).
B XY INEC RN
| wed ol 1Jizble 9l odlzol
O wdo lJe, wdJé httpe_send_request
lp., ,UJJo SOCAS mJ |Jpwl, rtb-9c0000f4 9|J9|?oo eni- 32791318 us . Wdlu pp o8

>,le 030 |

NFX YY)

SuoS ol lJeuwows s3dsd IJodsso eds JsIOs6 LUy p9gole CSR1000V JJdosles; Idelds
eds uvelod AWS s Amazon. 909 s0>0 |Js lgble Ipuwogpdso pg 96 gpdséd wldluvele
9lJ@§5,6 eds vuiv) Lo lgovl) ogpd wIled blgeol.

Jpiss pu lJovdluosd 29d AWS g HA Slze IJBuwp.

IJpcbdule IUIgul uss



IJeobJule
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:

- eouvlo Amazon AWS

. 2 CSR1000v g 1 Linux/Windows AMIs B.s w8 w el §6

- HAlJluosh 1 2890 £dss Cisco IOS-XE® IJ|os))le 16.5 [Js 16.9. oo 16. 11 90l Lo,
luwegse HA IJluosl, 3

Jpdoule 1Jp g pd
cowoo Idpgdsple 1,36 e o3l IJp wews [Js Cisco I0S-XE® Denali 16.7.1.

e louvle LJroE_.J_Srolu |,J_9|J)6 WIS o3l IJpwews pu I.JiaoJé 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu apgse |.J|2_0J0 UPU“UE3P° h9;5 o5l |.JrOL}AJuu) uqu_9gSU ppwga (|L9u_)|u0g5) |)| \Jluu

)

BS SiSd puEs B pub s 1Jesd) Sp wpzldls 2)J6 1pis) Idpuwee,d pu pyds Iduslule
IJgloe (VM) IJs Jloesoe. O wezldls wly; ©uvd HA 9dizb 1o HA suze 28 $99e 229J
lJogeso vogssd eydé py9) ldoslule e CSRHA |Js 9lzes CSRHAT [Jgluoé wpe wldsol.

by,9J9z:sl

Iwed bl Ig_]olc Lso Puu-JJIu roz_upJoglqulaol Bespl L.

ould ywsubysyole pgodwds Juiy polss IJuldd IJpuosd (HA) luwoobl |Us pobdole
lJubvedé. eds gwosd ldpildc sop wdosy oyl HA Clguwedsle IJleshble IJoldss:

cAx - 1 Jpol 86
- 1x-VPC
- 3x - polbd 1Je9s,
- 6X - glzole Iuvwdslduvwdle 1Jd,es6 (3X Public Face/3x Private Face)
- 2x - palod IJpuwble (IJgleé 9lJglos)
. 9zole 2x - CSR1000V (Cisco 10S-XE® Denali 16.3.1a g |osl, iz>e)
- X - VM (ublp IJouvgsd Linux/Windows)
ould pgzole CSR1000V W joz HA BOs pubdosy peoddusy JJwss). VI, Vs JJ
PULY8 w9, Jpyd; wslule pudLod Jusls) py9us luolvss JJlzoejs.

lJpub@o IJeldes os VM gldos welds zoly Vs oy wslule glus. Vs 1dsde 1Jzlds: sop
opdsu IJsuosd Is Idlue,oe e gdIJ 181206 1Ueled 1Je92936 wose spdoud IUsuesd IJs
Izols IJblo,ys sodssuo. wuvdd glec sew lo 0w d8 zese 2J6 1dpi9) IJebss eu) 229
IJpuwbyle 1Ugl,06.

el leuold 39d = IJpuwly 1Jglue JJslzes 1J¢l o6 1J¢los o VM —» CSRHA - 8.8.8.8
Jeeldlé 2,96 1Upy9). Bs pwsubss welys Iddyud: Jleb 16 229d 1deuwb 1Jglue 8> 29d 1Jeuwhy
lJs vbs |Js 1J9lzos 1Ugl o6 J CSRHAT.



lLuwe lJotbsbs JJubeds

'Region: us-west-2

CEEEEEEET)

VPC - 10.16.0.0/16
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Private Interface
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o3l ldpeld suveespe & o ldodlsle 1Jpoess (ig_);,sé_so)-

Resource Groups ~ *

LIS East (M, Virginia)
AWS services Helpful| s eaet iohicy

@ N US Wast (M. California)
Y US West [Oregon)

v Racently visited services

IJgb9é 2. |uule VPC.

Services v Resource Groups ~

VPC Dashboard Resources <& /
|
Filter by VPC:

Q Select a VPC Start VPC Wizard Launch EC2 Instances

MNote: Your Instances will launch in the US West (Oregon) region.

2. 160, VPC Lluwegsle Lvods W)esé £lpé 916,



Step 1: Select a VPC Configuration

VPC with a Single Public .

Subnet Your instances run in a private, isolated section of the AWS cloud with
i direct access to the Internet. Network access control lists and security Intermat, 53
groups can be used to provide sirict control over inbound and outbound DynamoDE. SNS

) : 505, eic
VPG with Public and netwaork traffic to your instances.
Private Subnets

Creoates:

3 K

VPG with Public and A 18 network with a /24 subnet, Fublic subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internat.
Hardware VPN Access Salect
VPC with a Private Subnet /
Only and Hardware VPN Public Subne
ACCess

\ Amazon Virtual Private Cloud _/

3. gwdpl ©¥9p wluyile VPC: sup wessu yvwds 116 Jdluueésle Jel o)so.

Stap 2: VPC with a Single Public Subneat

Pvd CIDR g™ 1O MO 0OMNE MBS IP sccrodaen awallabin)

P CODA bioci: 1D Mo IPE CIDR Biock
Ao v B CIDA bioci

VPG mamar  HA
Pubic submnats 1Pvd CIDAL™  POLEQDGM 5T P sodeeas il
Borilibilty Foda:® MO Prefrenca o
Subned pama  Fubic pubnoet
i e B More SUBNSGS afer AYWE crnates e VPO
Barvice srapaims
Assd Eresipaini

Crabls ONS hostnames:® 0¥ Mo
]

Cunoel and Exs Back m

Resource Groups ~ %

VPC Dashboard L CN el Actions v
Filter by VPC: .

Q Q X
Name =~ VPCID -~ State = IPv4 CIDR

HiA vpe-ba8dBecl available 10.16.0.0M186
Your VIPCs

IJzd096 3. $p wlouble pepses Iplo J VPC.
oo pzesele Idiel @slise IJozde Bs 1dsuesd (ACL) Jduwele wuds 1dess) Is sd ool.

1. ceo ldelesur lud) eds presele Ulplo 980 wlouble pzeses Ilplo 1p,oubs wpdd
VPC 1J3s wpe louulde ledle wluue HA.



Services Resource Groups > *

VPC Dashboard Security Group Actions v
4

2. e 1J@sles 1Ushsé: 235 2,36 1Upu9, IJes cogo B Iduwelz wol J SG-1cf47d6d. gJ.s

wosd IJpold lue oguee IJ 2,98 19,
sg-1ci4Td6d | HA

S
Summary Inbound Rules Qutbound Rules Tags
Cancal m
Type Protocol Port Range  Source Description Remove
ALL Traffic ¢ [ALL $ ALL 0.0.0.0/0 (1] %)
Add anaother rule

1Jg1o9s 4. §p wlugble 59, IAM Glgvosle usluws Sldilue wpgyd Bisé 1Jpg)>
(VPC).

cose |AM |pdluso 1Jyuosd 1Js uilb 1dguosd (APl Ws 0988 Amazon s wy9e9J9J CSR.

Swp luwegsle CSR1000v Jodisd Jlwesgle Isle, AWS API Jogssd 209d 1dpuwl. wuvdd
le,)luos Jl suver J AMI Gl o9d [Js slzole wypzd o bosdle. sd9e o3l IUlple clogble
395 IAM 9swp luwwgsle 03l 1Usg) leule wuvgsd posd CSR. 99, IAM wslule lgeels 1909
J CSRs Jlgwwgsle AWS APIs gogssdol.

1. logble 59, IAM. © oWz [Js J9zo pedyple IAM: 9o oz |Js i)_glJ > Jugble 39 Jol 09

O ds |J O

Services v  Resource Groups v *

e

Create role Delete role

Search IAM 4

2. Jpl 09 p9 oz IS 1Uuo9)o: luwpe Jposd EC2 Llywesgle AWS gsleo gud.



Create role

Select type of trustegs€ntity

== AWS service Another AWS account e idumi'ly s
.' EC2, Lambda and others dlh Eclonging o you or 3rd party "“']rJ“' or any OpeniD

Allows AWS services to perform actions on your behalf, Learn more

~ Choose the service that will use this role
EC2

Allows EC2 instances to call AWS services on your behalf,

Lambda
Allows Lambda functions to call AWS services on your behalf.

3. 8p wlouble 39, 9108y B98 IJolds: pilzes: Jpl 09 p9 oz B 1Jue9)s.
Create role 1 ° 3

Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy < Refresh

Filter: Policytype v  Q Search Showing 394 results

Policy name ~ Aftachments ~ Description

» B Agministratoriccess

» W AlexaForBusinessDeviceSetup

» 0¥ MexaForBusinessFullAccess

v B AlexaForBusinessGatewayExecution
» Wl AlexaForBusinessReadOnlyAccess

» 0¥ AmazonAPiGatewayAdministrator

» B8 AmazonAPIGatewaylnvokeFullAccess
» B AmazonAPIGatewayPushToCloudWatchLogs
» 0P AmazonAppStreamFullAcoess

» Bl AmazonAppStreamAsadOniyAccess
»  B¥ AmazonAppStreamServicefccess

» ¥ AmazonAthenaFullaccess

Provides full access to AWS services and resources,

Provide device setup access to AlexaForBusiness services
‘Grants full access to AlexaForBusiness resources and acces...
Provide gateway execution access to AlexaForBusiness serv...
Provide read only access to AlexaForBusiness services
Provides full access to create/edit/delete APls in Amazon AP...
Provides full access to invoke APIs in Amazon APl Gateway.
Allows APl Gateway to push logs to user's account.

Provides full aceess to Amazon AppStream via the AWS Ma...
Provides read only access to Amazen AppStream via the AW...
Default policy for Amazon AppStream senvice role.

Provide full access to Amazon Athena and scoped access to...

Cancel

Frevious Next: Review

4. iebo luwe 39). Jodl IJpeld: Jel 09 p9 oz Vs 1Juo9,0: SYIG luwe 1U39) 09
routetablechange.

Create role

* Required

Review

Provide the required information below and review this role before you create it. /

Role name* [ routetablechangse |
e -
Use alphanumanc and “+=8-_' charactors, Maximum 64 characters.

5. ved3ddi wepole Ids lugile wog 9l Go wldsy) 1Uds Ypeo wluublise igJIo. J9z6 pedyple
IAM. slJlue@ld [Js guslusle > Joble uslyws.



Services v, ResourceGroups v %

Create policy Policy actions ~

Search |AM

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"ec2:AssociateRouteTable",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation"
1,

"Resource": "*"

}

1

}

ik | L
Create policy o 2
A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSOMN. Learn mere

This policy validation failed and might have errors converting to JSON : The policy must have at least one statement For more information about the 1AM policy grammar, see AWS

IAM Policies

Visual editor JSON Import managed policy

2 "Wersion": "2012-10-17",
3~ "Statement”: [

4+ {

"Effect™: "Allow",
"Action": [
"ec2:AssociateRouteTable”,
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute"”,
"ec2:DeleteRouteTable”,
"ec2:DescribeRouteTables”,
"ec2:DescribeVpcs”,
"ecZ:ReplaceRoute”,

"pr? M eassnrinteRnuteTahle" . ;

6. 5p wlgbliso luup wor SLVISe LIx9) 1J3s Spw vlugblse. gds wosd Ipcld: suves
luwe IJouslowé CSRHA pe 5,09 IJpudsd: Jol 09 p9 oz B 1Ju09)s.




L

Search IAM . & CSRHA has been created.

Dashboard
Groups Croate policy |
Lisars
Filter: Policy typ
Rolas
Policies Polic:

Identity providers ® » NIl AdministratorAccess Job function

7. Jpl 09 p9 o7 IS 1Juo9,6: §p LIS IJuoz ©ldr9, 1U3s Bpw cluuslise sldpuwes
Routetablechange.

Attach Policy

Attach the policy to users, groups, or roles in your account.

Filter: Filter ~ Q routetablechange

Mame -
adikaulroutetablechange
[+ routetablechange *_
8. pdeue.
Roles » routetablechange
Summ ary Delote roke
Aol ARN  emosssiom; 93862 1026 rolaioutstabiechangs ()
Aole description Alcws ECZ instances 10 call AWS sendioes on your bphad!, | Edit
Instarca Prolite ARMNS amawsiam: 9352 1028322 nstance- profilaroutatablechange ‘?‘|
Path
Crention time 20718-06-02 10:20 POT
Maximum CLYAP session duration 1 howr {3,600 saconds) Edi

Parmissions Trust relationships Accoss Advisor Rovoke sessions

——

Pelicy name ~ Policy typo ~
- CHRHA Maraged poscy x
Policy summary | [} JSOM Edit policy Simulate policy
G Fites

Alkow [1 of 141 services) Show remaining 140

ER Limited: List, Writs All rescurces Mo

1Jg1096 5. §p wobgsd CSR1000V lucisle 39) AMIISs Geo wlogbliso
slulo Juvedle 1JB,es6 1UglpslJglos.



52095 JJ ege CSR1000V eis slzovsy (91226 €lps 9less ¢l u08) 909 Bis pulo 38 19,
lJgluod wo. spdud IJowwds, Vs JJ CSR gds luo Vs p)ld; wslule puwwods.

1. OS 9226 wedp AWS. 235 EC2 &p lud) eds posd IJoubgsd.

EC?2 Dashboard . Launch Instance

3. Configurm Instanco

Actions ¥
Events

2. 0gds> e AWS.

1. Choose AMI 2. Chocse Instance Typa 4, Ackd Storage 5, Add Tags 6. Configura Security Group 7. Ravlaw

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a templata that containg the software configuration {operating system, application senver, and applications) required to launch your instar
the AWS Marketplace; or you can select one of your own AMIs.

Quick Start
My AMIs T Amazon Linux AMI 2018.03.0 (HVM), S5D Volume Type - ami-e251209a
AWS M e Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image, The delault image includes AWS

Java. The repositories Include Docker, PHP. MySOL. PostgreSOL. and other packages.

3. 5¢Jo CSR1000V 3 Jol pold suwegpd luw cisco Lwelusd grple puvele wisss (CSR)
1000V - BYOL JJg> IJIGuos ble.

1. Cheoke AMI 2. Dhcom bntmeeType 3 Corfigum instance 4, Add Storage & Do Socursy G T Resirw

5. Acd Tags

Cancsl and Exit

Step 1: Choose an Amazon Machine Image (AMI)

A AW s & template Thad coni Bhe solffwan corfl guration (operafing Eyetom. application senwr, aad apsicaons] reduired bo lourch your mstance. Yim can solect an MM pronided By WS, our user communty. o
i SIS Marketpiace; or pou Con ekt ord of your own AMIR

{

ok Shart 1 4 of 4 Products
1 CEA 000y =
Py Al
Cizoo Cloud Sorvioos Router (CSF) 1000V - AX Pig. Max Performance m
AWSE Markowisos aliet]us
clsca o LR Py eelis |60l Dy Caod Semen v
Corririanity Ak B b P B a0 e LAY A e e e e« AT R
i ety Lorwslin, Ctbar Cisrn K02 KE | B30 Ay Muchre s i | UpSces 7707
* Categorien Tha A2 Tochnotogy Package for Masimum Perieeranos wrsion of Cisoo’s Clowd Sendoss Rouior (CSREDIIV) dolieins fi Maimerm it
A8 Catngorios ikl in ANG coud for virkesl
Wi Frdce
iniastruch. e Souare i 0
Cisco Cloud Services Rouler (GSR) 1000V - Security Py, Max Perlormance m
T Opsrwting Syslem afueifue
S w w0 1NLE T8 Pener srserm | S0 by Cate Spfern. b
Cinar Eitor CISCO
Par¥ry I IO LR of fos FLED) 0% merep 8 prfiesry « A6 umepm e
= Al Lnux/Usis e el LiFwayUnis, Ctbey Conon 06 XE | 6538 Arapa MBre g g | Lok 29V
Othar Lisum 18 Trn Ssouaity Tozivokogy Peckags b Marirus Perioerorcs woion of Cics Cloud Bervices Rouges (R 1000V delvers the s
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-
Boftwars Pracing Fens e i
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V.

4,180, 09 ponsd. Josl 1dpeld. IJuse 1Jpess o9 t2.medium.

1. Chosgi Al

F. Ororoes netance Tipe

3 Do gerw TrilitOR
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Step 2: Choose an Instance Type
Arrapon D07 proiia 8 wite sekction of iners B sofmded to M1 Jiferant uss caios. INslarcas an Wikus serers Fad can aun epploatons, They Poee viefing Sormbiradons of CPL, memory, Siormage. and
notwiMking capacty, and ghme you the fiexixilty to choose e soormprate mex of resounces for your appilcabions. Learn mom abowl instancos types and Siow they can meet your comauling reeds.

Fiterby: Al instance hpos ~

Curen] goneraion -

Show'Hide Columns

Carvnnily nelecied: B mediam Maniebis ECUs, 2 vOPU, 7.3 QM. intel Beoschenl E5-388804, 4GB mamaory, EBS onlyh
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5. 1cole odosu IJpesd: sew IJolds po wpass VPC 1dss luguleo ledlo pg 29, IAM igJlo.
Suldlolds |Us 3JI: §p wlouble Joods B,es6 ¢luos w@9p wldsluol lzos IJogled
IJgl_06.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

No default VPC found. Select another VPG, or create a new default VPC.

Configure the instance to suit your requirements. Ycu can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance,

and more.
Number of instances (| 1 Launch into Auto Scaling Group (i
Purchasing option | j isquest Spot instances
Natwork (I vpc-asfefedt | HA $ C Create new VPC
No default VPC found. Create a new default VPC.
Subnet (j subnet-66{7931f | Public subnet | us-west-2a : Create new subnet
251 IP Addrosses available \
Auto-assign PublicIP  § Use subnet setting (Disable) &
Placement group | § Add instance to placement grou|
IAM role (i routetablechange 31 C Create new 1AM role
Shutdown behavior | Stop 3
Enable termination protection (j Protect against accidental termination
Monitoring Enable CloudWatch detailed monitoring

6. 108, B9 louble Ubods B)es6 22536 JJubods IUS,es6 IUgl 0. eds pwosd Iecld.
edlpo wpss) Idlgue HA ¢luos. olds pu luel WS uOw pub@o IJogws, IJgl oo
duiods 10,856 gl 06,

Create Subnet x

Use the CIDR format to specify your subnet's |P address block (e.g., 10.0.0.0/24). Note that block sizes must be between a8
netmask and /28 nelmask. Also, note that a subnet can be the same size as your VPC. An [PvE CIDR block must be a /64 CIDR block.

Mame tag HA Private i ]
VBC  vpo-abBfefed! | HA : 0
VPG ClIDRe e Status Status Reason
10.16.0.0M6 & associated

4

Availability Zone  us-west-2a % 1]
IPv4 CIDR block | 10.16.4.0/24 10

Cancal Yes, Create

7. 8p NJoprs) Juwdd soze "odssu wluosd IUpasd" 1ud) W98 Juolds golj Jpl o9
£9LPT B¢ IJuey)s.

1. Choose AMI 2. Choosa Instance Type 3. Configure Instance 4. Add Storage 5. Ackd Tags 6. Configure Security Group 7. Raview

Step 3: Configure Instance Details



* Metwork interfaces |
Dovice  Notwork Interface Subnet Primary IP Secondary IP addrasses P IPs

athil e nebwork inbarfac 3 subnat-66TEI! 3

saaveer |

8. wes |2l 1Jglzos IJeluass. Be wldilu IJubuds IJd,)esé 1Ugluos IJos Tuguleol
9lJpuwplé HA Private. spoJ ETHO 9zo glo 9 ETH1 09 glzos IJszo 1Jgl06. pdlelbs: @5 JI
wboj Idyveds 1 es6 IJos op logblgol Ws 1Jgbys IUwlw 96 WS o030 1J8lis 6

IJpouwsds. @ weolz IUs wease 1Juowdes lg [Jgksol e ldwse 06 13,68 pos wbo,
b

9,8 s6.

* Network interfaces |

Auto-aasign Add 1P

Device  Network Interface Subnet Primary IP Secondary IP addresses 1P IP=

athi FMerw motweor interfac § subnot-BETD3T1 2 ALG-RESI0 Add 1P

subnel-E81763 (Public subnet) 10.16.0.0/24 us-wesl=-2a

e ntstweons infertacs 2| | suibnet-B9c5a10 (HA Private) 10.96.4.0/24 us-west-2a ‘ [x]

9. 235 pzp9ed IJioly IJos lugileel wpe VPC 9ulds oo wg)sd IJ@sles wuvdd wogse.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage

athl

5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2
security groups.

Assign a security group: ~ Create a new security group

DSelect an existing security group

Security Group ID Name Description Actions
5g-01880170 default default VPC security group Copy to new
B sg-1cf47d6d HA HA

Copy to new

10. Bp wlouble j9z pSlose 226> 9oieJ> pU wuisd poled IUgluo. spdud lglo |guegsle

p90lz 9lz> JIJ zolj.  pdlzbe: !;Sl O 9ro pdoled 1UElLo WUl spdud ouwesd 1U>gsd
lJs pdolz CSRIJEILo wd py0 13)s. Jl o bysdo Jluweglhs
lJelese.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Gonfigure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.



Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AM|Is, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely S3H into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair

Key pair name
\CSRHA|

i

Download Key Pair

YYou have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file

again after it's created.
Cancel PECRRTCHT RO L Ton il|

1. Lo IP 1Jp,0 o ENIUEIGo wldslzos IUgles Jpesd 1U3s Bpe wloublse slowdlde 1Us
9236 wpdp AWS > |51)6 EC2 > lply IJ s > golase IP 1Jpyus. pdlebs: IJp oblzle
IJelpd/lJglLo6 8> wrwddp oul. JIg)luo 03l IJpald: wg s 1Uslzos IJglod 09 ETHO 909
9lz06 9lz06 9lz06 9lzos IUluwyue 1Up9zosd. pu 9z0d wlb,) AWS. By 9lzos [J i, Js [Jgles
oS gusly IP IJglo

g_;Ol.

EC2 Dashboard ﬁ* N e -l Actions v
4

Events

Addresses > ASICCISS ROGrEES

Associate address

ot ool by OF narbwiory: ivbantaca 1o which you wank o associste this Elssoc IP pocheas (34.244.100.43)

Resource type irslance ﬂ-
_* O Networc infetace
Natwork inborfass  eri. 25156330 - C
Privets IP 10182218 - 0

Reassocimtion Agow Elastio IF 1o be reassociated if nimsady aftached ﬂ

ﬂ Warning

¥ you assocabs an Elstic 19 addness with vour natance, your currerd publc IP addries bs rosnsed. Lamm mons.

¥ AWSE Command Lins interface command /

oven (D

12. 8p wogbsd IJozdd pu ldpuosldbods IUsos! loole IJowdd |Js EC2 > slzol
IJubeds. 0288 pu JJ ENIJJozdd pu IUpuoa)/lUerss. wuvdd 10o)lias: clos zpse
ENIs pg cpdsu Idozdd pu ldpuos)/IUlEsp o3l psjo Jedldes IJlueeld woswd |Js



o Iduwele ozl ENN oz, Jé 1dpsg) Idos Jl peuoued Jol 2él eu brsd 1dozdd pu
iv ENI oS lJ9zod Jz,Js 1Jp,9) Sod lelé wogsool. uls)l pl sY9u [Jp9zo 09 [J9zod
IJdeJsé JJzjpd. Sew websd 030 1Ups 6 £Js zpse Wisle CSR IJglu,6 1o JI spduol
lelbé w9zso

lJzp.

Change Source/Dest. Check X

Network Interface eni-10e3al18

Source/dest. check ~ Enabled /
© Disabled
cancel [l

13. IJleuold o CSR1000v IUgluo wd. pdledbe: 8> sIJ9u luwpe ldpuwegspe 1U3s s@9s00 AWS
|[Js SSH s CSR1000V pojzl wubdd €5y wozse Jeds: Bp wobssy o3l [Us puvcise
ec2 3l Jjp IJlp).pdlzhbé: seo 1o oo Bl gds ool louold goslo DNS o SSH ..
ol 09 ec2-54-208-234-64.compute-1.amazonaws.com. wg 939 pu l9u)lo IUubods
IJo,es6/ildgles JJpszo wzr9d Idpuwly Idgle. loodd 1Js 1Jgbs 8 Clszl 29d Jsdss
swb IJuveds 1Js,es6 wza9d
IJeuwl).



Connect To Your Instance X

| would like to connect with D A standalone S5SH client
A Java S5H Client directly from my browser (Java required)

To access your instance:

1. Open an S5SH client. (find out how to connect using PuTTY)

2. Locate your private key file (HA.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewabla for S5SH to work. Use this command if needed:
chmod 49@ HA.pem
4. Connect to your instance using its Public DN3S:
ecd-54-208-234-64. compute-1. amazonaws . Com
Example:
ssh -1 "HA.pem" root@ec2-54-208-234-64.compute-1.omazonaws . com

Please note that in most cases the username above will be cormmect, however please ensure
that you read your AMI usage instructions to ensure that the AMI owner has not changed the
default AMI| username,

If you need any assistance connecting to your instance, please see our connection documentation .

IJglo96 6. &, IJgko96 5 gloines IJpesd CSR1000v IJelos J HA.
IJubods IJd,es6 IJgles: 10.16.1.0/24
IJubods IJd,ess 1l os: 10.16.5.0/24
Bl Jp edu Blol eds lrowb logald goslo IP 1o 1Jglue o AMIIzass o3l Bloodd
wlszli 1Js 1Jgbes 8 9ulds po houlb IJuveds 1J8,es6 1Ugled wza9d Ideuwl) IJgle.
IJg 1096 7. &, 1Jgogé 5 slubis wuwed bloyss (Linux/Windows) po Lugs AMI.
eJs uwosd IJpold. luuegse Ubuntu Server 14.04 LTS B 1Juws .
oo ds IJd,es6 IJgles: 10.16.2.0/24
IJubods IJd,es6 13l os: 10.16.6.0/24

Bl de odu Slsyl eds !EQVIJ louold gusly IP Up)o'ld'aluo « AMI 1Jz>s5 03l Wlyed
olsel lJs 1Ugbgs 8 gulds pu hovlb IJubeds [Jw,es6 1Jgles wzaod IJpunl) IJgle.




1. swp logile ETHO wuvdd 1ol gos JJslzos IJgles. Bp wlogile 9lzos wluss ouwps
ETH1 JJuveds 1J,es6 1UElo6.

EC2 Dashiboard
Everita

Tags

Rapats

Limita

Enatansis

Lourch Temnplates
Spot Feguests
Hesarnwd Inslanoess
Ddeatod Hosts

Senichaie] InSlances

AMia

Bundin Tasks

Wolumass

Snapahals

Security Groups
Elastic 1P
Piacament Growps
Hiry Paira

Hafwork Irforiacos

Hama Irstance i =  n#tance Type - Avallabliity Ione -  Instance State -
B Ubunly HoERde oBBdDETECE  m1amal et 1d & nAning
1T i-fcioab FHGA 2 L2 imeschum us-oas-1a @ nrning

Instance: | i-Debced 1 J88A09T e (U]

Description Samtus Checks

irestanco ID

|rdtan dtabe
Iristanos Ty
Elastic 1P
Arepilalaling rore

Sscurity groupns

Schupcuted varts
AN I

Platigim

I o h
4

Moniloring Tags

-DEbadeel | 0380 TECD:

Hethwork Interface oth1

Faerinoe 10

YiPC ID
Adtmoirmaent Ovwrss
Arachimen Sata
Atachmert Tima

Dwlgfn o Tormindgts
Priwals IF Acidresa
Priwarin DRS Farrg
Elmerbaz B Ao

SovurcaTest. Chick

Dscripion

Sziarity Grougs

Elnatic IP; 528211687

Liange Instnactions

Pubilis WS (1P

eri-308 142ne

L]

i gl )

atinckad

T My 31 220814 GMT-T0O0
o b [ _

taine .iJ’

TLIEE 1

=018 131 a2 infernal

a L
7] 11
Status Checks -

& 22 checks ...
& 22 chadcks ...

e -E3-E-211-E7 oy

183~ 130ecR ind
B.131, 101631

2. 809lu IP 1Uss ©@9p wodssuo Vs Ubuntu o9 1Jglzoes 1Uglee J ETHT IJos wpe wesswol

o0 Bud AWS.

ubuntu@ip-10-16-2-139:~$ cd /etc/network/interfaces.d/

ubuntu@ip-10-16-2-139:/etc/network/interfaces.d$ sudo vi ethl.cfg

auto ethl

iface ethl inet static
address 10.16.6.131
netmask 255.255.255.0

network 10.16.6.0

up route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

3. ,9,W6 IJsLu I reboot IJ VM.
ubuntu@ip-10-16-2-139:/etc/network/interfaces.d$ sudo ifdown ethl && sudo ifup ethl
ubuntu@ip-10-16-2-139:/etc/network/interfaces.d$ sudo reboot

4. lpeoly 1dlouold 8. 8.8.8.8 JJIzeuly. clds po luolds IJpuul, 8.8.8.8 JJJ $logé 7.
ubuntu@ip-10-16-2-139:~$ route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.16.2.1 0.0.0.0 UG 0 0 0 ethO

8.8.8.8 10.16.6.1 255.255.255.255 UGH 0 0 O ethl <—--—-

10.16.3.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
10.16.6.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl

I3l Jp sIJu 8.8.8.8 p>yzl WS I1Uz29d: BB p ol $x9sl:
ubuntu@ip-10-16-2-139:~$ sudo route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

lJg9é 8. odosu d1l9d IJpuwl 1UElue slJglp.

1. ewpl swp logsle VPC oo eJId 1Jpglde O lJglbsé 2. swp logsle gx9ds puwl) odilissl.



131 Iy ould 239d puwl) 9led B9 VY p Lluyble g29J Té) Jduvedle 1IJs,)es06 1Jgl o0
o Jol o oz Vs |J 5.

Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internat,
and your VPN connection.

Nametag HA PRIVATE (1]

VPC  vpc-b88d8ecO |[HA ~| €

cmen

VPC Dashboard Create Route Table Delete Route Table
1
Filter by VPC:
Q Select a VPG Q, Search Route Tables and thei X
Name = Route Table ID = Explicitly Associal~ Main -~ VPC
Virtual Private Cloud
HA PUBLIC rib-2752415( 1 Subnet No vpC-38222140 | HA
Your VPCs
B HAPRIVATE rib-ca5340b2 0 Subnets Yes vpC-30222140 | HA
Subnets
| Route Tables ?
Internet Gateways
Egress Only Internet
Gateways
DHCF Options Sets
Elastic IPs rtb-ca5340b2 | HA PRIVATE
Endpoints
Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services
S Edit
NAT Gateways J View: | All rules :
e L Destination Target Status  Propagated
Security 10.16.0.0/16 local Active  No

2. Ospl sds e Jersds Ideush: szoss 229d Jpuwb IJele eds eobs IUloe,ow (IGW-
95377973) 1,996 wdBlissl. §p wouwpssd 0dsu lJz9dso 998! J3JY. szo IJl seess
lJza9d 1J¢luo edis o3l 1Jpuul.



VPC Dashboard (e -5 LT AR S Delete Route Table  Set As Main Table
q

Filter by VPC:
Q selecta VPG (, Search Route Tables and theil X
Name +~ Route Table ID - Explicitly Associal~ Main - VPC
Virtual Private Cloud
] HA PUBLIC rtb-2752415f 1 Subnet MNo vpe-38222f40 | HA
Your VPCs
HA PRIVATE rtb-ca5340b2 0 Subnets Yes vpe-39222640 | HA
Subnets /
Route Tables
Internet Gateways
Egress Only Internet
Gateways
DHCP Options Sets
Elastic IPs rtb-2752415f | HA PUBLIC
Endpoints Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services m
MNAT Gateways view: | All mules
Peering Connections
g : Destination Target Status  Propagated
Security 10.16.0.018 local Active Mo

Network ACLs 0.0.0.0/0 ‘ igw-95377913 Active  No

3. oub zpse IJuvodle 1JW,es0 IJuwe wza9d Idpuwl) [dpoluve 3 9lzole gloo pyowlbo
wz29d IJpuwl) IJgleildgvodle [Jw,eso IJgles: 10.16.0.0/24, 10.16.1.0/24, 10.16.2.0/24 3
lJglzole 1Jgluod pdesywo weaad Ideuwl) IUEluolduvedle 1J)ess [Jglos: 10.16.4.0/24.

10.16.5.0/24.
10.16.6.0/24
rth-ec081d94 | HA PRIVATE /
Summary Routes Subnet Associations Route Propagation Tags
Subnet IPv4 CIDR IPvé CIDR

You do not have any subnet associations.
The following subnets have not been explicitly
associated with any route tables and ara
tharefore associated with the main route table:

IJ2b96 9. $p wodssw udd guslo IJuuuds (NAT) 9oud § GRE pg BFD. gls
w292999d wozso.

Gp wodssu uI8 wuoesu Idugzse Iele (GRE) pu ¢JId guldsy IP 1Je,yu6 IUgluos o CSR
1000V's (IJp9uos wo Joguw pupldd wedss wlzs, DHCP. sldos wdogvos eldle IJogud
lJgbol.) SedU odIsu Sspe ool lelss wozsoe IdLuwld (BFD) Jodyy I\Ju) g>|..550 o0 wJJ
lJesoes B o3l Idpeld: 3 Iy 1dedle IJlsusg plodoul. 9p8 3JY: spdu 1o $958 3 [Us
izsle wlbs, BFD leule Ilouold IJeodbe. 0990 IJSSe 1Jp9z936 Vs 03l Idpeld ldo vl
Ouud lJobs) 2l 1.5 eluss. ould wlgs) poes) 29lds wupg wolu vsu IS 1Jds swp
W0 wuds) loy AWS APl 99 9w >¢9d wess)le zo9d wozsoe VPC s lJouwdss.



- IJodsso eds CSRHA
GRE 9 BFD - suwwgse Jeoldws 2ldle welyy wuvd HA

interface Tunnell

ip address 192.168.1.1 255.255.255.0

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel destination 52.10.183.185 /* Elastic IP of the peer CSR */
!
router eigrp 1

bfd interface Tunnell

network 192.168.1.0

passive-interface GigabitEthernetl

NAT sldwszsoe - suwwese JJsuesd s Idloe,oe 1UElue o VM pu eI 1slzoes 1JEl o

interface GigabitEthernetl
ip address dhcp
ip nat outside
no shutdown
!
interface GigabitEthernet?2
ip address dhcp
ip nat inside
no shutdown
!
ip nat inside source list 10 interface GigabitEthernetl overload
!
access-1list 10 permit 10.16.6.0 0.0.0.255

ip route 10.16.6.0 255.255.255.0 GigabitEthernet2 10.16.4.1
- IJedssu eds CSRHAT
GRE 9 BFD - swwgsp Jpoldws eldle welyy Wuud HA

interface Tunnell

ip address 192.168.1.2 255.255.255.0

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel destination 50.112.227.77 /* Elastic IP of the peer CSR */
!
router eigrp 1

bfd interface Tunnell

network 192.168.1.0

passive-interface GigabitEthernetl

NAT sldwsgso - suveese JJsuosd Ids dloe,ue 1Uglue o VM ey eI [Uslgoes [l o6

interface GigabitEthernetl
ip address dhcp
ip nat outside
no shutdown

!

interface GigabitEthernet?2
ip address dhcp
ip nat inside



no shutdown
!
ip nat inside source list 10 interface GigabitEthernetl overload
1
access-1list 10 permit 10.16.6.0 0.0.0.255
1

ip route 10.16.6.0 255.255.255.0 GigabitEthernet2 10.16.5.1

IJgdo96 10. cdsse lJesd) Iglds (Cisco 10S XE Denali 16.3.1a {9 |osl) Izaow).

poldos Izl wlbs) BFD g bysd wdsse JJ CSR 1000V Ll wegsle IJio, aws Jp9us,
Iduweled Ideess bole. luwogse o3l 1Ule, Jog)sw wessle IJuszsoe IJs (VPC) Route-table-id 9
Network-interface-id 9 CIDR wg»> [Jdo il gl AWS HA ood wlbs, BFD Jigwdd.

CSR (config) # redundancy

CSR(config-red)# cloud provider [aws | azure] node-id
# bfd peer ipaddr

route-table table-name

cidr ip ipaddr/prefix

eni elastic-network-intf-name

HH H H H*

region region-name

1. 1J #bfd ubs, gusly IJ peer Tunnel ip.

CSRHA#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.1.2 4097/4097 Up Up Tul

2. up ldewy) eds zr9d-name #route-table Lo ey 9256 wedpe AWS! lue@d IJs VPC > galod
IJogzse. $9>s ol llple [ds wéssy z29d Idpuwly IUglue.

VPC Dashboard e s RE B Delete Route Table
q

Filter by VPC:

Q Select a VPC Q Search Route Tables and theil X

_ Name « Route Table ID
Virtual Private Cloud
rtb-7b746303

Your VPCs
HA PUBLIC rtb-ab091cd3
Subnets
/ ‘ rtb-a4495edc
Route Tables @ HAPRIVATE rtb-ec081d94

3. sped )8 #eidr ip ip ip ipAddr/prefix go9lo 1J9zes JJpuwl) 138 uwswpe wedseo Vs z39J
IJpuwly. weo 9226 wedpe AWS, luedd IJs VPC > galsd IJoszse. $p wldoess) Jiuvdd.
108, B9 was) e 993 luolds puwly Te). 1uo1s guslu 9206 IR Ll IJglue wol lds
ENI IJgluo o CSRHA. 8.8.8.



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags

Bl ¢

rib-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
Cancel m
View: All rules
Destination Target Status Propagated Remove
10.16.0.01 6/ local Active Mo
8.8.8.8/32 eni-10e3a018 Active  No )

Add another route '

4. swp ldeey) eds #eni flexible-network-intf-name Ws posd EC2. 10 @) eJs 1J9lzos
IJlplpso [Jgl oo IJEl oo 1JEl oo 1Ugluos wd thl JIJJ pu B9lise IJozdpe Vs 1Usuo9d o
w83 (CSR) IJpleds 9luwegs e p&)u_é [J9lz06.

R T r B UHRHA FIEIMBcATOBIEEEZS  odlarge us-wasl-da @ running @ richocks ... B

CSRHAY Eerd 2L oS Scad 2 medium us=wasi-2b @ running & 22 chocks ... "
WINDOWS HiTallecded6302cEa 12 small us-wosl-dv & running & dchecks... A

Launch Tempiates
Spot Raguagts
Regserved Inslances
Dodicated Hosts

Scheduled Instances
instance: | k02235ca1 JEOBB4ZY (CSRHA) HAUEL  Natwork Interfacs ath1

Alig

Description  Stafus Checks | Moniloring Interiacs I0
Surdls Tatks VPG ID
Irstonce 1D =02Z2315ca 1 o60GH Attachiment Cwner
Volizmed | . Attschmant Slalus
EMANCE B | BT Altachmeni Teme  Thu May 31 21:57:41 GMT-T00 2018
Snapshois Instance type  cddarge atiion e iate b
ST = s
=) NETWIORK & SECURSTY Sty SLHERLT Private IP Address 10,184,158
5 fwals DNS e 1 e ] e 1 08, us=wrnat=
Security Groups i : T Privales DMS Homa  p=1
; o s o gk 2 compute.intermal
Elalis Swouchy groups: HAIALL - iew iy Elastic IP Address
Placemant Grougs Scheduled avents  No schedulaed eva SoucaDesl Chock [k
Ky Pairs AMIID  cisoo-CER-16.08 Descrition
HM-aSobded-2 T ;
Metwork Intertaces BT Rantis-a Security Groups  HAKAUL
= AL} ELALAMICIR (ami-2cSal554)
Load Balancers Platform = Metwork inbardaces  achD

w1 M

5. |,Juro #reglon 09 lu'”r" |J_)'o_) |._Jr0339.\ t_95 PUNTUD AWS. ,_9.) qu_..S_) 0do |J,_9|.5po |9 udu_)
JJEuﬁ_) &.J.,S |a) |Jua)g$u|u‘ uk.9u0J u_);SlJO PUYOUD P gb,ﬁo Ipl_)_9u b9 lJo &.9


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Code Name

us-east-1 US East (N. Virginia)
us-east-2 US East (Ohio)
us-west-1 US West (N. California)
us-west-2 US West (Oregon)

ca-central-1  Canada (Central)

eu-central-1  EU (Frankfurt)

eu-west-1 EU (Ireland)
eu-west-2 EU (London)
eu-west-3 EU (Paris)

ap-northeast-1 Asia Pacific (Tokyo)
ap-northeast-2 Asia Pacific (Seoul)
ap-northeast-3 Asia Pacific (Osaka-Local)
ap-southeast-1 Asia Pacific (Singapore)
ap-southeast-2 Asia Pacific (Sydney)
ap-south-1 Asia Pacific (Mumbai)

sa-east-1 South America (S3o Paulo)

eold vdysu IJod)l) edJs CSRHA

redundancy

cloud provider aws 1
bfd peer 192.168.1.2
route-table rtb-ec081d9%4
cidr ip 8.8.8.8/32
eni eni-90b500a8
region us-west-2

pold edosy IJed,l, eds CSRHAT

redundancy

cloud provider aws 1
bfd peer 192.168.1.1
route-table rtb-ec081d94
cidr ip 8.8.8.8/32
eni eni-10e3a018
region us-west-2



IJozdd pu lJosss) IJglds

1. 02dd pu wdssule BFD sldywelus.

CSRHA#show bfd nei

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.168.1.2 4097/4097 Up Up Tul

CSRHA#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(1)
H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num

0 192.168.1.2 Tul 12 00:11:57 1 1470 0 2

CSRHA#show redundancy cloud provider aws 1

Cloud HA: work_in_ progress=FALSE

Provider : AWS

State : idle
BFD peer

BFD intf
route-table
cidr

eni

region

node 1

192.168.1.2

Tunnell

rtb-ec081d94
8.8.8.8/32
eni-90b500a8
us-west-2

2. ogvgsd ltoolh) louold puwep) po VM |Js 1J9z06. ol P19 I ool ldlouold sop pu

¢JIJ 9lz0 ETH1 1Jglos.
ubuntu@ip-10-16-3-139:~$ ping -I ethl 8.8.8.8
from 10.16.6.131 ethl: 56(84) bytes of data.

PING 8.8.8.8

(8

64 bytes from 8
64 bytes from 8
64 bytes from 8

3. 0288 pu 239J IJpuwly 1JglLo. ENI og 2lds! 1Jslzos 1Jgl o6 J CSRHA 25 03l 09 1,9,
rtb-ec081d94 | HA PRIVATE

Summary

Destination

10.16.0.016

8.8.8.8/32

.8.8.8)
.8.8.8:

8
8

[ecliee]

.8:
.8:

icmp_seg=1 ttl=50 time=1.60 ms

icmp_seqg=2 ttl=50 time=1.62 ms

icmp_seqg=3 ttl=50 time=1.57 ms

Routes

View:

Subnet Associations Route Propagation

Al rules |

Target Status  Propagated
local Active Mo
eni-90b500a8 / Active Mo
i-Ofcfeebdf929f681a

4. G lsdlo cuvgsd IJosdd 1 a0 CSRHA Jpzldls welys By HA.

CSRHA (config) #int Tunl

CSRHA (config-if) #shut

5. Jlzbs 16 2390 1,58 Sy 1Js ENI 23836 [Jes o 1Uslzos 1l o6 J CSRHAT,

Tags



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules =
Destination Target Status Propagated
10.16.0.016 local Active Mo
8.8.8.8/32 eni-10e3a018 / Active Mo
i-Ofcfcabdfa29681a
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show redundancy cloud provider [aws | azure] node-id
debug redundancy cloud [all | trace | detail | error]

debug ip http all
- Ospl sds eldle Vuvd Uilisgs boyo Vs Idouoese:

Vuvdo IJegudJds hitpc_send_request
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*May 30 20:08:06.922: %VXE_CLOUD_HA-3-FAILED: VXE Cloud HA BFD state transitioned, AWS node 1
event httpc_send_request failed

*May 30 20:08:06.922: CLOUD-HA : AWS node 1 httpc_send_request failed (0x12)
URL=http://ec2.us-east-2b.amazonaws.com
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*May 30 23:38:09.141: CLOUD-HA : res content iov_len=284 iov_base=<?xml version="1.0"
encoding="UTF-8"?>

<Response><Errors><Error><Code>InvalidParameterValue</Code><Message>route table rtb-9c0000f4 and
interface eni-32791318 belong to different
networks</Message></Error></Errors><RequestID>af3£228c-d5d8-4b23-b22c-
f6ad999e70bd</RequestID></Response>
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*May 30 22:22:46.437: CLOUD-HA : res content iov_len=895 iov_base=<?xml version="1.0"
encoding="UTF-8"?>

<Response><Errors><Error><Code>UnauthorizedOperation</Code><Message>You are not authorized to
perform this operation. Encoded

authorization failure message: gYVEBAMUJOB8m2itSteRgnOuslAaxhAbDph5gGRJIkjIbrESajbmF5HWUR-
MmHYeRA1pKZ3Jg_y-
_tM1Yel51_ws8Jd9g2W8YDXB13uXQqfW_cjjrgy9jhnGYOnOaNu65alpfqui8kS_4RPOpm5grRFfo99-
8uv_N3mYaBgKFPn3vUcSYKBmxFITkJKcjY9es0eLIOWDcnYGGuU6AGGMoMxWDtk0K8nwk4IjLDcnd2cDXeENS4 5wl PgqzKGPsH
v3wD28TS5xRjIrPXYrT18UpV61LA_090h4737VncQKfzbz4tPpnAkoWOmJILQ1vDpPmMNVHUPENg8KrGWYNfbfemoDtWgIdABE
aLLLmh4saNtnQ OMBoTi4toBLEb2BNAMk11UVBIxXgTgdFUVRS**MSG 00041 TRUNCATED** **MSG 00041
CONTINUATION
#01**qLosAb5Yx0DrOsLSQwzS95VGVvQOM_n87LBHYLAWWhgWj3ULfP_zmiak7d1lm9P41mFCucEB3Cs4FRsFtb-
9g44VtyQJaS2sU2nhGe3x4uGEs17F1pNv5vhveYOZB3tbOfbVl_Y4trZwYPFgLKgBShZp-WNmUKUJsKcl -
6KGamp7519imvh66JgwgmU9DT_gAZ-jEjkgWjBrxgbkrw</Message></Error></Errors><RequestID>4cf31249-
2a6e-4414-ae8d-6fb825b0f398</RequestID></Response>
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/content/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_4.html
/content/en/us/td/docs/routers/csr1000/software/aws/b_csraws/b_csraws_chapter_0100.html
http://aws.amazon.com/ec2/instance-types/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-vpc.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/dedicated-instance.html
https://aws.amazon.com/documentation/ec2/
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html#id_107028
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