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Bs wduw Ilbly 3880 o UvIdJe zuvy Bho. Bl Jlow ool 2lzs Jslzos zuwy: lud) 99,6
louble guwy Jlugilise. spdud wessu el suod IJs slzows eun9 Jpzesed Ideums: spdud
lowegsle 2luvesd gvods VLAN Jog)sad bgldle giwds VLAN Igseohl 1s gedsle Idogoesy
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Uauu_) eds Uaol_) suusj wuwso Bridge_down Us Iu 9|aoo 9lg»é |9 I-Ju_) oU glaolu Ulg_uals:
Ss ldzuws 8> wdbo.

U 9lzod b, IJing_, (CLI) lowe 1Jgbsle Idoldsé Jodysu 1Ugpdss lUpopus:
1. 9 vogssu bysds IUleo,lus IUs puopus:

wave# config
wave(confi g)# interception-method inline

2. 9p vlogble 9lgod pzesesd lzum:

wave(confi g)# bridge 1 protocol interception

3. (Jteshs) 225 Blises Luwdle VLAN Jlgeloo: 5l Jsp 1Jie:

wave(config)# bridge 1 intercept vlan-id all

4,150 slzocsu pub§s8/elss [Js 9lzos pzeses IJzumy:

wave(confi g)# interface GigabitEthernet 1/0
wave(config-if)# bridge-group 1



wave(config-if)# exit

wave(confi g)# interface GigabitEthernet 1/1
wave(config-if)# bridge-group 1
wave(config-if)# exit

Spdud [wegsle 1o, EXEC show bridge JJwz 8 pu 2lds ouvésd 9lzod I zuw, 9publoss
Ileolssle Jdzuw.

wave# show bridge 1
I sp: Link State Propagation
fl ow sync: AppNav Controller is in the process of flow sync
Menmber |nterfaces:
G gabitEthernet 1/0
G gabitEthernet 1/1
Li nk state propagation: Enabl ed
VLAN i nterception:
intercept vlan-id all <<< VLANs to intercept

Interception Statistics:
G gabl tEthernet 1/0 G gabitEthernet 1/1

Qperation State : Down Down( | sp) <<< Down due to LSP
I nput Packets Forwarded/Bri dged : 16188 7845

I nput Packets Redirected : 5068 0

I nput Packets Punted : 1208 605

I nput Packets Dropped : 0 0

Qut put Packets Forwarded/Bridged : 7843 21256

Qut put Packets |njected : 301 301

Qut put Packets Dropped : 2 0

S Idpeld lgdlo. o dsy slzos Gig 1/0 pelods. Jpl sy slzos Gig 111 pglods wumwow Ui
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9dJduoel g plodyus.

codoy gpdss IUleeluo the 1deuwl Jlgved il IUisble sl odlzol oo 1Ugbsle IJel)sé:

- 0284 eu IJpsupe 1duoese Jeszole WCCP Jsely luel B puwly 2,98 1de)s) 1dos
cuodd IJs 9pu IJussle IpuosW8 1Jppuuws. spdod luvogsle i9le, show run ig show
weep JJozdd po Io 030 05 WL IJpszole lJos op odsswol JWCCP. |y [PORS ‘
lovogpdo bolo luwluuss ped ping 9 traceroute: lg b §o 7 bls lg wbosd lu 99> I JJ
s o) wrole ceuwsu ey pu el pozole WCCP.
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CLI.

- 388w IUWCCP wuudsd eds ldpuwele wéarss suveogpd lJpuvele wgdss CLIL

JJozdd po wdssy WCCP gds ANCs. B IUDs 1dpydsss. ige, IJizess > AppNavController.
Sp leo) odosu > lgaluo > odysu lgaluo.

388 o Iodbe oo bysés |Js WCCP.

- el pu wedss glus Idlzosl) wedsy g6 WCCP.

33389 o luwogeldeo cduosy prtd Jpuvele céds> WCCP Bzoc s o IJ WCCP o))
eu9ly WS IJWCCP puwzlz wirss peld.

- 02dd pu odosu Ulesble 1ig)s pod Bulg eslius Idozesd 9b)sds lehs IJogzse
wuvdd voese Juuind.

Utdd PU 929> I._s lu3ble WCCP sle odé gdJs ANCs Uu._s 0S Zje PU PJ)ES WCCP JJ,oga_o
O IdbLs IJeydss6: 1o, eds Jogs Idouwsele s lowdd 1duslué 19 Iowegs e 1Jle, show
alarm eJs JJ zoly Jeruo IJouwsele. uozee ks cuwse b o sés) IJeuvdsd eJs ANC Iy
IJpuwele wéssr uve IJeles.

o0 IJ CLL wugw o3l steps o suvdJ WCCP g o sé:

1. 8p woessu bysss IUlgelus |Js WCCP.



wave# config
wave(confi g)# interception-method wccp

2. 8p wodssu Slises pzo WCCP. 9ldos weoss eds gulysu IP 1Jgluod oldeszoele
IJpuul,ds B pyeé WCCP.

wave(confi g)# weep router-list 1 10.10.10.21 10.10.10.22

3. 9p wodasu pesd 8306 WCCP. sup o osd perd 306 9le> J AppNav: eds IUsép pu
lewpels pg’y_élo Copo0.

wave(confi g)# weep tcp-promiscuous 61

4. hob $lises Ipgzole IJes wp wdssvel wgsps WCCP.

wave(confi g-wccp-servi ce)# router-list-num 1

5. 8p wodssu bysds cessu WCCP (swp sgp bysds Iddule Wb gds ANC). 351 Jp wess
¢sbhle dst-ip-mask |9 src-ip-mask: swpe wessu dulg IP 1Jpuos) IJlwe,)los eds fasee
vessu Yulg IP JJdsgoes eJs 0.

wave(confi g-wccp-servi ce)# assignment-method mask

6. 9p vodssuy bys9s lgls LI9ZSO WCCP (swpe wvessu byd 1Jg)sz sldbzle odélssl

Jpeblo 9o b)s96 lelxs [Juggso 9&.5_, Ilodé JJodosy J ANC). spdud [gosl) L2
(IJIduJIuos) Iy GRE. sobdo L2 1y sY9u J>s ANC loold |JJDuL90 2 olJpszo 9swpe wdysy
lJe9zo |§uo| Jlglé woesoe lUbo 96 2.

wave( confi g-wccp-servi ce)# redirect-method gre

7. 8p wopIdsy 06 WCCP.

wave( confi g-wccp-servi ce)# enable

wzdd pu lecslyo WCCP eds JJ ANC Cluwogsle Uim show running-config. ss_o¢ lJeoldlu
bole 1)l IJodssu IJzhbs Jlgbé IJogese pu ldpuwess Idolus slglhsé wozso GRE.

show running-config weep (Jlglé w9gso L2):

wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-numl
enabl e <<< L2 redirect is default so is not shown in
running config
exit

show running-config weep (J GRE):



wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-num1
redirect-method gre <<< GRE redirect method is configured
enabl e
exit

Sedd pu 2ldé WCCP gJs JJ ANC Lluwagsle 1Uie, show weep status.

wave# show wccp routers
WCCP | nterception

Configured State : Enabl ed <<< Shows Disabled if WCCP is not configured
Qperational State : Enabl ed <<< Shows Disabled if WCCP is not enabled
Servi ces Enabl ed on this WAE:

TCP Proni scuous 61 <<< Shows NONE if no service groups are
configured

3388 Idpumele wisss 1o luveele 1Us lodle 5uulds B I WCCP pj)e6 o suveged Mg
weep pgwele 0 o).

wave# show wccp routers
Router Information for Service Id: 61

Routers Seeing this Wde Area Engine(2)

Router Id Sent To <<< List of routers seen by this ANC
192.168.1.1 10.10.10.21
192.168.1.2 10. 10. 10. 22
Routers not Seeing this Wde Area Engine <<< List of routers not seen by this ANC
- NONE-
Routers Notified of fromother WAE' s <<< List of routers notified of but not
configured in router list
- NONE-

388w JJ ANCs b,sd6 &,00 IJIg, ANCs s | WCCP 0,88 9ldpszole spdu IJsuesd 1dsol
w9luwlos JJ 9lgs> puop wlywwgsle 1Ule, show weep client.

wave# show wcecp clients
W de Area Engine List for Service: 61
Nunmber of WAE's in the Cache farm 2 <<< Number of ANCs in the farm

| P address = 10.10.10. 31 Lead WAE = NO Wight =0 <<< Entry for each ANC in the
farm
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this
ANC
192.168.1.2
| P address = 10. 10. 10. 32 Lead WAE = YES Wight =0 <<< YES indicates ANC is serving
as the lead
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this

192.168.1.2

Szl pu wdBds IJzip woluwbs IJ ANC oo Idpszole B 1Upires wluwegsle 11, show
statistics weep. swpe )02 leuolssle gyJds 1dp)g) Idos swpe IquoévlJol PU JJ p9zo SCJP_.)@_)O'
Shuwldol [Jsoe. whbo, lJleuolele IJo)ldpss Jepse [Jpsgele WOs ldpe)ied Os Idzje Iduwsds.



Iy ppled 09 £yu2 leuolisslo WCCP. Jlzb Iy "OE" wuus) |Js Izojé ANC oul.

wave# sh statistics wcep

WCCP Stats for Router : 10.10.10.21
Packets Received from Router : 1101954

Byt es Recei ved from Rout er : 103682392
Packets Transmitted to Router : 1751072
Bytes Transmitted to Router : 2518114618
Pass-thru Packets sent to Router : O
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE : 1101954
Redi rect Bytes sent to CE : 103682392
WCCP Stats for Router : 10.10.10.22
Packets Received from Router . 75264

Byt es Recei ved from Rout er : 10732204
Packets Transmitted to Router : 405193
Bytes Transmitted to Router : 597227459
Pass-thru Packets sent to Router : O
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE . 75264
Redirect Bytes sent to CE : 10732204

Cunmul ati ve WCCP St at s:

Total Packets Received fromall Routers : 1177218
Total Bytes Received fromall Routers : 114414596
Total Packets Transnmitted to all Routers : 2156265
Total Bytes Transmitted to all Routers : 3115342077
Total Pass-thru Packets sent to all Routers : O
Total Pass-thru Bytes sent to all Routers : O

Total Redirect Packets sent to OE : 1177218

Total Redirect Bytes sent to OCE : 114414596

wdosu leeslye WCCP sldez 88 pu wozwo eds 1Jeszo

Jeodssy lge,lup WCCP eJs JJ p9z0 B pieé WCCP. loog 1Jgbsle 1Jol)ss.

1. 8p wodosy 8306 WCCP gJs 1dpozo wluweesle 1Jie, ip weep router.

Core-Routerl configure terminal
Core-Routerl(config)# ip wecep 61

2. Sp wodysy Ilg_o_)lu'o WCCP gJs glgole yvods LAN JJpgg_.o _9uiuvdé.$ WAN. spdud odysy
&) 1Jgsp0 o gds JJl IUslgole Bl oo wuwegspe pg)d 306 09 £Js ANCs.

Cor e- Router1(confi g)# interface GigabitEthernet0/0

Cor e-Router1(config-subif)# ip address 10.20.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Router1(confi g-subif)# ip router isis inline_ wccp_pod

Cor e-Router1(config-subif)# exit

Cor e-Router1(config)# interface GigabitEthernet0/1
Core-Router1(config-subif)# ip address 10.19.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Router1(config-subif)# ip router isis inline_wccp_pod



Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#

glbp 701 ip 10.19.1.254
duplex auto

speed auto

media-type rj45

exit

3. (loshs) e wodaso 9lz0é v I3l Juo wuwegse gz GRE glo (BEb 3l lge,o GRE
Jbys90 lelhs w9zso ANC WCCP).

Cor e-Router1(confi g)# interface Tunnell

Cor e-Router1(config-subif)# ip address 192.168.1.1 255.255.255.0
Cor e-Router1(confi g-subif)# no ip redirects

Cor e- Rout er 1(confi g-subi f)# tunnel source GigabitEthernet0/0.3702
Cor e- Rout er 1(confi g-subi f)# tunnel mode gre multipoint

Sedd pu wdasow WCCP eJs JJ poze B 1dpies wluwaesle 1Ule, show weep.

Core-Routerl sh ip wecp 61 detail

WCCP Client information:
WCCP Client |ID: 10. 10.10. 31 <<< ANC IP address
Pr ot ocol Version: 2.00
St ate: Usabl e
Redi recti on: GRE <<< Negotiated WCCP parameters
Packet Return: GRE <<<
Assi gnment : MASK <<<
Connect Ti ne: 00: 31: 27
Redi rect ed Packets:
Process: 0
CEF: 0
GRE Bypassed Packets:
Process: 0
CEF: 0

Mask Al | ot nent:

Assi gned masks/ val ues:

Sr cAddr

0x0000000F

Sr cAddr

0x00000000
0x00000001
0x00000002
0x00000003
0x00000004
0x00000005
0x00000006
0x00000007
0x00000008
0x00000009
0x0000000A
0x0000000B
0x0000000C
0x0000000D
0x0000000E
0x0000000F

pedople Lol dss

16 of 16 (100.00%

Dst Addr

0x00000000

Dst Addr

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

1/ 16

SrcPort

0x0000

SrcPort
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

Dst Por t

0x0000 <<< Configured mask

Dst Por t
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

<<< Mask assignments
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anc# config

anc(config)# ip access-list extended pt_http
anc(config-ext-nacl)# deny tcp any any eq 80
anc(config-ext-nacl)# permit ip any any

anc(confi g-ext-nacl )# exit

anc(confi g)# interception appnav-controller access-list pt_http
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cl ass-nmap type appnav HTTP
match tcp dest port 80

policy-map type appnav my_policy
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anc# config

anc(config)# ip access-list standard deny

anc(confi g-std-nacl )# deny any

anc(config-std-nacl ) # exit

anc(confi g)# interception appnav-controller access-list deny
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anc# config
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anc(confi g-wccp-service)# no enable
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RTR1(config)# no ip wcep 61
RTR1(config)# no ip wcep 62 <<< Only needed if you are using two WCCP service IDs
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RTR1(config)# ip weccp 61
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RTR1# show ip wccp 61
The WCCP service specified is not active.
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gﬂlarms (5) ﬂlnteroepﬁon ';;\Cll.mter Control
Show | Al || 8
Name State
GigabitEthernet 0/0 Up
GigabitEthernet 0/1 Administratively Up utdown
GigabitEthermnet 1/0 Administratively shutdown
GigabitEthernet 1/1 Administratively shutdown
GigabitEthernet 1/2 Up
GigabitEthernet 1/3 Administratively shutdown
GigabitEthernet 1/4 Administratively shutdown
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360° Network Device View 0 # X

SE-M1-BR
21822 AppMav Controller, v5.0.0

1. This typic

se-Mi-B Eﬁlarms (7) ﬂlntercep‘don |_m° | P"Jnterfaces 2
Device Type « P Address Liveliness State = Reason
AppNav Controller 2.19.2.5 DEAD Device is Unreachable. Check
AppNav Controller 2.18.2.2 ALIVE
WAAS Node 2.19.2.5 DEAD Device is Unreachable. Check
WAAS Node 2.18.2.2 ALIVE

®f

cm-se-1

131 JIo Jss ANC Loge 21Js Hpbs: 98> sdou pelbdl. wzldd pu wpdso JIs ANCs Cldud)
998 edlpd Iowsse "spole cede AppNav” luusd Ihuwe IJotbslbs. Bs 2lds gp wpdsy
ANC. cdyy glds wpdsuol os "JI". spdud IJu®) W9 Le) wpdsu sk IJpolp Jopdsy
ANC.

2288 eu wog AppNav eds JJ ANC Usso ls Uinse €5, pupvle 2lJ6 Tguo). Il $po wozisd
IJpduiny 998 Loe 1Jelds eds Idzoli sgeud edese Idbls Cldzlds Iy IJpeuudJs: 131 wp
IJd il go leolol.

JJozdd pu lduoe Idpeaé: pu Slises "ldbLé 1p,d 6™ 2oy odosy > wog AppNav & p 10 @)
998 1 bbs.



SSULES v odoy ould gp9pl uwsluwo 9lers culb wzpse IUJzlu IJyboss IUJyugsdss Os
|Jpap980 Suwes lJuog lJIe,l s appnav_default. 223 oo IJgsh 1Jpse9s UEﬁlJ lJuog 9luy
998 Les WS Uisb IJeole. sbo, Jd zie woz AppNav §slise IJoede S 19 o9d (ANCs)
lJos sop obosd Iduog 1Upess edsol. 3l Je sep 800 JIvs ANC Lluuegsle edles [osh:

lod) ¢lwd IIesh [Jeele,s JIJ ANC &) o2 Jogssu IJuog Jol. 1u8) 993 psldd Jpdob
lJogssilo.

s JI Sl pE19 06, 23> Ls d|E>° u°as|uw 999 Les SIS u*U6b IJeole Ju&é@
u&);Sk_QO

SpIdu 1o sze9s ANC gds ooe 2lJs Iuowd, 9 Tz, I3l wp wppsd woz 19 1de, wuvdd jkss.
©2dd pu edlpd lJowssy "uusluvle peeds wuvdd ks IJglues wesrue IJzols 360 5,26
Jerue 8lisped pu lduoz IUp)lgwd IJos we wepsdol wuvdd jliss.



360° Network Device View 2

SE-M1-BR

2.18.2.2 AppMav Controller, v5.0

_SE%BJFS '6) [Biinterception ( " Overloaded Policies (7) }:":*cmter Control x

Policy Map Class Map Distribute To Monitor Load
waas_app_default  MAPI MAPI Accelerator
waas_app_default HTTPS S5L Accelerator
waas_app_default HTTP HTTP Accelerator
waas_app_default CIFS CIFS Accelerator
waas_app_default epmap MS PortMapper
waas_app_default NFS NFS Accelerator
waas_app_default RTSP Video Accelerator
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ol ld 1Jgs 8 feole IJobésd

- [boly yusl 06 bElJ IJg>ped

- show service-insert appnav-controller-group
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Spdud luwegsle 1Ule, show service-insert service-context ¢ Js ANC JJlbJlg eJs gldo ywsls
12206 slderuo IJpwod)y JJlze;s Os wble 1dezesgs:

ANC# show service-insertion service-context

Servi ce Cont ext © test

Service Policy . appnav_defaul t <<< Active AppNav
policy

Cluster protocol |IClIM version 1.1

Cl uster protocol DWW version 1.1

Ti me Service Context was enabl ed : Wed Jul 11 02:05:23 2012

Current FSM state : Qperational <<< Service context
status

Time FSM entered current state : Wed Jul 11 02:05:55 2012

Last FSM state . Convergi ng

Time FSM entered | ast state : Wed Jul 11 02:05:45 2012

Joining state : Not Configured

Tinme joining state entered : Wed Jul 11 02:05:23 2012

Cluster Cperational State : Qperational <<< Status of this
ANC

Interception Readi ness State : Ready

Device Interception State : Not Shut down <<< Interception is

not shut down by CMM

St abl e AC Vi ew <<< Stable view of
converged ANCs

10.1.1.1 10.1.1.2
St abl e SN Vi ew. <<< Stable view of
converged WNs

10.1.1.1 10.1.1.2
Current AC Vi ew

10.1.1.1 10.1.1.2
Current SN Vi ew

10.1.1.1 10.1.1.2 10.1.1.3
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w9luwlos zols ANC o3l Os I3, e)uo pret Elue wuble 1Upezeses. 030 os bo)sds IUe U0
IJpgucred Jepdsle IJugsse. wuvs tdsd lderue 1Jelds” 1lzess IJpedu guel pu Swd o3l
ANC Vs H wlisd s8le Bdwol.

Spdud luwegsle 1o, show service-insert appnav-controller-group ¢ J.s ANC JJlbJls gJs 2lJs
JJ ANC s pzp9es ANC:

ANC# show service-insertion appnav-controller-group

Al'l AppNav Controller Goups in Service Context

Servi ce Cont ext ;. test
Service Context configured state : Enabl ed



AppNav Controller Goup : scg
Mermber AppNav Controller count : 2

Menbers:
10.1.1.1 10.1.1.2

AppNav Controller :10.1.1.1
AppNav Controller ID 1
Current status of AppNav Controller  Alive <<< Status of this ANC
Time current status was reached : Wed Jul 11 02:05:23 2012
Joi ning status of AppNav Controller : Joi ned <<< Joining means ANC
is still joining
Secondary | P address :10.1.1.1 <<< Source IP used in

cluster protocol packets

Cluster protocol |ClIM version 1
Cluster protocol Incarnation Nunber 2
Cluster protocol Last Sent Sequence Nunber 0
Cluster protocol Last Received Sequence Nunber: O

Current AC View of AppNav Controller:
devices advertised by this ANC

<<< ANC and WN

10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2

AppNav Controller

this is the local ANC

AppNav Controller ID

Current status of AppNav Controller
Time current status was reached

Joi ning status of AppNav Controller
Secondary | P address

10.1.1.2 (local)

1

Alive

Wed Jul 11 02: 05:23 2012
Joi ned

10.1.1.2

<<< local indicates

Cluster protocol |IClIM version 1
Cluster protocol Incarnation Nunber 2
Cluster protocol Last Sent Sequence Nunber 0
Cluster protocol Last Received Sequence Nunber: O

Current AC View of AppNav Controller:
devices advertised by this ANC

<<< ANC and WN

10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2 10.1.1.3

Jdzuesd eds Blises weldle ANC Idpzopeds selds IJlugoele: lze IJi o, show service-insert s
PIeE lo) Eople ldebossle 19l pwegs pu Cisco.

spdud [uwegsle 1, show service-insert service-node £ Js ANC JJlbJlg £Js zlJé WN pgs0
B wble IJpzeses:

ANC# show service-insertion service-node 10.1.1.2

Servi ce Node: 1 20.1.1.2

Servi ce Node bel ongs to SNG : sng2

Servi ce Cont ext 1 test

Service Context configured state : Enabl ed

Service Node ID 1

Current status of Service Node : Alive <<< WN is visible
Time current status was reached : Sun May 6 11:58:11 2011

Cl uster protocol DWVP version 1.1

Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber 1692060441
Cluster protocol |ast received sequence nunber: 1441393061



AO state

AO State For

tfo GREEN 3d 22h 11m 17s
reported by WN

epm GREEN 3d 22h 11m 17s
reported by WN

cifs GREEN 3d 22h 11m 17s
mapi GREEN 3d 22h 11m 17s
http RED 3d 22h 14m 3s
vi deo RED 11d 2h 2m 54s
nfs GREEN 3d 22h 11m 17s
ssl YELLOW 3d 22h 11m 17s
ica GREEN 3d 22h 11m 17s

<<< Overall/TFO state

<<< AO states

spdud [wegsle 1o, show service-insert service-node-group £ Js ANC JJlbJlg eJs zlJs

WNG pesu S ublpe Ipzpses:

ANC# show service-insertion service-node-group sng2

Servi ce Node G oup nane sng2
Servi ce Cont ext scxt 1l

Menber Service Node count S

Menber s:

10.1.1.1 10.1.1.2
Servi ce Node: 10.1.1.1
Servi ce Node bel ongs to SNG sng2
Current status of Service Node Excl uded
Time current status was reached : Sun Nov 6 11:58:11 2011
Cl uster protocol DWP version 1.1
Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001
AO state

AO State For

tfo GREEN 3d 22h 12m 52s

epm GREEN 3d 22h 12m 52s

cifs GREEN 3d 22h 12m 52s

mapi GREEN 3d 22h 12m 52s

http RED 3d 22h 15m 38s

vi deo RED 11d 2h 4m 29s

nfs GREEN 3d 22h 12m 52s

ssl YELLOW 3d 22h 12m 52s

ica GREEN 3d 22h 12m 52s

Servi ce Node: 10.1.1.2
Servi ce Node bel ongs to WNG sng2
Current status of Service Node Alive

Time current status was reached : Sun Nov 6 11:58:11 2011
Cl uster protocol DWVP version 1.1
Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001

AO state

<<< WN status

<<< WN status



AO St at e

tfo CGREEN
epm CREEN
cifs CGREEN
mapi GREEN
http RED

vi deo RED
nfs CGREEN
ssl YELLOW
ica CGREEN

SNG Availability per AO
WNG

AO Avai | abl e
tfo Yes

epm Yes

cifs Yes

mapi Yes

http No

vi deo No

nfs Yes

ssl No

ica Yes

For

3d 22h
3d 22h
3d 22h
3d 22h
3d 22h
11d 2h
3d 22h
3d 22h
3d 22h

12m 52s
12m 52s
12m 52s
12m 52s
15m 38s
4m 29s

12m 52s
12m 52s
12m 52s

12m 52s
12m 52s
12m 52s
12m 52s
15m 38s
4m 29s

12m 52s
4m 29s

12m 52s

<<< AO status for entire

o WN s s Urouu l£Jlo Jo 215 powcress: pel seoss 1o WN gisis J ANC 5o

sbo, 229J 298, SNG JJJ AO el 3l Jlue JJ AO (s s 8308 IJlouoldle IJzasss. AO
25938, 131 JIG 912 e IUIEJ oo WN s WNG Jseso s o 13,0, J AO.

spJdod luwegsle 1Jie, show service-insert service-node ¢ Js WN JJIbJlg eJss 2lJé WN:

WAE# show service-insertion se
Cluster protocol DWVP version
Service started at
Current FSM state
health probes
Time FSM entered current state
Last FSM state
Time FSM entered | ast state
Shut down max wait tine:

Confi gured

Oper at i onal

Last 8 AppNav Controllers

AC I P M IP
e Last Heard

TFO (System GREEN  43d

rvice-node
1.1

Wed Jul

Oper at i onal

Wed Jul
Adm n Di sabl ed
Mon Jul

120
120

DMVP Ver si on

7h 45m 8s

11 02: 05: 45 2012

11 02: 05: 45 2012

2 17:19:15 2012

I ncarnation

<<< WN is responding to

Sequence Tim

<<< TFO and AO reported states



EPM GREEN 43d 7h 44m 40s

CIFS GREEN 43d 7h 44m 41s

MAPI GREEN 43d 7h 44m 43s

HTTP GREEN 43d 7h 44m 45s

VI DEO GREEN 43d 7h 44m 41s

NFS GREEN 43d 7h 44m 44s

SSL RED 43d 7h 44m 21s

| CA GREEN 43d 7h 44m 40s

Monitored state of Accel erators <<< TFO and AO actual states
TFO (System

Current State: GREEN
Time in current state: 43d 7h 45m 8s

EPM

Current State: GREEN

Time in current state: 43d 7h 44m 40s
CIFS

Current State: GREEN

Time in current state: 43d 7h 44m 41s
MAPI

Current State: GREEN

Time in current state: 43d 7h 44m 43s
HTTP

Current State: GREEN

Time in current state: 43d 7h 44m 45s
VI DEO

Current State: GREEN

Time in current state: 43d 7h 44m 41s

NFS
Current State: GREEN
Time in current state: 43d 7h 44m 44s
SSL
Current State: RED
Time in current state: 43d 7h 44m 21s
Reason:
AO is not configured
I CA

Current State: GREEN
Time in current state: 43d 7h 44m 40s

1218 1desl$wd Jdeuwse os 2ldoo IJdedss sJJu 1Jelds Idpwdé guol spdu o ceodd
Jivol 18d 2lJs IJuble I9 21Js IJpume.

Jris> po ldeedsple 29d cruwsy luvednld Iigble sluadizel eds ses eldes (WN). lze
28l wzowse luved il 1Jizble ol sJlzol 9l ued sl Igble IJobosdle oloodlzol.

910, 91208 Lulo, 1Jisle; (CLI) 1Jgluoé o AppNaV Jp)léuws louokssle oaise IJosd s

o883 1Je383 pu 1910, 9lgos Lwlo, 1Jisle, (CLI) Bs Iwed bl Tgble 1Jusluvle sluadlzoel
999558 IJesd g eJs ANC:

- show policy-map type appnav policyMap-name — sg, 2 991> IJuwsluws 9835 p)lo
lJse9d JYJ Wiso Vs gHsbo Iduwslyws.

- show class-map type appnav class-name — sg, o pelss) IJpblo§s 9835 oyl 1UsL09J
JJd zlds pblu§o Vs gHsbo 1Juwsise.

- show policy-sub-class type appnav level1-class-name level2-class-name — sg, 2 pelss)
IJeble@s 9835 pyle 1U9uo9d JIJ 2ldo pble§s Vs ¢sbs Wise Vs gysbo vog pusléds
AppNav.


troubleshooting_optimization.html
troubleshooting_application_acceleration.html

- [bol) u9g &sbo Wiss IUlzolissle appnav class-name — sg) o lzuolissle lew)luo 2yJds
e Idoslule sldegsse JEsbs [JWdiss.

- show statistics policy-class class type appnav /evel1-class-name level2-class-name — sg,_o
lzuolssle lewsluo 296 pi9) IJoslole sldeyjse Jersbs Biss B ¢rsbs wog AppNav
puslgJe.

- ol leuolissle IJens) evw IJuse appnav — sg)uo leuolssle 2yds 09, AppNav JJJ
e ©)9)-

- show appNav-Controller flow-distribution — &, o Js 96 wLouSWO wWrdd Vel os
PESY 9u9isE0 pu Jwd ANC. Lule eds Iduwsluws 1Uee6 910,909 IUzed I>sulpsdss.
SpIdu 1o sI9u 03l 1Jlpy pdssl JJoedd po Jsbss peldes wrd§ pesu eJs ANC
9lJuse IJos suwps [Jsol.

Iowegse 030 IJble, eds WN Jlgueduuldd Igble w9jse [Josdd sluadlzol:

+ [boly £936 €300 ¢l €306 IJlzolissle ip-address — sg,00 leuolissle Jdpuwse 92,96
U9, IJe9sed eds WN.

- |boly Iwe pzp9es luwe p29e6 €200 eI 308 IUlouolissle — seuuo leuolissle JJpumse
S8 1Jer9) Idesjes eds WNG.

SpIdud !um;'.;a_.ﬂp IJiP , show stati§tics class-map type appnav class-name g Js ANC
Jigwodyolo Rble o9jse 1desdd sluadlizel gds pwosd Idpeld Jogsss Jeldl §> wdss 2yds
lJeu9) wlosiss Juiss pesus. 3> wd9y 030 grsbo Wiss wbousy ped HTTP lo: I3l Jlpe 2yJs
ey IJs e wlbsiss: B3> wdso rsbs Biss wdbe g Ssel sds peld Jdiss HTTP:

ANC# show statistics class-map type appnav HTTP

Cl ass Map From Network to SN From SN to Network
HTTP
Redirected Cient->Server:
Byt es 3478104 11588180
Packet s 42861 102853
Redi rected Server->Client:
Byt es 1154109763 9842597
Packet s 790497 60070

Connect i ons

Intercepted by ANC 4 <<< Are connections
being intercepted?

Passed t hrough by ANC 0 <<< Passed-through
connections

Redi rect ed by ANC 4 <<< Are connections
being distributed to WNs?

Accept ed by SN 4 <<< Connections accepted
by WNs

Passed t hrough by SN (on-Syn) 0 <<< Connections might be
passed through by WNs

Passed t hrough by SN (post-Syn) 0 <<< Connections might be

passed through by WNs

Passt hrough Reasons Packet s Byt es <<< Why is ANC passing
through connections?

Col | ected by ANC:



PT Flow Learn Failure 0 0 <<< Asymmetric
connection; interception problem

PT Cl uster Degraded 0 0 <<< ANCs cannot
communicate

PT SNG Overl oad 0 0 <<< All WNs in the WNG
are overloaded

PT AppNav Policy 0 0 <<< Connection policy is
pass-through

PT Unknown 0 0 <<< Unknown passthrough
I ndi cated by SN <<< Why are WNs passing
through connections?

PT No Peer 0 0 <<< List of WN pass-

through reasons

Iuvole 29) WN B s Suwe SN Idegily Idsol woluwbs SN Bl B 2lds wdasy |Jgle
weesd Ideas) eds WN. @JIo 3Jd: Jl sy 1dpdep) 1d9bus 1UIG,s8s 1o WN se) g0y
louold 9dl s99p wouwloo.

Bl Jpe sojlss £33 IJlogoldle: op lea,luool wyluubs 315 ANC. Bould pvdJs lew,)lo.
Spdod luwegsle 118 |J e uless WAAS TepTraceroute Jlwod il Tgble 908 ANC B
IJuvods gluodlzol sldoze eu ldpunble €6 Idpwpleds: opass IJuwsluws IJpbo$s eds
IJlouold. Jdeuesd eds odluosd lze Guwe cooe lJlo ol

I9lp) 9lz06 Lulo; 1Jisle; (CLI) IJgloé o AppNav Joozse leble IUloolle

Jousese lgble louold B)s 19 peeses louoldle eJs ANC. spIdod luvaesle 1o, show
statistics appnav-controller connection Jg,_o 3liseé IUloold Iduilbs.

anc# show statistics appnav-controller connection
Col l ecting Records. Please wait...
Optim zed Fl ows:

Cient Server SN-I P AC Omned
2.30.5.10: 38111 2.30.1.10: 5004 2.30.1.21 Yes
2.30.5.10: 38068 2.30.1.10: 5003 2.30.1.21 Yes
2.30.5.10: 59861 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59860 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 43992 2.30.1.10: 5001 2.30.1.5 Yes
2.30.5.10: 59859 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59858 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59857 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59856 2.30.1.10: 445 2.30.1.21 Yes
Passt hrough Fl ows:

Cient Server Passt hrough Reason
2.30.5.10: 41911 2.30.1.10: 5002 PT Fl owswi tch Policy

Spdud ouobss IJElised gu b)sd wgass guslo IP JJgpsd 13 1J2gl> e 9/ly tsble |=J.oo~_'95
ssedud g2 leuolissle wuosdss god IJlogaldle gu by wrass IUddes 1dlgwlpuss
detail.

anc# show statistics appnav-controller connection server-ip 2.30.1.10 detail
Col l ecting Records. Please wait...



Optim zed Fl ows

Client: 2.30.5.10:55330
Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes <<< This ANC is seeing activity on this connection
Service Node IP:2.30.1.5 <<< Connection is distributed to this SN

Classifier Nane: se_policy: p5001 <<< Name of matched class map

Fl ow associ ati on: 2T: No, 3T: No <<< Connection is associated with dynamic app or session
(MAPI and ICA only)?

Application-1D: 0 <<< AO that is optimizing the connection

Peer-1D: 00: 14: 5e: 84: 41: 31 <<< ID of the optimizing peer

Cient: 2.30.5.10:55331

Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes
Service Node IP:2.30.1.5
Classifier Nane: se_policy: p5001
Fl ow associ ati on: 2T: No, 3T: No
Application-1D: 0

Peer-1D: 00: 14: 5e:84:41: 31

Spdud weass gsh Idpdeue JeHuo £33 IJlooldle 1Je9sgs 9ldelys IJouulos.

anc# show statistics appnav-controller connection summary
Nurmber of optinized fl ows 2
Nurmber of pass-through fl ows 17

coue lJlouold

Jqu.u|&.)o d§ |u»udu.u|d |ab|c u.)k_gdlu AppNangquIaoI spdud lL)”UC-)lP |.>|o COUUE
IUleoold" B "ldbLs 1 esds6". g ,uo 030 IUbls IJeedsele IJeldss Jleuald peso:

CBlee opss) dlogold Iy w9jseo eds WNG
covew Ideogsdlo iPdQ

- WNG 9 WN IJJ3s0 op w9jse Idlouald wopl
- op ol [Jpume Jdloold

s op obosyd b [Jdiss

Jlgwegsle bl "wooe Ileoold" looe 1dgbsle IJolJss:

1. pu Slisps Central Manager (IJL6 1Je,J5s56). itc, peeoele AppNaV > | wo IJozp9€6: &p
2oy uulgué > bole > coug IJloold.

2.1¢e, ANC. zol; WAAS IJu b, 9235 pelss, pbluws IUlouold.
3. 1u@) WIS wowe Joue IJleuoldle 1Jpblo@s.

WAAS TCP traceroute os 1516 13,5 ) ¢luoé w AppNav IJos spdu lu ouulesd gds
Ioveduuled Tgble 1 v s sldleuold sluadlzel: wel B 3JY IJpuuble gs) IJpwpleJs.
Spdud luvegsleo Jdews) eds Blispd wed> WAAS wsu ldgpsd slJebe: sumslusle
|JUEL}U..SU IJULS Op ULJ_S._Su()lSuJDUngOI JJ'UuolJ PU l‘JrO)“SJ LJPJLJJQ_S‘ |uu u.Su-IJuJD._SE |au_)u
s bbls Bs svodod WAAS oy s 1o s, I I traceroute. Jluegsle 116 traceroute Jess,
WAAS lJp,d5s J TCP: lowg IJgbsle IJoldse:

1. po Blisps IJ1L6 1Je,d5s6 J WAAS. Tee, payw > luwedguld IUigble 5]l odlzol > WAAS



teptraceroute. LoJl po 3JY: spdod [gosh zols ladl op lposh suue) IJ8lsesd 03l Jouigsd
Traceroute oo 3J3 lJzol;.

2. p0 1JB8lisp6 1 puuwsJs Jg 96 WAAS. [z, zols WAAS oy s zols Jouvésd traceroute. (JI
Sbo, o3l ldeuuoy bl oo Bs yusl@ 1Jzol;.)

3. 8BS 289J pud3 IP 9ldszos. 1xgd guslu IP 9p0W3 1J9z06 1J3s w)ss wubésd traceroute |Jso
4. 108, B899 wgvgésd TCPTraceroute Jg,) o lJuclisg.

Sop £02 €8> WAAS B IJpuwh IUss wp wowge B IUzasd Iuwdd IUzdsd. Jpl spdod
oubgsd 030 IULIS IJpwless pu 9lges yulo, IUIgle, (CLI) wluwesle [Jle, waas-teptrace.

ouwegsd ouoese iablc AppNav
S8 pJd I wed IJolds Jluveduuled igble b6 wble IJezeses J AppNav gl oJlzol:
- pdVdle wed IJouozse: /locall/errorlog/cmme-errorlog.current (9 cmme-errorlog.*)
Jlesls euvesd wusese Jigble 9opdsue po 15bs pzesele AppNav. iuegse Idiole, 1Jeldss.

pdleos: o wesd cuorse IJigble 09 9238 1UeglJzs IJprdiss (CPU) Ipdecds sspdo lu sdsp
wlogsle Jpsé Josis pu Il luvogpdsol vzdpd 98dsd Bs wsise lucle.

Sedud wpdsu ldogvesd IJovosds s 18, ue:

WAE(confi g)# logging disk enable

WAE(confi g)# logging disk priority detail

IJzsble Idpclzs Jouoese lgble pss) wble 1Jpze9e6 (B 5.0.1 slJluosble IJizae) os Jol

SJs:

WAE# debug cmm ?

al | enabl e all CWM debugs

cli enable CW cli debugs

events enabl e CW state nmachi ne events debugs
i pc enabl e CMWM i pc nmessages debugs

msc enabl e CMM mi sc debugs

packets enabl e CWM packet debugs

shel | enable CW i nfra debugs

timers enabl e CW state nmachine tiners debugs
Spdud cedsu oywesd wuozse IJigbole 11,6 wble |Jpzeoed &p )00 wolsé ved lgble
ouoese lJligble Jol sds:
WAE# debug cmm all
WAE# type-tail errorlog/cmm-errorlog.current follow
sedud ls ol wpdsu cuvesd wusese igble Jess) wjse 1o (FDM) Iy sdsd wjse
IJes 8 (FDA) Cluwegsle 1J19le, IJelJss:

WAE# debug fdm all



WAE# debug fda all

53_» FDM pJly u_9_)§& Uu.)d,jIU quuul.\l IJs Juy9b IJuasz IJ)sulpsdso glJuusquo
lJoldsé Jluuuduuld IaJoIs: FDM_9 FDAglqulaol

- pdVSle wed IJouozse: /locall/errorlog/fdm-errorlog.current (9 fdm-errorlog.*)
- pdVSle ywed IJouozse: /locall/errorlog/fda-errorlog.current (9 fda-errorlog.)

IJodlb 2506 AppNav

Swpe beld ||DJ s Jidoylb IJDp Jduwelz vldodlb 2ie ldoslole gds I.J_9Iaolu eds 1Ugero
lJupelbss Jglzod 926 IJUE-J,o Vs IJobosd Cisco AppNav. suwolbse o3l I,oJ Lsuol EJ~S
w2 ovb gds vbu Ia) Isuvwlbbse WY u)ps) pdule IJoblb 26, Swp wdosd IJI,oJ
packet-capture ¢ Js 1Jisle, |Jp00Js tcpdump stethereal. slJo.s Jl spJduol IJodlb 1dzse eds
19226 Iduplbss Jolgos 9226 Idepde B IJobos$ Cisco AppNav. Slze ez 190 gople
IJobosdle 1Jslwes oo Cisco JJguo9d eds wluosd 29d woslgs 1UJIgle.

pdlebé: spdu o sdso IUedlb Izie Is Idedlb ouozst Iigble wuulbl sJJdo Jsuw Jdlopl
WO lo 9les.

Swp wuopSU e Iduslule 1Jeyuwds wsu ANCs 9 WNs: Jpl 09 p9 oz IS Idpgbl IJolds.
4. Packets forwarded

— afterremoving
encapsulation

1. Packets entering
the ANC

2. Packets sentto
WHN after
encapsulation

3. Encapsulated packets
sent by WN

lo eds oo lvo yub WO uldbs 1 Is 4 IS lyuwpe IJogbsbs: op sY90 unencapsuler. |
&\JLS LSUUD |Uu )uJD k.9g$ u,_SJDO 2 |_9 3. op gSEJ&_Q

oul gswo luwle J sedw Hub IJo@lb:

anc# packet-capture appnav-controller interface GigabitEthernet 1/0 access-list all
Packet - Capture: Setting virtual nenory/file size limt to 419430400

Runni ng as user "admi n" and group "root". This could be dangerous.

Capturing on ethl4d

0. 000000 2.58.2.11 -> 2.1.6.122 TCP https > 2869 [ACK] Seq=1 Ack=1 W n=65535 Len=0
4.606723 2.58.2.175 -> 2.43.64.21  TELNET Telnet Data ...

37.679587 2.58.2.40 -> 2.58.2.35 GRE Encapsul at ed 0x8921 (unknown)
37.679786 2.58.2.35 -> 2.58.2.40 GRE Encapsul at ed 0x8921 (unknown)

oul up9de ILle JIJodlb 25pb €8y pEJS:

anc# packet-capture appnav-controller access-list all non-encapsulated



Packet - Capture: Setting virtual nenory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethl4

0.751567 2.58.2.175 -> 2.43.64.21  TELNET Telnet Data ...
1.118363 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data ...
1.868756 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data ...

buuble Idoglb 1Jg)peé:

- Sop wbosy Ylispes IJogde WS 1J9uo9d (ACL) 1Ugluos wldodlb Idz)e slisel eds 2jpeo IP
lUsIgdse Jdgie IJos sop ogdsd WCCP-GRE 5 SIA.
- sop ldJodlb 1Jzjes eds zese 9lgole ANC I3l e Sop ©99s) 9lzes ANC Jlde Bl 1Jgje6.

oul up9de Il JIJoglb 25pé eds 9lzos WN:

anc# packet-capture interface GigabitEthernet 0/0 access-1list 10
Packet - Capture: Setting virtual nenory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethO

0. 000000 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 000049 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...
0. 198908 2.1.8.4 -> 2.64.0.6 TCP 18449 > telnet [ACK] Seq=2 Ack=2 W n=3967 Len=0
0. 234129 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 234209 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...

oul p.;";|J 1) ) O)PS) le_Q lJowlb Jpo:

anc# packet-capture decode /locall/se_flow_add.cap

Runni ng as user "admi n" and group "root". This could be dangerous. 1 0. 000000
100.1.1.2 -> 100.1.1.1 GRE Encapsul ated SWRE 2 0.127376
100.1.1.2 -> 100.1.1.1 GRE Encapsul ated SW RE

lve suvobse gsue sre-ip/dst-ip/sre-port/dst-port J ssuoWds Iyub:

ANC# Packet-capture Decode source-ip 2.64.0.33 /local1/hari_pod_se_flow.cap

Runni ng as user "admi n" and group "root". This could be dangerous.

3 0.002161 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1460 TSV=326296092 TSER=326296080 W5=4

4  0.002360 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1406 TSV=326296092 TSER=326296080 W5=4
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